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Preface

This book has been written with a broad spectrum of readers in mind, which
includes anyone interested in secrecy and related issues. Thus, this is a tome
for the merely curious, as well as history-minded readers, amateur mathemati-
cians, engineers, bankers, academics, students, those practitioners working in
cryptography, specialists in the field, and instructors wanting to use the book
for a text in a course on a variety of topics related to codes. We will look at
this topic from all aspects including not only those related to cryptography (the
study of methods for sending messages in secret), but also the notion of codes
as removal of noise from telephone channels, satellite signals, CDs and the like.

The uninitiated reader may consider the following. Imagine a world where
you can send a secret message to someone, and describe to anyone listening
in precise detail how you disguised the message. Yet that person could not
remove the disguise from that message no matter how much time or how many
resources are available. Well, that world exists in the here and now, and the
methodology is called public-key cryptography. It permeates our lives, from the
use of a bank card at an automated teller machine ATM to the buying of items
or bank transactions over the Internet. You can even purchase items over the
Internet and do so anonymously, as you would using hard cash. In this book,
you will find out how this is done.

Do you ever wonder how secure your private conversation is over a cell phone?
In general, they are not secure at all. In this book, you will find out how they
can be made secure. And those transactions over the Internet, just how secure
are they? Can these methods be trusted? In this text, you will learn which
methodologies are secure and which are not. Here is an excerpt from the end
of Chapter 2 that is apt. “What made all of the above not just possible, but
rather a necessity — that good old mother of invention — was the advent of
the Internet. While information secrecy, as we have seen throughout history,
was strictly the purview of governments and their agents, the Internet, and its
associated e-mail and e-commerce activities, demanded a mechanism for the
ordinary citizen to have their privacy concerns addressed. ... Few of us actually
understand the mechanisms behind all of these protocols that we use every
day (although this book will foster that understanding), yet cryptography has
become everybody’s business, hence everybody’s concern. Therefore it is almost
a personal duty that each of us learn as much as possible about the underlying
mechanisms that affect our security, our privacy, and therefore our well-being.”

What are smart cards and how do they affect your life? This book reveals
the answers. What are biometrics and how do they affect you? Several of your
identity characteristics such as fingerprints, retinal data, voice prints, and facial
geometry, to mention a few, can be embedded in smart cards to identify you
to a bank, for instance. Perhaps you have allergies to some medicines, such as
penicillin, and this information can be embedded in a medical smart card so
that in the event of an accident, appropriate measures can be taken that may
save your life. Read this book to find out how this is done.
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How did all this begin and where is it headed? Read Chapter 1 to learn
about the rumblings of the art of secrecy carved in stone almost four millennia
ago and how it evolved to the present where it permeates nearly every aspect
of your life.

€ Features of This Text

e The text is accessible to virtually anyone who wishes to learn the issues
surrounding secrecy. To this end, Appendix A contains all necessary mathe-
matical facts for the novice, or as a fingertip reference for the initiated. Other
appendices, such as Appendix E, contain the requisite probability theory for
background needed to understand Information and Coding Theory in Chapter
11, for instance. Moreover, the main text is geared to gently introduce the
necessary concepts as they arise. The more difficult or advanced topics are
marked with the pointing hand symbol = for the more advanced (or adventur-
ous) reader.

e There are nearly 200 examples, diagrams, figures, and tables throughout
the text to illustrate the history and concepts presented.

e More than 200 footnotes pepper the text as further routes for information-
gathering. Think of these as analogues of hyperlinks in the Internet (see page
328), where you can click on a highlighted portion to get further information
about a given topic, or ignore it if you already have this knowledge or are not
interested. These links provide avenues to pursue information about related
topics that might be of separate interest to a wide variety of readers.

e There are more than 80 mini bibliographies throughout the text of those
who helped to develop the concepts surrounding codes, as well as historical data
in general to provide the human side of the concepts introduced.

e There are just under 300 references for further reading in the bibliography.
This provides further pointers for the reader interested in pursuing topics of
interest related to what is presented herein. Moreover, it provides the foundation
for the facts presented.

e The index has nearly 5000 entries, and has been devised in such a way to
ensure that there is maximum ease in getting information from the text.

e To the instructor who wishes to give a course from this text: There are
more than 870 exercises in Appendiz G separated according to chapter and even
the appendices A-F. (Some are marked with a ¥¥ symbol for those particularly
challenging problems.) The wealth of material in this book allows for more
than one course to be given on various aspects of secrecy and even a mini-
course in coding and information theory (see Chapter 11). With nearly 50
Theorems, Propositions, and related material, and more than 60 equations, the
background is amply covered. Moreover, this text is self-contained so that no
other reference is needed since the aforementioned appendices have all possible
background and advanced material covered in detail (see the Table of Contents
for the information covered in each appendix).

e The webpage cited below will contain a file for updates. Furthermore,
comments via the e-mail address below are also welcome.
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Chapter 1

From the Riddles of
Ancient Egypt to
Cryptography in the
Renaissance — 3500 Years
in the Making

It was the secrets of heaven and earth that I desired to learn.
Mary Shelly (1797-1851), English novelist
— from Frankenstein (1818), Chapter 4

1.1 Antiquity — From Phaistos

Imagine an inscription created some 3600 years ago that nobody, to this
day, has been able to decode! It exists and is carved on a clay disk, called
the Phaistos (pronounced feye-stos) disk, roughly 16 centimeters (6.3 inches) in
diameter, unearthed from the (old) palace of Phaistos, one of the most important
locations of Minoan culture on the island of Crete, now part of Greece.

The Messara Plain is the most sizable and fertile on Crete. Only five kilo-
meters (3.1 miles) from the coast, it ascends to form a chain of hills on the most
eastern of which sits Phaistos, which was, according to Greek mythology, the
residence of Rhadamanthys, one of Zeus’ sons. Another son of Zeus was Minos,
from which the name for the Minoan civilization derives. This civilization flour-
ished from approximately 3000 BC to 1100 BC. Crete was the principal location
of Bronze Age culture and centre of the eminent civilization in the Aegean Sea.

When this author visited Crete on a lecture tour in August of 2003, the
first sight of Phaistos was a phenomenal experience, but perhaps more subdued

1



2 1. From the Riddles of Ancient Egypt

than that of Henry Miller, the famed American author who spent a few hours
there in 1939 during his five-month trip to Greece. He is purported to have
said: “God, it’s incredible! I turned my eyes away, it was too much to try to
accept at once .... I had reached the apogee, I wanted to give, prodigally and
indiscriminately of all I possessed .... I wanted to stay forever, turn my back
on the world, renounce everything.” These anecdotes serve to give the well-
deserved impression that Greece, in general, and Crete with the Phaistos site, in
particular, are cradles of civilization — deserve to be praised in the highest terms
— and a trip there is highly recommended. Now back to the Phaistos Disk itself.
Sometime in the evening of July 3,
1908, an excavator was the first person
to unearth and view the the Phaistos
Disk. At the center of the (so-called)
A side or front side of the disk is an
eight-petalled rosette, whereas on the
B side there is a helmet sign. On both
sides are inscriptions, consisting of a
total of 242 symbols, 123 on the front
and 119 on the back, and they spiral
away from the center on the front and Figure 1.1: View of hills and valley to
toward it on the back. The problem the west from Phaistos.

with finding the meaning of the sym- Figures 1.1-1.4 were photographed by
bols is that the disk is unique in that and courtesy of Bridget Mollin.

there are no other known texts written

in the script of the Phaistos Disk, and the shortness of the existing text means
that we do not have enough clues to achieve results with statistical methods.
(Later, we shall learn more about statistical analysis of disguised texts such as
these, called ciphertexts, in order to achieve the undisguised text, called plain-
text.) The uniqueness of the disk means that there are no deductions that can
be drawn from other objects in the Minoan culture as a means to begin deci-
phering, meaning the removal of the disguise to achieve the plaintext. Similarly,
enciphering (also called encrypting), means disguising, the turning of plaintext
into ciphertext. Later we will learn more about the difficulty of deciphering
when there is very little ciphertext available. There are those who believe it is
possible to decipher the disk, and several authors have published their versions
of what they believe the plaintext to be. These range from a methodology for
the execution of sexual rites at the palace of Phaistos to offerings to appease the
gods. However, there appears to be no general agreement. No doubt there will
be even more interpretations in the future. For the reader interested in more
detail on this fascinating story, see Ballister’s excellent and very readable, de-
tailed, and entertaining book [12], where he concludes with: “How much longer
the charming bearer of secrets and its potential solvers compete with one an-
other, and who in the end will win, only the future will show. Until then, I
recommend to everyone to visit the archeological museum in Heraklion to enjoy
the beauty and the (as yet) mysterious aura of the Phaistos Disk.”




1.1. Antiquity 3

Figure 1.2: Phaistos disk.

(In the above figure, the A side is on the left, and the B side on the right.)

Earlier we made some references to Greek mythology. There are other
references in this type of myth to cryptography: the study of methods for
sending messages in secret, which we now understand to mean the study of
methods for transforming of plaintext into ciphertext. (The word “cryptog-
raphy” comes from the Greek kryptds meaning hidden and grdphein, mean-
ing to write.) We will learn a lot more about the cryptographic anecdotes
in Greek mythology in Section 1.2. For now, this is a convenient juncture
to introduce some terms related to cryptography, and discuss their origins.
Cryptanalysis is the study of methods for defeating cryptography. The ety-

Figure 1.3: Phaistos royal apartments.
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mology of the word is from the Greek kryptds, as above, and analgein, to untie.
Therefore, to say someone crypt-
analyzed a text, means they deci-
phered it. (Later in the text, we
will learn a great deal about crypt-
analytic techniques.) The term
cryptology is used to encompass
the study of both cryptography
and cryptanalysis. The (English)
term “cryptography” was coined in
1658 by Thomas Browne, a British
physician and writer, whereas the
term “cryptology” was coined by
James Howell in 1645. Yet, the
modern usage of the word “cryp-
tology” is probably due to the ad-
vent of David Kahn’s encyclope-
dic book [131], The Codebreakers,
published in 1967, after which the Figure 1.4: Phaistos krater, Kamares style.
word became synonymous with the

embodiment of the studies of both

cryptography and cryptanalysis. Of course, cryptographers, cryptanalysts, and
cryptologists are those practicing cryptography, cryptanalysis, and cryptology,
respectively. Lastly, the term cipher (which we will use interchangeably with
the term cryptosystem) is a method for enciphering and deciphering. Later,
when we have developed more maturity in our cryptographic travels, we will be
more precise, but this will serve us for the current path we are traversing. Now
we continue with our discussion of antiquity and carry a new concrete set of
terms to help pave our way.

Not only do the Greeks of antiquity have stories about cryptography, but
also ancient Egypt has some fascinating history in the cryptographic arena. In
fact, the oldest text known to employ a deliberate disguise of writing occurred
almost 4000 years ago in Egypt. This is our next story.

Ancient Egypt

A nobleman, Khumhotep II, was responsible for the erection of several mon-
uments for the Pharaoh Amenemhet II. In around 1900 BC, a scribe used hi-
eroglyphic symbol substitution (which, in this case meant the replacing of some
ordinary hieroglyphic symbols with some more exceptional ones) in his writing
on the tomb of the nobleman to tell stories of his deeds. (The term hieroglyph
means secret carving and is actually a Greek translation of the Egyptian phrase,
the god’s words. Hieroglyphs are actually characters used in a system of picto-
rial writing, usually, but not always, standing for sounds.) The scribe was not
actually trying to disguise the inscription, but rather intended to impart some
prestige and authority to his writing. Think of this as resembling the use of
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flowery or legalistic language in a modern-day formal document. (As most of
us know, some modern-day legal documents might as well be enciphered since
the ordinary individual has a hard time understanding the legalese.)

Today, the primary goal of cryptography is secrecy, which was not the intent
of such scribes discussed above. The scribe’s method of symbol substitution is
one of the elements of cryptography that we recognize today. The use of sub-
stitutions without the element of secrecy, however, is called protocryptography.
Other scribes in later years did add the element of secrecy to their hieroglyphic
substitutions on various tombs. Yet, even here, the goal seems to provide a
riddle or puzzle, which would act as an enticement to read the epitaph, which
most readers could easily unravel. The obsession with the afterlife and the pro-
liferation of tomb inscriptions resulted in a propensity of the visitors to ignore
the inscriptions. When the scribes tried to revive a deteriorating interest in
their craft by making these puzzles more unintelligible, visitors to the tombs
eventually lost all interest, and the technique was abandoned. Thus, although
the scribes of ancient Egypt engaged in a sort of game playing involving rid-
dles, included were the basic elements of secrecy and symbol substitution, so we
conclude that cryptography was indeed born in ancient Egypt.

These early rumblings of cryptography can be said to have sown the seeds
that would develop later in various cultures. The ancient Assyrians, Babylo-
nians, Egyptians, and Hebrews (whose contributions we will discuss in Section
1.2, along with their influence on biblical interpretations from a cryptographic
point of view) all used protocryptography for the purpose of magnifying the
importance of the revealed writings. For instance, the Babylonian and Assyrian
scribes would often use unusual cuneiform symbols to sign off the message with
a date and signature, called colophons. Again, the intent was not to disguise but
to display the knowledge of cuneiform held by the individual scribe for future
generations to admire. (The etymology of cuneiform is from Latin and Middle
French origin meaning wedge-shaped.)

Now we turn to some other aspects of cryptographic finds from antiquity.
From ancient Mesopotamia, one of the oldest extant examples of cryptography
was found in the form of an enciphered cuneiform tablet, containing a formula
for making pottery glazes. This tablet, found on the site of Selucia on the banks
of the Tigris river, dates back to about 1500 BC. Mesopotamian scribes used
cuneiform symbols in these formulas to encrypt their secret recipes. However,
later, when the knowledge of the formulas for glaze making they were trying
to protect became widespread common knowledge, their cryptographic sleights
of hand became unnecessary and so later inscriptions were written in plaintext.
The Mesopotamian civilization actually exceeded that of Egypt in its crypto-
graphic evolution after having matched it in its early stages of development.

During the period of Mesopotamia under the Seleucids (312-64 BC), when
cuneiform writing was in its final period, some scribes would convert names to
numbers. Such cuneiform writing, in colophons, has been found in Urak, which
is in modern-day Iraq, and is known to have been written at the end of the
Seleucid period. This would be a major advance in cryptographic techniques if
it were not for the fact that these “codes” could be easily cryptanalyzed since
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colophons are well known with only a couple of numbers for many plaintexts.
In fact, some tablet pieces from this Mesopotamia period have been found in
Susa, in modern-day Iran, consisting of cuneiform numbers in a column next to
cuneiform symbols. Now, in modern-day terminology, if we have a column of
plaintext symbols next to a column of ciphertext numbers, that is an example
of a code-book, since you can look up the code and find the plaintext next to it.
Hence, if this find in Susa is what it purports to be, it is the oldest code book
in the known world. There are not enough of these tablet pieces for the experts
to make a definitive decision on the matter. It makes great fodder for stories
about antiquity, however.

Codes and the Rosetta Stone

We digress here for a moment to discuss the important term “codes”. At
the outset of the chapter, we cavalierly used the term “decode”. However, what
we really meant was “decipher” or “decrypt”, since ciphers are applied to plain-
text independent of their semantic or linguistic meaning. Throughout history
the term “code” has become blurred with that of “cipher” and has come to
mean (in many people’s minds) any kind of disguised secret. However, today
the word “code” has a very specific meaning in various contexts. It is usually
reserved for the kind of meaning we have given above when we defined a “code-
book”, a dictionary-like listing of plaintext and corresponding ciphertext. A
cryptographic code means the replacement of linguistic groups (such as groups
of words, or phrases) with numbers, designated words, or phrases, called code-
groups. This is the meaning that we shall use throughout. Moreover, today
there are error-correcting codes, which have nothing to do with secrecy, but
rather refer to the removal of “noise” from, say, a telephone line or satellite
signal; namely, these codes provide a means of fixing portions of a message that
were corrupted during transmission. We will look at such codes in Chapter 11.
The codes with which we are concerned here are the ones defined above, which
are cryptographic codes, since they have to do with secrecy. Now we return to
our historical narrative.

At the beginning of the second century BC, some stonework was created
in Egypt that would prove to be, some 2000 years later, the gateway to an
understanding of virtually all Egyptian hieroglyphs that came before it. It was
discovered in August 1779 by a Frenchman named Bouchard near the town,
known to the Europeans as Rosetta, which is 56 kilometers (35 miles) northeast
of Alexandria. It is called the Rosetta Stone, an irregularly shaped black basalt
stone about 114 centimeters (3 feet 9 inches) long by 72 centimeters (2 feet 4.5
inches) wide, and 28 centimeters (11 inches) thick. It was discovered with three
of its corners broken.

When the French surrendered to the British in Egypt in the spring of 1801, it
came into British possession and now sits in the British Museum. On it are three
different writing systems: Greek letters, hieroglyphics, and demotic script, the
language of the people, which is a cursive form of writing derived from hieratic, a
simplified form of Egyptian hieroglyphics. Hence, this provided an opportunity
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to decipher Egyptian hieroglyphic writing on a scale not seen before. Ostensibly,
the inscriptions were written by the priests of Memphis in the ninth year of the
reign of Ptolemy V Epiphanes (205-180 BC), in his honour for the prosperity
engendered by his reign. To celebrate, they made golden statues of him in
Egyptian temples, and made copies of the decree that his birthday be made a
“festival day forever”. This edict was cut into basalt slabs in the three writings
and placed in the temples near the statues. Hence, the presumption by scholars
was that the three writings were of the same plaintext — a code book — what
a wonderful opportunity!

The first major breakthrough was made by a British physician, Thomas
Young, in 1814. For him the sciences were a hobby. Nevertheless, his knowledge
of modern and ancient languages served him well. He managed to decipher
(correctly, it turns out) several of the hieroglyphs, but stopped there, since he
could see no further progress possible with what he knew.

In 1821, Jean-Frangois Champollion (1790-1832) took up where Young left
off, and by 1822, this Egyptologist deciphered nearly the entire hieroglyphic
list with Greek equivalents. He was the first to discover that the signs fell into
three categories: (1) alphabetic; (2) syllabic; and (3) determinative (meaning a
mute explanatory sign). A symbol might stand for the object or idea expressed
(such as the English verb hear represented by the picture of an ear, or the verb
whine depicted by a bottle of wine). He also discovered the opposite of what
was expected, namely, he proved that the hieroglyphs on the Rosetta Stone
were a translation from the Greek, and not the converse. Thus, the work of
these two men, Young and Champollion, formed the seminal work upon which
all serious future work on deciphering hieroglyphic texts was based. The dis-
covery of the Rosetta Stone opened the door and let in the light to obliterate a
darkness that had held force for almost four millennia and unlocked the secrets
of the ancients. Even the very thoughts of Ramses II as he fought in battle,
inscribed on the walls of Luxor and Thebes, were revealed, theretofore having
only been meaningless ciphertext. It is an unfortunate end that young Cham-
pollion, the major contributor who truly saw the light, died in 1832, at the age
of forty-one. He was a brilliant young man, who at the age of seventeen, was
already reading papers on Egyptology. He later studied in Paris, learning Ara-
bic, Coptic, Hebrew, Persian, and Sanskrit, which served him well in his later
cryptanalysis of the hieroglyphs. In particular, his knowledge of Coptic allowed
him the final breakthrough that saw to the depths of the hieroglyphs with its
overlaid complexity of signs, sounds, and meaning. (Coptic is an Afro-Asian
language spoken in Egypt from about the second century AD, and is considered
to be the final stage of ancient Egyptian language.) He died too young to see
the full impact of his work, but lived long enough to appreciate the significance
of his breakthrough. As we proceed through the text, we will learn of other
contributors to cryptology whose work was of the greatest benefit, yet many
died in obscurity, their deeds mostly unnoticed. We will try to enlighten those
individuals’ lives, contributions, and humanity. For now, we move on to other
civilizations from antiquity.
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China

One of those great civilizations, China, did not develop any meaningful cryp-
tography. Perhaps the reason is that most messages were memorized and sent
in person to be delivered orally. Sometimes, if written, usually on rice paper,
the message was concealed by covering it with wax, then either swallowing it,
or concealing it elsewhere on the body. These techniques are examples, not of
cryptography, but rather of steganography, the concealment of the existence of
the message, sometimes called covert secret writing, whereas cryptography is
overt secret writing. (We will study this practice in detail in Section 1.3.) Due
to the ideographic (symbolic writing representing things or ideas) nature of the
Chinese language, ciphers are ruled out as unworkable. Furthermore, since most
of the populace of that time were illiterate, then the mere act of writing would
have been a sufficient form of encryption in itself.

India

The India of antiquity did have numerous forms of cryptographic commu-
nications that, ostensibly, were used in practice. We mention two of the out-
standing contributions from this civilization. One of them is still used today,
namely finger communications (which today would be recognized by hearing-
and speech-challenged people as sign language, or more commonly used today,
signing). Ancient India called this kind of communication “nirabhasga”, where
joints of fingers represented vowels and the the other parts used for consonants.
The second contribution of Indian civilization of antiquity is that they are re-
sponsible for the first reference in recorded history for the use of cryptanalysis
for political purposes. A classic book on the craft of statehood, written at the
end of the fourth century BC by Kautilya, called the Artha-Sastra, contained
suggestions for diplomatic types to use cryptanalysis for obtaining information
necessary to their trade. Although no mechanisms are given for carrying out
such suggestions, there is some cryptographic maturity seated in the knowledge
that such cryptanalysis could indeed be achieved. Later, in Section 1.4, we
will see how the Arabs were the first in recorded history to give a systematic
explanation of cryptanalysis.

The Spartans and Military Cryptography

The first to use military cryptography for correspondence were the Spar-
tans, who used a transposition cipher device. Before describing it, let us have a
look at this new term, “transposition” cipher. First let us clarify and distinguish
it from the earlier use of the term, “substitution” cipher. In the case of a substi-
tution, we replace plaintext symbols with other symbols to produce ciphertext.
As a simple example, the plaintext might be palace, and the ciphertext might be
QZYZXW when a,c,e,l,p are replaced by Z, X, W,Y,Q, respectively. (The cryp-
tographic convention is to use lower-case letters for plaintext and UPPER-CASE
letters for CIPHERTEXT.) However with a transposition cipher, we permute
the places where the plaintext letters sit. What this means is that we do not
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change the letters, but rather move them around, transpose them, without in-
troducing any new letters. Here is a simple illustration. Suppose that we have
thirteen letters in our plaintext, and the following is a permutation that tells
us how to move the thirteen positions around. The way to read the following
is that the symbol in the position number in the top row gets replaced by the
symbol in the position number below it in the second row.
1 2 3 4 5 6 7 8 9 10 11 12 13
(12341078956 111213)

Now, suppose that our plaintext is they flung hags. Then the ciphertext will
be THEY HUNG FLAGS. Notice that the first four and last three plaintext
letters remain in the same position as dictated by the above permutation, but
the f in position 5 gets replaced by the H in position 10; the [ in position 6
gets replaced by the U in position 7; the u in position 7 gets replaced by the
N in position 8; the n in position 8 gets replaced by the G in position 9; the
¢ in position 9 gets replaced by the F' in position 5; and the h in position 10
gets replaced by the L in position 6. So this is an easy-to-understand method of
depicting transposition ciphers that we will use throughout the book. We can
see that transposition ciphers depend upon the permutation given, such as the
one above, so often transposition ciphers are called permutation ciphers.

Now let us return to the Spartans, the great warriors of the Greek states. The
Spartans used a transposition cipher device called a skytale (also spelled scytale
in some sources). This consisted of a tapered wooden staff around which a strip
of parchment (leather or papyrus were also used) was spirally wrapped, layer
upon layer. The secret message was written on the parchment lengthwise down
the staff. Then the parchment was unwrapped and sent. By themselves, the
letters on the parchment were disconnected and made no sense until rewrapped
around a staff of equal proportions, at which time the letters would realign
to once again make sense. One use of the skytale was documented to have
occurred around 475 BC with the recalling of General Pausanius, who was a
Spartan prince. He was attempting to make alliances with the Persians, an act
the Spartans regarded as treasonous. Over one hundred years later, a skytale
was used to recall General Lysander to face charges of sedition. Thus, the Greeks
have been credited with the first use of a device employing a transposition cipher.

The earliest writings on cryptography, as instructional text, is credited to
the Greeks. In the fourth century BC, Aeneas Tacticus wrote a book on military
science, called On the Defense of Fortifications. In this book, an entire chapter is
devoted to cryptography. In this chapter, Tacticus also describes several clever
steganographic techniques. One of these techniques is to puncture a tiny hole
above or below letters in a document to spell out a secret message. Almost two
thousand years later, this method was used (with invisible ink and microdots
rather than pin pricks) by the Germans during the world wars in the twentieth
century.

More credit goes to the Greeks in terms of development of some of the first
substitution ciphers. Polybius who lived approximately from 200 to 118 BC was
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a Greek historian and statesman. He invented a means of enciphering letters
into pairs of numbers as follows.

The Polybius Square

1123|415

1 blc|dfe

Table 1.1 2/ /19 |h G|k
3|l lim|in|o|p

4l q| r|s|t|u

S|lv|lw | x|yl =z

Label a 5 by 5 square with the numbers 1 through 5 for the rows and columns,
and string the English alphabet through the rows, considering “ij” as a single
letter, as given in Table 1.1.

Then, look at the intersection of any row and column (with row number
listed first and column number listed second) as the representation of the letter
in question. For instance, k is 25 and ¢ is 41. Hence, the letters are plaintext
and the numbers are ciphertext. This device is called the Polybius checkerboard
or Polybius square. Polybius’ intended use of his square was to send messages
great distances by means of torches and hilltops. The sender would hold a torch
in each hand, then raise the torch in the right hand the number of times to signal
the row, and the torch in the left hand the number of times to signal the column.
There is no evidence that these were actually used in this fashion or any other in
ancient Greece. However, there are many variations of his cipher that have been
constructed. The reader may even concoct one by pairing different letters than
“j”, and stringing the alphabet in a different way from the straightforward one
given in Table 1.1. One such interpretation of Polybius’ cipher involved turning
the digits into sounds. A known application in the twentieth century was the
one developed by Russian prisoners who used knocks to convey speech. For
instance, using Table 1.1, a prisoner might knock on a wall twice, followed by
three knocks for the letter “h”, then proceed in this fashion to send a complete
message. Hence, this came to be known as the knock cipher.

Polybius’ substitution cipher has found great acceptance among cryptogra-
phers up to modern times, who have used it as the basis for numerous ciphers.
We will mention some as we encounter them later in our cryptographic voyage.

Julius Caesar

Although the ancient Greeks made no claim to actually using any of the
substitution ciphers that they invented, the first use in both military and do-
mestic affairs of such a cipher is well documented by the Romans. In The Lives
of the Twelve Caesars [276, page 45], Suetonius writes of Julius Caesar: “.... if
there was occasion for secrecy, he wrote in cyphers; that is, he used the alpha-
bet in such a manner, that not a single word could be made out. The way to
decipher those epistles was to substitute the fourth for the first letter, as d for
a, and so for the other letters respectively.” What is being described here is a
simple substitution cipher used by Julius Caesar. He not only used them in his
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domestic affairs as noted above by Seutonius, but also in his military affairs as
he documented in his own writing of the Gallic Wars.

Table 1.2
Plain a|lblcld|le| flglh|i|ljl|k]|Il|m
Cipher | D| E|\F|\G|H| I | J|K|L|M|N|O|P
Plain n|lol|lp|lgl|lr|s| t|lulov|w|lz|y]| =z
Cipher | Q| R| S| T|U| V| W|X|Y| Z|A|B|C

This substitution cipher is even easier to use than that invented by Polybius,
which we discussed above. In this case there is merely a shift to the right of
three places of each plaintext letter to achieve the ciphertext letters. This is
best illustrated by Table 1.2.

Table 1.2 is an example of a cipher table, which is defined to be a table
of (ordered) pairs of symbols (p,c), where p is a plaintext symbol and c is its
ciphertext equivalent. For instance, in the Caesar cipher table, (b, E) is the pair
consisting of the plaintext letter b together with its ciphertext equivalent E.
An example of a cryptogram made with the Caesar cipher is: brutus becomes
EUXWXV. Also, this simple type of substitution cipher is called a shift cipher.
Moreover, the mechanism for enciphering in the Caesar cipher is a shift to the
right of three letters. So the value 3 is an example of a key, which we may regard,
in general, as a shared secret between the sender and the recipient, which unlocks
the cipher. So 3, in this case, is the enciphering key. Since shifting 3 units left
unlocks the cipher, then 3 is also the deciphering key. This is an example of
a symmeltric-key cryptosystem, namely, where one can “easily determine” the
deciphering key from the enciphering key and vice versa. (We will formalize this
notion in Chapter 3, when we study symmetric-key cryptosystems in detail,
but for now, this will suffice.) Thus, the key must be kept secret from all
unauthorized parties. (This is distinct from a cryptosystem, about which we
will learn in Chapter 4, where the enciphering key can be made publicly known!
Yet, nobody can determine the deciphering key from it.) There is a method of
employing the Caesar cipher with numbers that simplifies the process. Consider
Table 1.3 that gives numerical values to the English alphabet.

Now, if we take zebra as the plaintext, the numerical equivalent is
25,4,1,17,0, and using the Caesar cipher we add 3 to each number to get
the ciphertext. However, notice that when we get to z, y, 2z, adding 3 will take
us beyond the highest value of 25. The Caesar cipher, Table 1.2, actually loops
these three letters back to A, B, C.

a | bl c|d|le| flg]| h| i]|}]j k I | m
1 3 4 5 6 7 8 9 |10 | 11 | 12
Table 1.3
n 0 P q T ] t U v w z y z
13|14 1516 |17 |18 | 19| 20 | 21 | 22 | 23 | 24 | 25

Hence, what we have to do here is to throw away any multiples of 26 and
treat them as zeroes in our addition, and only accept nonnegative numbers (the
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positive integers and 0) in our scheme. (This is called modular arithmetic in
mathematical terms; in this case, modulo 26, and here 26 is called the modulus).
We perform modular arithmetic in our daily lives when we look at our clocks as
mod 24 arithmetic. Once the 24 hours are done, we begin again to count from
zero to the midnight hour. This is what we will do here modulo 26. We need
a symbol other than = to denote our addition since the outcome will not be
strict equality, but rather equality after throwing away multiples of 26. Since
we might change the value of 26 for some other ciphers, then we need to keep
track of it as well. We do this by writing

25 4+ 3 = 2 (mod 26),

for instance, in our current example since 25 + 3 = 26 + 2, which is just 2
when the 26 is discarded. Continuing then, we get that the plaintext numerical
equivalents 25,4, 1,17,0 become 2,7, 4,20, 3, and using Table 1.3, the ciphertext
message becomes CHEUD. Once sent, the recipient uses the key 3 to decipher
by first converting the ciphertext to letters via Table 1.3, then calculating, for
instance 2 — 3 = 25 (mod 26), since 2 —3 = —1 = 26 — 1 = 25, given that
multiples of 26 are treated as 0 and no negative numbers are allowed in our
arithmetic, described above. (In other words, —1 is the same as 25 modulo
26, and we must choose 25 since only the nonnegative numbers less than 26
are allowed.) Similarly, all other numbers are decrypted to yield 25,4, 1,17,0,
which, via Table 1.2 becomes zebra.

The Caesar cipher is a simple example of more general ciphers called affine
ciphers about which we will learn when we revisit the Caesar cipher in Chap-
ter 3. The introduction of the Caesar cipher is an opportunity to solidify our
understanding of ciphers in general. First, we describe it verbally, followed by
an illustration. As we have seen, a cipher not only involves a set of plain-
text/ciphertext pairs (p,c), but also a key k used to encipher and decipher.
Moreover, the key has to satisfy certain properties. We want to ensure that
when we encipher a plaintext element using the key, there is only one possible
ciphertext element, and there is only one possible decryption to plaintext possi-
ble. (In mathematical terms each key is called a one-to-one function.) Thus, we
may describe a cipher or cryptosystem as a set (a collection of distinct objects)
of plaintext/ciphertext pairs (p, ¢) together with (one or more) enciphering keys
k, each having a corresponding deciphering key d, called the inverse of k, such
that k(p) = ¢ and d(c¢) = p. In other words, the action of enciphering using
k, denoted by k(p) = ¢ is “unlocked” by d when d is applied to ¢, denoted by
d(c) = p. Hence, the action of k followed by d has the unique result of doing
“nothing” to p, namely,

d(k(p)) = d(c) = p.

(In mathematical terms, this action is called an identity function since it iden-
tifies the original object with itself, p in this case.) These properties ensure a
well-defined cryptosystem, a definition that we will be using throughout.
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Diagram 1.1 A Generic Cryptosystem
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Anglo-Saxon Britain and Scandinavia

Thus far, we have concentrated on the great civilizations of antiquity in
Rome, Greece, and Asia. However to the north, in Anglo-Saxon Britain and
Scandinavia, cryptographic finds were of high importance as well. We will now

look at one of them of note.

In the Rok churchyard in Ostergétland, Sweden
(dating from the beginning of the Viking era), a ninth-
century, thirteen-foot-high slab of granite was dis-
covered. It is known, therefore, as the Rok stone,
which has 725 legible texts from the runic language.
(See image on the right; courtesy of site owner at
http://www.deathstar.ch/security/encryption/.)

The runic alphabet was used by Germanic people
of Britain, northern Europe, Iceland, and Scandinavia
from approximately the third to the seventeenth cen-
tury AD. Although experts are uncertain, it is most
probable that runic was developed by the Goths (a
Germanic people) from the Etruscan alphabet of north-
ern Italy. The inscriptions on the Rok stone are of
secret formulas and epic tales. The wealth of letters
makes it a treasure chest for the cryptologist.

Figure 1.5: Rok stone.

The Rok stone (see Figure 1.5) is perhaps the best known of the Teutonic
runes and Celtic oghams (pronounced oy-hams). This writing dates somewhere
from the first to the fourth century AD, used for (mostly) the Irish language
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in stone. Runes are abundant in Scandinavia and Anglo-Saxon Britain. (There
are approximately 3500 stones with runic inscriptions found in Europe, mostly
in Sweden and Norway.) However, there is an older runic stone, containing
the oldest extant runic inscription, called the Kylver Stone (see Figure 1.6).11

This is a limestone slab
dating to the fifth century,
which was found in the
province of Gotland, Swe-
den. The inscriptions are
of the older runic alphabet,
sometimes called Futhark,
which is is both chronolog-
ically and linguistically the
oldest testimony to any Teu-
tonic language. (This earli-
est version of the runic lan-
guage had 24 letters, di-
vided into three sets, called
cettir, of 8 letters each. The
sounds of the first six letters
were f, u, th, a, r, and k, re-
spectively yielding Futhark.) The inscriptions on the Kylver stone are facing
inside the coffin, most likely to protect the gravesite as some incantation. It
contains a palindrome (any sequence of symbols that reads the same backward
or forward) on it, sueus, presumed to be some magical protection, but it has
not been deciphered.

These enciphered methods of rune writings are called Lgnnruner in Norwe-
gian, meaning secret runes or coded runes. It is not clear that the intention
of the carvers was to secrecy, but perhaps, as we saw with the early stages of
writings on Egyptian tombs, the rune carver’s only purpose was to demonstrate
his skills for others to admire (perhaps as puzzles for learning Futhark). Known
Ogham writings number nearly 400 in Ireland. These extant examples of Ogham
are principally grave and boundary markers. However, there is some evidence of
its use by the Druids for documenting stories, poetry, etc. (The Druids were the
learned class of the ancient Celts, the first historically identifiable inhabitants
of Brittany. Druid is Celtic for knowing the oak tree. Moreover, Julius Caesar,
who is perhaps the main source of information about Druids, classified Celts
into druids as men of religion and learning, also eques as warriors, and plebes
as commoners.) It is uncertain if the Druids actually used enciphered oghams
for divination or magical purposes. Any carvings in wood have long ago rotted
away, leaving only the stone inscriptions. However, in the Book of Ballymote,
written in 1391 AD, are some fragments of writing, in another system, called
Bricriu’s Ogham, which may be interpreted as an enciphered ogham from an-

Figure 1.6: The Kylver stone.

L1This image from http://www.runewebvitki.com/index.html, courtesy of site owner, Rig
Svenson.
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cient Druid liturgy. (The Book of Ballymote, a collection of Irish sagas, legal
texts, and genealogies, along with a guide to the Ogham alphabet — from which
much of our present knowledge of Ogham derives — currently sits in the Irish
Academy in Dublin.) The main twenty letters of the Ogham alphabet represent
the names of twenty trees sacred to the Druids (for instance, A-Ailim for Elm
and B-Bithe for Birch). The Ogham alphabet was invented, according to the
Book of Ballymote, by Ogma, the Celtic god of literature and eloquence. In
Gaul, he was known as Ogmios, ostensibly identified with the Roman hero/god
Hercules.

In its most rudimentary form, Ogham con-
sists of four sets of strokes, which appear like
notches in the rock inscriptions, each set con-
taining five letters comprised of between one
and five strokes, yielding a total of twenty let-
ters, mentioned above. These can be seen to be
carved into the stone from right to left, or on
the edge, in Figure 1.7. In a later development
of the language, a fifth set of five symbols were
added, called forfeda, an Irish term for extra let-
ters. Ogham is read from top to bottom, left to
right.

Ogham markings on standing stones (or
galldn) have been found as far as Spain and
Portugal, in an area once known as Celtiberia,
an area of north-central Spain occupied in the
third century BC by tribes of Celtic and Iberian
peoples. However, some of the inscriptions in
Spain date to 800 BC, quite a bit older than
the ones in Ireland. The Iberian Peninsula (oc-
cupied by Spain and Portugal in southwestern
Europe) was colonized by the Celts in 1000 BC.
It is part of conjecture that the Celts may have
found their way from Celtiberia across the Atlantic to the New World as early
as the first century BC. Evidence of this is the discovery of ogham-like carvings
in West Virginia in the United States. Readers interested in more detail on
Ogham can refer to the relatively recent, easy-to-read, and quite informative
book by Robert Graves [115], first published in 1948.

Perhaps one final comment on Druids is in order before we move on. The
archeological site in southern England, known as Stonehenge, could not have
been, as is often claimed, built as a temple for the Druids or Romans since
neither was in this location until long after the last stages of Stonehenge were
built. The initial stages date back to 3100 BC and were used by Neolithic man
who carved the stones with deer antlers, which ostensibly helped to (carbon-14)
date them. The final stages of Stonehenge were completed in about 1550 BC.
However, there is no cryptography there to interest us.

Figure 1.7: An Ogham stone.
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The Mayan Civilization

Now it is time to leave the Old World and sail across the Atlantic to the
New World, where a great people reigned from 2000 BC to 1500 AD, the Mayan
civilization. (Mayan means Thrice built.)

Perhaps some of the most difficult of the languages that have yet to be deci-
phered, are the Mayan hieroglyphs, the only genuine writing system ever devised
in the pre-Columbian Americas. This writing system was used by the Mayan In-
dian peoples of Meso-America from roughly the third to the seventeenth century
AD. We use the term hieroglyph (see page 4) since the more than 800 symbols
are mostly representations of objects, namely, they are pictorial in nature, pic-
tograms, and typically we abbreviate this term and refer to them as glyphs. Up
to the middle of the twentieth century, only minute amounts of mostly numeric
data were decrypted. From the middle to the end of the twentieth century
progress was made in deciphering numerous Mayan inscriptions, so that by the
1990s a significant number of decipherings were achieved, but much remains to
be done. The complexity of the Mayan system is underscored by the fact that a
given symbol may represent a complete word. Such glyphs are called logographs.
A glyph that represents only a sound, syllable, or even just a part of a word
is called a phoneme. Yet, that is not all. A single logographic symbol might
have many meanings. Also, any given glyph could represent a sound, a concept,
or both. Hence, there are the interwoven problems of deciphering not only a
symbol’s logographic meaning — what it represents — but also its phonetic
meaning.

Although the reader may find similarities in what we are describing here
to what we described in the tackling of the Egyptian hieroglyphs, there are
two major differences. First, unlike the Egyptian hieroglyphs, where there were
Greek versions, such as on the Rosetta stone, there is no known conversion of
Mayan glyphs into another language. Secondly, there are no people alive today
who can read or write the glyphs. The Mayan glyphs are unlike the Phaistos
disk in that there are a substantial number of sources that have been recov-
ered. Mayan hieroglyphs have been found carved in stone monuments (called
stelae, meaning stone trees ), on pottery, jewellery, and to a far lesser extent,
in books. The books of the Mayans are called codices, most of which were de-
stroyed by Spanish priests, who considered them to be pagan in nature. Four
codices are extant. The oldest is the Paris Codex dating, it is believed, to the
fourth century AD. In Figures 1.8 and 1.9 are representations of two pages of
the Mayan zodiac from the Paris Codex, where the constellations are repre-
sented by zodiacal animals such as a bird, scorpion, snake, and turtle (there are
a total of thirteen zodiacal animals in the Mayan zodiac corresponding to their
thirteen constellations). (These digital representations were downloaded from
http://digital.library.northwestern. edu/codex/download. html, courtesy of North-
western University Library.)

The most recent codex, the Grolier Codex, dating to the thirteenth century,
contains exhaustive writings on the orbit of the planet Venus. However, it is
estimated that more than half its twenty pages are missing. The other two
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extant codices are the Dresden Codex; and the Madrid Codex, dating from
about the eleventh and fifteenth centuries, respectively. Of the four codices, the
Dresden is the most deciphered. The physical appearance of the codices is quite
striking given that they were made of fig bark paper folded into an accordion
shape with outside covers of jaguar hide.

Figure 1.8: Paris Codex zodiac 1.
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Figure 1.9: Paris Codex zodiac 2.

Epigraphers (those who study ancient inscriptions), working on the Mayan
inscriptions are using the Internet and modern-day super-computers to house
and dissect the massive body of data gathered over the years. This may be
viewed as a task equivalent to trying to crack the code of the Mayans as they
would any contemporary cryptosystem. Given the wealth of talent and sophis-
tication of computing and cryptanalytic techniques available today (much of
which we will discuss in this book), the day of a complete understanding of the
ancient Mayan script and its civilization’s secrets may well be at hand.

In Figure 1.10 is a photograph of the Pyramid of the Magician in Uzmal, Yu-
catan, Mexico. This was built in Puuc style, an architecture used during 600-900
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AD, part of the late classic period. (The three periods of Mayan civilization are
Pre-Classic (2000 BC-250 AD); Classic (250-900 AD); and Post-Classic (900—
1500 AD).) This pyramid has representations of the rain god Chac. In fact, a
decryption of glyphs shows that the ruler of Uxmal took the name Lord Chac
in roughly 900 AD. As with many other cities, Uxmal was abandoned in about
1450 AD. After millennia, the Mayan civilization ceased to be, but nobody
knows why, albeit speculation abounds from natural disaster to invasions, one
of the great mysteries.

Figure 1.10: Pyramid of the Magician.

Easter Island

To close this section with another fascinating story, we head south, and west
to an isolated island 2200 miles west of Chile, now a Chilean dependency, Easter
Island. It is the easternmost of the Polynesian islands, famed for its giant stone
heads, standing three stories high, called moais or busts.

In 1722, a Dutch admiral, Jacob Roggeveen, was the first European to visit
the island. To commemorate the day of their arrival, the Dutch named it Paa-
seiland or Faster Island. However, to its inhabitants, largely of Polynesian
descent, it is known as Rapa Nui or Great Rapa, also Te Pi te Henua or Navel
of the World. Not only were the moais found, but also, tablets inscribed with a
language called rongorongo. This language still has not been deciphered. Ron-
gorongo is a pictographic language (such as the Egyptian hieroglyphs). More-
over, every other line is written upside down, meaning that the tablet would
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have to be turned upside down every time a line was read. Experts speculate
that the tablets were used by priests for purposes of worship, so they are of-
ten called sacred tablets. However, nobody really knows. Only some thirty or
so tablet fragments remain, so as with the Phaistos disk with which we began
this section, there is not enough data to make a definitive analysis of the script.
Thus, as with the Mayan mysteries, rongorongo remains one of the few languages
left that have not been deciphered. Some images of rongorongo inscriptions are
given in Figures 1.12 and 1.13. Figure 1.12 is a portion of a rongorongo tablet.
Figure 1.13 is the Santiago Staff, a walking stick. It was was obtained, in 1870,
from the French colonist Dutrou-Bornier. He maintained that it had belonged
to an ariki or king. It is entirely covered with rongorongo signs, inscribed along
its length.

Figure 1.11 is an image of one of the roughly 600 giant stone busts
that pepper the island.  Although they were initially objects of wor-
ship by the inhabitants, when Captain James Cook reached the island in
1774, he found that most of them had been deliberately knocked over.

= The population had been reduced from
3000 people to roughly 600 men and little
more than a couple dozen women. Os-
tensibly a civil war had taken its toll
on the aborigines there. Although the
population again reached 3000 by 1860,
a Peruvian-launched slave trade, coupled
with smallpox, nearly annihilated the
population, so that by 1877, there were
only 111 inhabitants left. The popula-
tion again increased by the end of the
nineteenth century. In 1888, Chile an-
nexed Easter Island, and turned it into
a sheep-raising community. In 1965, the
islanders became Chilean citizens, main-
taining their culture and ancestral affilia-
tions. In fact, each February the inhabi-
tants meet for celebrations of the island’s
past with a revival of old skills and cus-
toms.

Given the fact that antiquity refers to
. . times up to the Middle Ages and we have

Figure 1.11: Easter Island Moais. covered both the Old and New worlds,

this is an appropriate juncture at which

to conclude this section. We have only barely scratched the surface of the history

of antiquity as it applies to cryptography, but the reader will have a sufficient
sense of our past to carry forward.
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Figure 1.12: Rongorongo tablet.
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Figure 1.13: Santiago Staff Segment.
(Figures 1.12-1.13 are courtesy of hitp://www.rongorongo.org/, site owner.)

21




22 1. From the Riddles of Ancient Egypt

1.2 Cryptography in Classical Literature

Classical quotation is the parole of literary men all over the world.
Samuel Johnson (1709-1784), English poet, critic, and lexicographer

The epic Greek poet Homer, perhaps one of the greatest literary figures of
all time, wrote the Iliad (among other great stories such as the Odyssey). In
it, a hero of Greek mythology, Bellerophon, son of Glaucus, and grandson of
Sisyphus, fled Corinth after having killed Bellerus, for which he acquired the
nickname Bellerophontes. He came, as a suppliant, to Proteus, King of Argos,
whose wife Anteia fell in love with the handsome hero at first sight. However,
he rejected her, and in the role of a “woman scorned”, she told the King that
Bellerophon had tried to seduce her. Believing his wife, but unwilling to risk the
Furies’ (goddesses of vengeance) wrath, the king sent Bellerophon to Anteia’s
father, Iobates, the King of Lycia, with an enciphered message in a folded tablet,
the plaintext of which said: “Pray remove the bearer from this world, he has
tried to violate my wife, your daughter.”

Tobates, for reasons similar to his son-in-law’s, was unwilling to directly
ill-treat a royal guest. Instead he asked Bellerophon to do him the favour of
slaying the Chimera, a rather nasty, fire-breathing, she-monster with the head
of a lion, body of a goat, and tail of a snake. However, Bellerophon, being
no fool, consulted the seer Polyeidus, who advised Bellerophon to first trap and
tame the winged horse Pegasus. Bellerophon had been given the gift of a golden
bridle by the goddess Athena (after which the city of Athens is named, and why
she is considered the city protectress, but more commonly, the goddess of war,
handicraft, and practical reason in Greek mythology). This gift proved to be
timely since Bellerophon, upon finding Pegasus drinking from a well at Periene,
on the Acropolis of Corinth, was able to throw the bridle over his head. Then
he was able to fly over the Chimera on Pegasus’s back, firing a volley of arrows,
and finally thrust a spear, which had a clump of lead affixed to it, into the
monster’s mouth. The Chimera’s fiery breath melted the lead, which flowed
into her throat, down into her body, searing and killing her.

Tobates was not done. He sent Bellerophon to war against the Solymians
and Amazons, but they too were defeated when he flew over them, dropping
large rocks on their heads. Before returning to Iobates, he was able to conquer
Carian pirates in the Lycian Plain of Xanthus. Iobates sent palace guards to
ambush him on his return. However, Bellerophon prayed to Poseidon (god
of the sea), to flood the Xanthian plain behind him as he advanced on foot.
Poseidon heeded the prayers and sent waves forward as Bellerophon approached
the palace where Iobates waited. Since no man or monster could stop him, the
Xanthian women offered themselves to him, if he would relent. Being far too
modest, Bellerophon turned and ran, the waves retreating along with him. Now,
finally, Iobates was convinced that the enciphered message must have been in
error. He then demanded the truth from Anteia and upon getting it, begged
forgiveness from Bellerophon, offered his daughter Philonoé in marriage, and
made him heir to the Lycian throne. Together with the fascinating aspects of
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Greek mythology that the above anecdote illustrates, it also shows that even
when a message is correctly deciphered, the plaintext message itself may be in
€rTor.

Hebrew Literature and the Bible

In the Hebrew literature, the most common technique of letter substitution
is called atbash, in which the first and last letters of the Hebrew alphabet are
interchanged, and the remaining similarly permuted, namely, the penultimate
(second to last) letter and the second interchanged, and so on. In fact, the word
atbash itself is an example of what it denotes. The reason is that it is composed
of aleph, taw, beth, and shin, the first, last, second, and penultimate letters of
the Hebrew alphabet.

Atbash is used in the Bible, in order to add mystery rather than hide mean-
ing. The importance of its use therein is that it inspired the European monks
and scribes of the Middle Ages to rediscover and invent new substitution ci-
phers. Through this development, cryptography was reintroduced into Western
culture, and the modern use of ciphers may be said to have grown from this
phenomenon. An example of the use of atbash in the Bible is given in Jeremiah
25:26: “All the kings of the north, near and far, one after the other; all king-
doms upon the face of the earth [and after them the king of Sheshach shall
drink].” Sheshach is formed from babel by substituting the letters of the Hebrew
alphabet in reverse order. The first letter of babel is beth, the second letter of
the Hebrew alphabet, and this is replaced by shin, the penultimate letter. The
last letter of babel is lamed, the twelfth letter of the Hebrew alphabet, and this
is replaced by kaph, the twelfth-to-last letter.

In the Bible, there is a well-known cryptogram (meaning the final message
after encryption, the ciphertext, encapsulated and sent), although this one does
not involve atbash. It occurs in the Old Testament in the Book of Daniel, which
was originally written in Aramaic, a language related to Hebrew, and generally
thought to have first appeared among the Arameans (a Semitic people of the
second millennium BC in Syria and Mesopotamia) roughly around the late
eleventh century BC. The setting is the great banquet given by Belshazzar,
the Chaldean king, for a thousand of his lords. As it says in Daniel 5:5-5:6,
“Suddenly, opposite the lampstand, the fingers of a human hand appeared,
writing on the plaster of the wall in the king’s palace. When the king saw the
wrist and hand that wrote, his face blanched; his thoughts terrified him, his hip
joints shook, and his knees knocked.” The king sought his wise men to decipher
the message. Either they could not or would not do so, since the message was
bad news for the king, who was slain that very night. In any case, Daniel
was brought before the king and easily interpreted the words for him. “This
is the writing that was inscribed: MENE, TEKEL, and PERES. Translation:
MENE: God has numbered your kingdom and put an end to it; TEKEL, you
have been weighed on the scales and found wanting; PERES, your kingdom has
been divided and given to Medes and Persians.” (Daniel 5:25-5:28)

In the above, Daniel deciphers the three terms via a play on words. Mene
is associated with the verb meaning to number; Tekel with the verb to weigh;
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Peres with the verb to divide. Moreover, there is an additional play on the last
term with the word for Persians. In any case, Daniel’s accomplishment made
him the first cryptanalyst, for which he became “third in the government of the
kingdom.” (Daniel 5:29)

It is unknown why the king’s wise men, for the above-described biblical
cryptogram, could not interpret what is essentially a plaintext, so the only
answer can be their fear of revealing the bad news to the king. Of course,
interest in biblical cryptography has been a topic of interest for many to this
day. However, it can be argued that there is only the use of protocryptography
since the essential element of secrecy is missing.

Troy

We now return to Greek mythology as the backdrop to one of the greatest
decryptions in history. Homer’s Iliad and Odyssey, as well as Virgil’s Aeneid
contain accounts of a city named Troy, but were they all myths? Let us begin
with the account of the Trojan War, fought between the Greeks and Trojans.
There is no cryptography in this tale, so don’t look for any. This fascinating
story is presented here both to set the stage for the real-world attempt to find
the site of Troy, and the cryptographic secrets to which this quest finally led, as
well as to delineate the rich historical and cultural connections with the search
for this understanding.

King Priam of Troy and his wife Hecuba had a son Paris, whom Zeus invited
to judge a beauty contest between his wife Hera and two of his daughters, Athena
and Aphrodite. The scene of the contest is the celebration of the wedding of
Peleus, father of Achilles, and Thetis, the water nymph. The need for the contest
arose from the fact that Eris, goddess of strife, arrived at the celebration, despite
not having been invited. She brought a golden apple upon which was written
“For the fairest.” Hera, Athena, and Aphrodite all made claim to the apple,
appealing to Zeus for a decision; hence the invitation to Paris since Zeus did
not want to do it himself for obvious reasons.

Of course, each of the goddesses tried to curry favour with Paris by their
offerings. Hera offered power; Athena, military glory; and Aphrodite, a woman
as beautiful as herself, Helen of Sparta, for his wife. Paris gave the apple to
Aphrodite.

Helen was the only female child of Zeus, and was mortal, but her beauty was
world-renowned. She married Menelaus, King of Sparta, and as fate would have
it, Paris was sent as Trojan ambassador to Sparta. Paris and Helen instantly
fell in love, left Sparta for Troy, taking a great amount of wealth from the city’s
coffers with them. The Spartans appealed to Troy for return of the treasure, by
sending a delegation with Odysseus, King of Ithaca, and Menelaus, the betrayed
husband. The Trojans refused, and so the Spartans prepared for war.

The Greeks amassed a fleet of 1000 ships, the largest contingent of which
was led by the commander-in-chief, Agamemnon. The Greek army landed on
the beaches of Troy and settled down for a siege that lasted more than a decade.
Prince Hector, son of King Priam, and leaders of the Trojan army had much
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success against the Greek forces by breaking through their fortifications and
burning their ships. Among the battles was the famous showdown between
Achilles and Hector outside the walls of Troy. Achilles won, attached the corpse
to his chariot and dragged it away. Later, Priam went to the Greek encamp-
ments, pleading for the return of Hector’s body and Achilles returned it to
Priam for a ransom.

The background of Achilles now comes into play. When he was an infant,
his mother bathed him in the waters of the river Styx, which according to
myth, resulted in his invulnerability to any weapon. However, his heel, which
the waters did not touch since his mother held him by one foot, was his one
vulnerable spot. In the tenth year of the war, Paris, with the help of Apollo,
killed Achilles with an arrow that pierced his heel. Later, Philoctetes, a leader
of a contingent of Greek ships, was able to kill Paris with an arrow shot from
the bow of Hercules.

There are many other battle stories, but the ultimate tells of the Greeks
contriving the scheme of building a wooden horse that they filled with armed
warriors. (In a sense, this was a steganographic technique!) To make it appear
that they were abandoning the war, the Greek army withdrew. To celebrate
their victory, the Trojans tore down part of their wall and dragged the horse
into the city. Later that night, when the Trojans had fallen asleep, the hidden
Greek soldiers emerged from within the horse, opened the gates, and signalled
the main army, which was in hiding. King Priam was slaughtered at the alter
by Achilles’s son Neoptolemus; Hector’s infant son, Astyanax, was thrown off
the walls; and the women, Hecuba, and Cassandra, the daughter of Priam, and
Andromache, the wife of Hector, were taken as prisoners.

After the war, the gods considered the sacking of Troy (the best account of
which is in Virgil’s Aeneid) a sacrilege, particularly in view of the desecration of
the temples. Thus, they punished many of the Greeks. For example, Menelaus’
ships wandered the seas for seven years, while Agamemnon returned to Argos
only to be murdered by his wife, Clytaemnestra, and her lover, Aegisthus. Of
particular importance (as we will see below) is that Odysseus (known as Ulysses
to the Romans) was forced to wander the seas for ten years before returning
home to Ithaca, alone. Poseidon had been so angered by Odysseus’ putting
out the eye of Polyphemus, the cannibal cyclops, and son of Poseidon, that all
his ships and all his men were lost on the voyage back to Ithaca. In Ithaca,
he disguised himself and killed the princes who were trying to seduce his wife,
Penelope, into marrying one of them, and trying to kill his son, Telemachus.
After so long an absence, Odysseus had to prove his identity by being able to
string the famous bow of Odysseus, which was a task no other man had been
able to accomplish. Moreover, he was able to tell Penelope the secret tale of
their marriage bed, which Odysseus had built around an olive tree. Numerous
other tales spring from the Trojan War, and it can legitimately be argued that
few stories in our culture have been the inspiration of so many artists, writers,
sculptors, and playwrights. It also inspired one particular archaeologist.

One person who believed that Troy was not myth made it his life’s goal to
prove it, and the story of Troy in the [liad inspired him. Heinrich Schliemann
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was born in Mecklenburg, North Germany, on January 6, 1822. At the early age
of seven, he was given a book, Jerrer’s Universal History, by his father. The
book contained a painting of Troy in flames. Throughout his life he believed
that the Homeric versions were more than myth, and he became obsessed with
Troy and Homer.

After some early work of little significance, he ultimately managed to acquire
a huge fortune using his innate merchant skills, by the time he was thirty.
Then he married Katherina, a niece of a business acquaintance. Although the
marriage lasted fifteen years, and produced a son and two daughters, it was
filled with violent verbal arguments, separations, reconciliations, and ultimately
divorce.

He had an aptitude for languages, mastering fifteen by the age of thirty-
three, including ancient and modern Greek. In 1851, he first visited America,
became a U.S. citizen, and opened a bank in California during the gold rush,
which added to his fortune. In 1858, he took an extensive tour of the Middle
East, returning to America a second time in 1868, trying to reconcile with his
wife, but it was doomed to failure. He then began another extensive voyage of
wandering, this time setting foot for the first time on the island of Ithaca. Here
he began to dig and excavate, finding what he believed to be the remains of
Odysseus and his wife, Penelope. After Ithaca, he travelled to the Peloponnese,
Mycenae, the Dardanelles, and the Plain of Troy. Now he was ready to relinquish
his business ventures and settle into an extended search for Troy. He was also
ready for divorce and finding a new wife. This time, he would not leave it to
chance. He wrote a letter in the winter of 1868 to his old friend Vimpos, who
had taught him Greek earlier in his life. Now Vimpos was archbishop of Athens.
Schliemann appealed to him to find him a Greek wife. After his divorce from
Katherina the next year, he arrived in Athens in August and married his new
young bride, Sophie.

There had been speculation among scholars and archeologists that a probable
site of Troy could be the hill of Hisarlik, in modern-day Turkey. Schliemann
had visited the area in 1868, and now was convinced of it. In 1870, with his
eighteen-year-old bride by his side, he made some preliminary excavations at
Hisarlik. By late 1871, he and numerous workers under his command drove
deeply into the northern slope of the hill. Schliemann was a novice at this, and
there were little precedents in the archeological world to guide him at that time.
The scale and magnitude of the venture was unprecedented. So, believing that
Troy was at the lowest levels, when he encountered a building of relatively late
date that impeded his progress he demolished it without attempting to record
any of it (which would make modern-day archeologists shudder). By 1873, he
uncovered the ruins of a city, which he believed to be the Troy of Homer’s Iliad,
and what he thought was Priam’s gold.

Not wanting to part with the treasure, he smuggled the gold and jewellery
(some of which he believed to have been worn by Helen herself, and with which
he adorned Sophie) out of Turkey to Athens. In 1874, after numerous political
and legal problems, he was able to offer the Greek government a suggestion that
he be able to keep part of the treasure during his lifetime, but that it would revert
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to Greece after his death. Moreover, the government agreed to let Schliemann
dig at Mycenae, his next project, under the supervision of the Archeological
Society of Greece, at his own expense, conditional upon his handing over all the
finds. They did give him exclusive rights on publishing his discoveries for up to
three years.

After two years of legal battles with the Turks, which ended in his having
to pay them compensation, he finally began to dig at Mycenae. With Sophie
by his side and an entourage of workers, in the summer of 1876, Schliemann
began to dig in an area known as the Lion Gate, which is a gateway upon which
sit two lions carved in stone. This is a gateway to what Schliemann called the
Citadel of the Atridae, a flat top of a hill crowned with a vast ring of walls.
He found upright slabs 87 feet in diameter, beyond which there was a circular
stone altar, more gravestones, and a gold ring. At this point, the workers
were dismissed, leaving only Heinrich, Sophie, and Stamatkis, the ephor who
represented the archeological society. They uncovered a total of six graves within
the ring of stone slabs, a Grave Circle. Each grave was a shaft of varying depths,
containing a total of nineteen bodies of men, women, and children, many laden
with gold. Numerous treasures were uncovered, from bronze daggers inlaid with
gold designs having various engravings in the men’s graves, to engraved golden
crowns in the women’s graves, treasure of gold masks and crowns. He was certain
that he had found the tomb of Agamemnon and Cassandra, among others. Was
Schliemann right? Later dating techniques showed that if Agamemnon actually
lived, it would have been around 1180 BC, the presumed date of the Trojan
War. However, the finds at the Citadel were earlier, around 1600 BC. The
excavations Schliemann made at Hisarlik turned out to be the site of Troy but
the dating was off by several hundred years. He had dug past the level on which
Troy itself did reside! He had dug through the very walls of Troy to get to where
he thought it was. One of the upper levels was Priam’s Troy. So if the treasure
found by Schliemann at the lower levels was from a much earlier age, who were
the owners? Scholars touted Schliemann for his intuitive acuity, but posed that
the objects were older than the period of the Trojan War, older than Homer.
There was someone else who shared that belief.

In 1882, a thirty-one year old Englishman, Sir Arthur Evans (1851-1941),
came to visit the Schliemanns in Athens, having been introduced by his father
whom Schliemann had met in England. He was interested in looking at some of
the bead seals and signet rings that Schliemann had found at Mycenae. He be-
lieved that they were Aegean, but they fascinated him because he saw elements
of ancient Egypt in them. He wanted to unravel the puzzle. Now we continue
with the fascinating story that will take us back full circle to Crete, and stories
surrounding it, that we discussed in Section 1.1, and a cryptological find that
stunned the world.

Evans was born in Nash Mills, England, the son of a paper manufacturer
and amateur archeologist of Welsh descent. He was educated principally at the
University of Oxford, England, and the University of Gottingen, Germany. He
was a recognized scholar who became the curator of the Ashmolean Museum at
the University of Oxford from 1884 to 1908, and was appointed as extraordinary
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professor of prehistoric archaeology at Oxford in 1909. He had a long-standing
interest in sealstones and ancient coins, one of the reasons he had sought out
Schliemann.

Knossos

Meanwhile, Schliemann was seeking out further diggings signalled by the
Homeric writings, this time on Crete. There was Idomeneus, leader of the
Cretan contingent at the siege of Troy, and many other Cretan stories to in-
spire him. Schliemann applied to the Turkish government, who then ruled
Crete, in 1883 to dig at the site of Knossos. When he had finished his
latest diggings three years later, at Tiryns, Schliemann arrived on Crete.
He had sought to buy the site on which Knossos
sits, but got involved with a shady owner who was
trying to cheat him, so he broke off the negotia-
tions and never again considered it. In 1890, a year
after he had an operation on his ear, which had
been giving him great pain in the last few years,
Schliemann was travelling home to Athens across
Europe for Christmas. At Naples, his ear trou-
bles returned, so he consulted a doctor. Feeling
somewhat better, he visited the ruins of Pompeii,
mentioned to him by his father in his youth, but
the pain returned with a vengeance. The next day,
Christmas day, on his way to see the doctor whom
he had visited earlier, he collapsed on the street in a
state of paralysis. Eventually, he received medical
attention, but it was too late. The inflammation
had spread from his ear to his brain and he died
the day after Christmas.

However, Evans, who respected his predeces-
sor, and who had been so enchanted eight years
earlier when he and his wife visited Schliemann, Figure 1.14: An
and viewed the Mycenaean treasures, would in- artist’s rendition of life
deed carry the torch to unlock many theretofore at Knossos.
unsolved mysteries. However, whereas Schliemann | This was photographed
had been driven by a belief in the Homeric tales |by Bridget Mollin at
as literal truth, Evans was guided by scientific cu- | the Irdklion Archeolog-
riosity. He was drawn, in part, to Crete by the |ical museum, as were
milkstones, which are Minoan sealstones, engraved |Figures 1.15-1.19; see
with hieroglyphic symbols. According to folklore, |Section 1.1.
the Minoan women wore these after giving birth
with the expectation that this would increase their milk production for nursing.
Evans believed that they might be the key to unlocking the language of the
Minoan civilization.

In March of 1900, Evans began his excavations at Knossos. The site
of Knossos is slightly to the south of Irdklion. It is a quadrangular
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mound with two steep slopes to the east and south, but roughly level with
the surrounding terrain on the other two sides, a mound called Kephala.

Figure 1.15: Knossos
Linear B Tablet

By the end of the month he had the first inscribed
clay tablet in hand, and by the end of the first week
of April a wealth of them to behold, with the same
script as he saw on those sealstones that had lured
him there. But he found more than he had sought.
There were pieces of art, so refined and beautiful
that they could only have been created by a great
civilization. Evans hired more workers until those
under his command numbered over one hundred.
Then on April 5, his first — perhaps greatest —
visual find, a picture (see Figure 1.19, page 34) of
one of the peoples who had inhabited Knossos on
that mound at Kephala, and he named him a Mi-
noan after Minos, the presumed ruler of Crete, and
mythological son of Zeus. It was becoming increas-
ingly clear that the Kephala mound held majes-
tic palaces, ranging six acres in magnitude, truly
the remains of a magnificent civilization. The first
palaces at Knossos were believed to have been built
around 2000 BC. He had bored back two millennia
BC and saw the opportunity to unlock the mystery
of nearly 2000 years of human civilization. The key
was in the script.

Evans saw four distinct kinds of script, so he be-
gan to classify them. The oldest, the type he had
seen on the sealstones, was pictographic, and he
called these hieroglyphic script of class A. The styl-
ized form of this that he found on clay tablets, (of
which over 3000 were eventually unearthed), which
seemed to be an evolutionary spinoff of class A from
the Mycenaean period, he called hieroglyphs script
of class B. There were two further simplifications
of classes A and B, which were more linear than
the aforementioned hieroglyphic types. These he
dubbed linear script of class A and the most recent,

the linear script of class B. It turns out that linear B, as it eventually came to
be known, was found only at Knossos, but linear A, again a simplification as
it came to be known, could be found all over Crete. It was determined that
the two classes of linear A and B did not live together. Linear B had replaced
linear A. But the interrelationships were not clear among the four classes. Clas-
sification became more refined dividing symbols into sets based on agricultural
types, ideographs, phonetic, or numerical. However, all this classification was
not deciphering. He still could not read the language.

It should be noted that although Evans used the term “hieroglyphs” with
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reference to the discovered Minoan scripts, they were not related to the Egyp-
tian hieroglyphs. However, it should also be noted that the stylized pic-
tures of Minoans that they found were the so-called Keftiu or people of
the islands, found on the walls of Egyptian tombs, of non-Egyptian type,
with whom the Egyptians both fought and traded. Vases (rhytons) were
found in Knossos exactly as depicted in the paintings on Egyptian tombs in
Thebes. The excitement among Egyptologists could be heard round the world.

Linear B was closely related to the writings discov-
ered on Cyprus dating to 2000 BC, known as Cyproti-
Minoan. On the other hand, linear A appears on the
Phaistos disk, discussed in Section 1.1. However, as
we have seen, the Phaistos disk appears to be unique.
Linear B consists of ideographs, 87 syllabic letters, nu-
merical symbols, and symbols of weights and measures
(the latter two in the decimal system), with the occa-
sional combination of ideographs and syllabic letters.
Evans did not decipher linear B. It took about half
a century for that to come to fruition, yet linear A
remains a mystery.

Evans received numerous honours for his discover-
ies including a knighthood in 1911. He died in 1941
before seeing the deciphering of the clay tablets that
he brought to light. That would be for another young
man to do.

In 1936, Michael Ventris was in the audience when
Sir Al.rthur Evans gave a lecture on Minoan writings. gure  1.16: A
Ventris was then only fourteen, but he developed an
enthusiasm for the challenge posed by the undeci-
phered Minoan script, which led him in later life to
contact experts, begin reading, learning, and working as a cryptanalyst would.

By 1952, Ventris, an architect, not an archeologist, had deciphered linear B.
Moreover, he verified that the language was indeed an early Greek dialect. This
demonstrated that during a disputed time period, 1400-1125 BC, the Greek
mainland dominated Crete. Hence, earlier versions of the Late Bronze Age of
the Aegean region had to be rewritten. When the clay tablets were deciphered,
they were found largely to be bureaucratic trivia concerning insignificant busi-
ness transactions. However, the value of the tablets is in that to which their
existence silently attests. They were 400 years older than Homer, and linear B
is the written form of the language spoken at the time of the Trojan War. Fur-
thermore, they help to separate the parts of Homer’s writings that are historical
from those embellished for the heights of mythological fame. Ventris’ cryptan-
alytic success took us back by more than 700 years from what had previously
been deciphered. Until his success, we only had evidence of Greek writing from
about 750 BC. Now we could go back to roughly 1500 BC. Moreover, it gives us
a glimpse of Greece in the Bronze Age, and clears up some previously unclear

Knossos  symbol:
double axe.
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areas. Hence, the fact of the decryption and its methodology to obtain it, using
only analytic techniques, attests to its greatness. It may not have unlocked
secrets as great as the Pharos, as the Rosetta Stone allowed, but it gave us a
clearer picture of our shared history farther back than anyone before could ac-
complish, put the writings of Homer in a clearer light, and gave us the language
of ancient Troy.

Figure 1.17: Knossos fresco: blue dolphins.

Ventris, as so many others who contributed to our cryptological heritage,
died far too young. He had an accident while driving home late one night near
Hatfield, England, at the age of 34. Yet his contribution, another door opened
to the past, and the light it shines for us lives on.

For the reader interested in the words of the discoverers themselves, we
recommend Evans’ own work [78], and Schliemann’s works [233]-[234]. For an
account of Ventris’ cryptanalysis of linear B, see [52].

More From Greek Literature

We now look at three other figures from Greek literature, who lived much
later than Homer. Our first figure is Thucydides, who is considered to be one
of the greatest Greek historians, primarily for his writing of the History of the
Peloponnesian War between Athens and Sparta in the fifth century BC. His
work was divided into eight books ending in the events of the autumn of 411
BC, almost seven years before the end of the war. Yet his work stands tall as a
definitive record, presumed to be the first, of a political and moral analysis of
a country’s policies on war, (giving his viewpoint as a native Athenian). Our
interest in him here is a link with the previous section, since he wrote about
how, in 475 BC, the Spartan General Pausanias was recalled from the field using
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an enciphered skytale (page 9). In fact, it is only through his writings that we
know of this.

We also mentioned (page 9), that one hundred years later General Lysander
was recalled by a skytale. This, of course, we do not know from Thucydides, but
rather from Plutarch, who was the author of over 220 books, and 60 essays on
topics ranging from ethics and religion to the political and the literary. He can
be said to have had the earliest influence on the western concept of the essay,
the biography, and historical writing.

Our last Greek character for this section is Herodotus, who lived circa (484—
425 BC). He was the author of perhaps the first great historical text, Histories,
which dealt with the Greco-Persian Wars. He is believed to have been born in
Halicarnassus, a Greek city in southwest Asia Minor, under Persian rule. His
contribution to our topic was not so much to cryptology as to steganography,
which we have already encountered in our travels, and which we will study in
detail in Section 1.3.
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Figure 1.18: Palace ruines at Knossos.

Herodotus’ first tale is that of General Harpagus, who served under Astyages,
king of the Median Empire (in modern-day Iran). (In fact, according to the writ-
ings of Herodotus, the creator of the Median kingdom was Deioces who reigned
from 728 to 625 BC, and founded the Median capital of Ecbanta, modern-day
Hamadan.) King Astyages sent Harpagus with an army to defeat King Cyrus
IT of Persia. However, Harpagus wanted revenge for Astyages’ murder of his
son some years earlier and saw this as the golden opportunity. Thus, instead
of confronting Cyrus with his army, Harpagus inserted a message, proposing an
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alliance, inside the body of a slain rabbit. Then he had his messenger dress as
a hunter and sent him to deliver the missive in the unskinned hare, to Cyrus.
The hidden message was well received by Cyrus who immediately agreed to join
Harpagus as an ally. Together they deposed Astyages. Under Cyrus, Harpagus
was a potent military force, helping, among other feats, to conquer Asia Mi-
nor. An example of one of his escapades is the following. Harpagus besieged
Xanthus, the main city of Lycia, in 540 BC, killing the Lycians to the last man.

Herodotus tells another tale related to our discussions thus far. The ancient
Greek city, Miletus, of western Anatolia (30 kilometers (20 miles) south of the
modern-day Turkish city of Séke), came under Persian rule of king Darius I
in the latter part of the sixth century BC, as did the other Greek cities of
Anatolia. However, in 499 BC the tyrant, Histiaeus, led a revolt against Persia.
This revolt marked the beginning of the Greco-Persian Wars. One anecdote
from this period comes from Herodotus.

Histiaeus served Darius by ensuring that tyrants of other cities would not
destroy the Danubian bridge over which the Persians were to return from the
Scythian campaign (circa 513 BC). For this Darius rewarded Histiaeus with
Thracian territory. However, for good reason as it turned out, Darius became
suspicious of Histiaeus and recalled him to the Persian court at Susa. There
he became a prisoner, in effect, if not in fact. Darius installed Histiaeus’ son-
in-law Aristagoras as the new ruler of Miletus. Ostensibly, Histiaeus tattooed
a message on the shaven scalp of a trusted slave, kept him hidden until a new
head of hair grew back, then sent him off to his son-in-law with the message
to revolt against Persia. This marks the end of the steganographic part of the
story, but it is worth recalling what happened to Histiaeus.

Histiaeus tried to convince Darius that he could stop the revolt. Ultimately
he was successful and was allowed to leave Susa. However, when he returned to
the Lydian coast, the satrap or provincial governor, Artaphernes, was suspicious
of him, so he was driven out. Histiaeus became a pirate at Byzantium, and
after numerous unsuccessful forays to reestablish himself, he was captured. He
suffered the ignominious fate of being crucified at Sardis (capital of ancient
Lydia, near present Izmir, Turkey) by Artapherenes.

One last story from Herodotus, perhaps the most important from an histor-
ical viewpoint, should suffice before we turn our attention to another classical
instance of the use of cryptography. Again, it involves steganography. It follows
the death, in 486 BC, of Darius I, succeeded by his son, who came to be known
as Xerxes the Great (circa 519-465 BC), best known for his massive invasion of
Greece.

Herodotus tells us about Demaratus, former king of Sparta, who was de-
throned by Cleomenes I, on erroneous charges of illegitimacy, after which he
fled to Persia. After the death of Cleomenes, Leonidas became king of Sparta.
While in exile, Demaratus learned of Xerxes plans for invasion, and felt obliged
to warn Sparta. To do this, he scraped the wax off a pair of wooden folding
tablets, wrote on the wood that was thereby revealed, warning of the impending
invasion. Then he recovered the wood with wax, sealing the message, giving the
appearance of a blank folding tablet that would pass scrutiny, a fine stegano-
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graphic technique for that time. When the message was received, only Leonidas’
wife, and Clemenes’ daughter, Gorgo, discovered it. She told the others to scrape
off the wax to reveal the message on the wood underneath, and so the Greeks
were warned. The message turned out to be a death knell for Leonidas. He led
troops to defend the pass at Thermopylae where he died.

Figure 1.19: Prince of Knossos.

The details of the above battle are worth the telling for their historic impor-
tance. The battle took place in August of 480 BC, and the narrow pass (only
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6 kilometers (4 miles) in length), in which it was fought, has been immortal-
ized for this and subsequent conflicts. In this particular battle, Leonidas held
the Persians for three days in heroic fighting against unbelievable odds. The
Persians were eventually led along another mountain pass by the Greek traitor,
FEphialtes, allowing the Persians to outflank Leonidas’s troops. Leonidas sent the
majority of his men to safety, leaving only 300 Spartan soldiers and their helots
(state-owned serfs of the Spartans), and 1100 Boeotian troops (Boeotia was a
district in east-central Greece, which allied as the Beotian League in 550 BC
under the leadership of Thebes). All of the men died in that battle. The Per-
sian victory at Thermopylae cost them a very high price in lives lost. Moreover,
the vast majority of the Greek soldiers and their ships escaped to the Isthmus
of Corinth where they rejoined the main Greek forces. To commemorate this
battle (of great heroism against massive odds) a marble and bronze monument
was erected in 1955.

Another epic battle at Thermopylae occurred in 279 BC when the Greeks
held and delayed the invading Celts. Although the Celts sacked Delphi in Greece
that year, they suffered massive defeat against the Aetolians. The Aetolian
League was a federal state in ancient Greece, which developed into a leading
military power (having allied with Boetia around 300 BC), and can be said to be
responsible for the driving out of the invasion of 279. A related battle occurred
in the pass many years later. The Aetolians were one of the Greek powers not
happy with Rome’s growing power in Greece. They asked the Seleucid king
Antiochus III to be their commander-in-chief of the Aetolian League. With the
help of the Aetolians, Antiochus occupied Euboea in 192 BC, but by 191, the
Romans, outnumbering him with troops by two to one, cut off his reinforcements
in Thrace and outflanked his position at the Thermopylae pass, forcing him to
retreat. Later his fleet was wiped out. Eventually in defeat, his kingdom was
reduced to Syria, Mesopotamia, and western Iran. In 187, he was murdered
near Susa, where he was trying to extract tribute to keep his empire afloat.

The Kama-sutra

There are more snippets of cryptography in other classical texts upon which
we would like to touch before we close the door on this section. For instance, the
Kama-sutra of Vatsayana lists cryptography as the forty-fourth and forty-fifth
of sixty-four arts or yogas of which people should not only be aware, but also
put into practice, according to the texts. The Kama-stutra was written near the
end of the fourth century AD or the beginning of the fifth century, but there is
no certainty. In fact, Vatsayana says that his work is a compilation of earlier
works, so dating the cryptographic parts becomes even more problematic. A
rough translation of the relevant portions of the two aforementioned yogas is
given as follows: “The art of understanding writing in cipher, and the writing of
words in distinctive fashion. The art of speaking by altering the forms of words.
It is of various types. Some speak by altering the start and end of words, others
by adding superfluous letters between every syllable of a word, etc.”

Around a thousand years after the Kama-sutra appeared, cryptography was
used to conceal magical spells in a manuscript by Arnaldus de Bruxella. The



36 1. From the Riddles of Ancient Egypt

manuscript dates to around 1473 AD, in Naples, Italy. In it is a spell for making
a philosopher’s stone, but the essential portion of the spell (about five lines) is
enciphered. In alchemy, a base metal was considered to be a state of “disease”
in a noble metal such as gold. Thus, to “cure” the disease was to turn the base
metal into gold. The philosopher’s stone was considered to be the vehicle for
actually transmuting base metals into gold. Hence, having the spell to create
the stone meant great power in the hands of those who held knowledge to do
S0.

Casanova

An amusing anecdote concerning the breaking of a cipher in the eighteenth
century occurred in 1757 involving the famous Casanova, who received a cryp-
togram for safekeeping from his wealthy friend, Madame d’Urfé. She believed
that the cryptogram could never be cryptanalyzed given that she held the key-
word in her memory and had never written it down or disclosed it to anyone.
Nevertheless, Casanova was able to do just that. He determined the plaintext
of the enciphered manuscript, which contained a description for the transmu-
tation of baser metals into gold. He was also able to recover the key via his
calculations. She was incredulous at the revelation. Casanova later wrote in his
memoirs: “I could have told her the truth — that the same calculation which
had served me for deciphering the manuscript had enabled me to learn the word
— but on a caprice it struck me to tell her that a genie had revealed it to me.”
The keyword? NEBUCHADNEZZAR, or in Italian NABUCODONOSOR.

Shakespeare

The next story is about perhaps the greatest story-teller of all, William
Shakespeare, also known as the Bard of Avon. In 1878, Ignatius Donnely, an
American, self-styled, pseudo-scientist, began looking for steganographic evi-
dence in the Shakespearean works that the “real” author was Sir Francis Bacon.
Others, largely amateurs, followed in his footsteps looking for cryptographic ev-
idence, which of course, they found since in works as vast as Shakespeare’s, one
can devise schemes to read anything one wants into the works. There is even
speculation, and a kind of analysis (by Baconites) of passages from the original
folio: William Shakespeare’s Comedies, Histories, and Tragedies. published in
1623, that there is an enciphering of Sir Francis Bacon’s name (with various
spellings) therein. However, the vast majority of serious scholars see it as man-
ifest that Shakespeare is indeed the author of the works. We will learn more
about Sir Francis Bacon in Section 1.5. Shakespeare appears to have been aware
of the need for ciphers, since he was certainly aware that messages can be inter-
cepted by the unintended. In Henry V, a plot is being hatched against the king.
Henry uncovers the plot, ostensibly through an interception of letters written
by the traitors, proving their guilt, to which they confess, and they are put to
death. There is no evidence of cryptography here, but the clear need for it is
present, since interception of sensitive documents can lead to dire consequences,
such as the aforementioned executions.



1.2. Cryptography in Classical Literature 37

Edgar Allen Poe

We conclude this section with an American writer of the nineteenth century.
Edgar Allen Poe (1809-1849) gained fame for his tales of the macabre (see Figure
1.20). He initiated the genre of the detective story with his 1841 publication of
Murders in the Rue Morgue. Perhaps his best-known poem, which ranks high
in American literature, is The Raven, published in 1845.

He showed an early interest in cryptograms starting in 1839 when he wrote
articles on ciphers for Alexander’s Weekly Messenger, a Philadelphia newspaper.
All the cryptograms in his articles were simple substitution ciphers, and he
really did not have the cryptanalytic skill that would warrant the reputation he
developed. Yet he may be responsible for more people becoming interested and
learning about cryptography than the most skilled cryptanalyst. This is largely
due to turning his attention to literary cryptology in his story, The Gold Bug,
published in 1843. This story won him a prize of $100 from the Philadelphia
Dollar Newspaper, contributing to his fame. From a cryptographic viewpoint,
the latter is the most outstanding of his works since it revolves around the
cryptanalysis of a secret message. It was first published in book form in 1845
in a collection of his Tales. The Gold Bug may be considered to be one of his
detective stories, but it has the element of having added a seductive, bewitching
aspect to the cryptography used in the story. The solution of the cryptogram
in the story leads to great wealth and the one who breaks the cipher takes on
the role of sorcerer of a sort, since divination leads to the buried treasure, all
this from a manuscript with occult-like symbols. This helped to popularize the
story and thereby aided in increasing interest in the subject of cryptology itself.
Other writers followed in his footsteps with cryptographic detective tales, but
Poe created the template. Poe died on October 7, 1849 in Baltimore, Maryland,
and was buried in the Westminister Presbyterian churchyard there. (See [186]
for a collection of his works.)

We have only scratched the surface of the volumes of writers we could cite
here, yet what we have covered gives us a sufficient appreciation that allows us
to move on to other aspects. We now turn to a look at cryptology in the Europe
of the Middle Ages, and some occult associations.
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Figure 1.20: Edgar Allan Poe.

This photograph was taken in 1848. Courtesy of the Library of Congress,
Prints and Photographs Division, copyright by C.T. Tatman, 1904; repro-
duction no. LC-USZ62-10610.
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1.3 The Middle Ages

All historians have insisted that the soundest education and training for po-
litical activity is the study of history, and that the surest and indeed the only way
to learn how to bear bravely the vicissitudes of fortune is to recall the disasters
of others.

Polybius (ca. 200-118 BC), Greek historian and statesman

The Middle Ages refer to that period in Europe from roughly 500 to 1500
AD. (Historical scholars would put the end of the Middle Ages anywhere from
the end of the thirteenth to the fifteenth centuries since this is the beginning of
the Renaissance, but that depends on the area of Europe and other factors.) We
have already had an overlap with this period in Sections 1.1 and 1.2, wherein
we discussed, for instance, the runic stones dating back to the ninth century
AD, and the interest of the monks of the Middle Ages in ciphers inspired by the
Bible. Moreover, with the fall of the Roman empire, western Europe fell into
the Dark Ages (roughly 500-1000 AD), characterized by rampant illiteracy,
frequent warfare, and intellectual darkness, including the lack of any serious
development of cryptography. In Section 1.4, we will be able to fill in much of
the (non-European) time period with the contributions by the Arabs. For now
we begin with a philosopher of the thirteenth century.

Roger Bacon

Roger Bacon (1220-1292 AD) was a philosopher with the Franciscans whose
association began when he joined them in 1257. Among his interests were
alchemy, astronomy, languages, optics, and mathematics. He was truly a vision-
ary as evidenced by the fact that he considered the possibility of “flying ma-
chines”, “horseless carriages”, “motorboats”, “microscopes”, and “telescopes”
centuries before they were invented. Indeed he was one of the first medieval
advocates of experimental science. Our interest in him stems from his work,
Epistle on the Secret Works of Art and the Nullity of Magic, written around
1250. Seven simple ciphers are described therein. For instance, he suggests the
use of only consonants, or contrived symbols, and even shorthand. In fact he
wrote:

“A man is crazy who writes a secret in any other way than one which will
conceal it from the vulgar.”

Although it is a bit off the topic, it is worth mentioning the influence of Ba-
con’s ideas, even after his death. Bacon believed in the existence of a habitable
land to the west by sea and in the Aristotelian view of a short westward pas-
sage to India. These ideas were repeated also, to the word, by Cardinal Pierre
d’Ailley, bishop of Cambrai (1350-1420) in his work Imago mundi, an ency-
clopedic world geography. A copy of this book found its way into the hands
of Christopher Columbus, who was highly influenced by it. Columbus’ copy is
now kept (with several hundred of his marginal comments) at the Biblioteca
Columbina, Seville, Spain. Now we turn to a story about the first European
text on cryptography.
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The Western Schism

When Pope Urban VI (1378-1389) was elected pope in 1378, it began the
great Western Schism in the Roman Catholic Church, plaguing it for four
decades. Although competent, Urban became a tyrannical reformer, which led
to the revolt by the thirteen French cardinals led by Robert de Genéve. They
left Rome and four months later declared Urban’s election “null”, because they
felt that it had been made under a cloud of fear. On September 20, 1378, they
elected Robert de Geneve as Clement VII (1342-1394), the first antipope (one
elected to be pope in opposition to one canonically chosen, in this case, Urban).
The new antipope now saw a clear need for a cryptosystem for his new enter-
prise at his new home in Avignon, France. One of his secretaries was Gabrieli
di Lavinde, from Parma, who took up the task. In 1379, he devised a combi-
nation of code (book) and cipher. (Recall the definitions of cipher [page 4] and
code book [page 6].) He established not only a simple substitution cipher, but
also a list (code book) of plaintext words together with two-letter ciphertext
equivalents, which came to be known as a nomenclator, a cross-breeding of the
code (book) and the cipher. To envision this, think of a telephone book as half
of a nomenclator, with the telephone number as the code. The other half is
a means to turn a telephone number into the name without having to search
the entire book knowing only the phone number. Such mechanisms for reverse
directories would be the other half, or cipher half of the nomenclator, as a sim-
ple illustration. For more than four and a half centuries nomenclators would
be used throughout Europe. Although Lavinde’s code book consisted of only a
few plaintext/ciphertext pairs, it grew to more than several thousand over the
centuries.

It is worth mentioning the outcome of the schism. European countries were
divided over the pope/antipope dispute; the Aragon, Castile, France, Navarre,
Portugal, Savoy, and Scotland sided with Clement, while Bohemia, Flanders, the
Holy Roman Empire, Hungary, north/central Italy, and Poland backed Urban.
The Papal States fell into anarchy. When Urban died in Rome on October 15,
1389, it was suspected that he was poisoned. When Clement went to his grave
on September 16, 1394, in Avignon, he still believed in his legitimacy, and this
was echoed by King Charles V, who on that day, proclaimed him “the true
Shepherd of the Church.” In 1409, with the Roman pope, Gregory XII, and the
Avignon antipope, Benedict XIII, both in power, the cardinals met at a council
in Pisa, and elected a third pope Alexander V, succeeded shortly thereafter by
John XXIII. The German King Sigismund wanted an end to the schism, so he
convinced John XXIII, in 1414, to hold the Council of Constance. The council
deposed him, received the resignation of Gregory XII, and dismissed the claims
of Benedict XIII. In November of 1417, pope Martin V was elected, and the
schism ended.

Geoffrey Chaucer

Another of the few cryptographic authors of the Middle Ages, but perhaps
the most famous, was Geoffrey Chaucer (1342-1400), who was easily the most



1.3. The Middle Ages 41

prominent British poet before Shakespeare. In the 1390s he wrote his best-
known work, the unfinished Canterbury Tales. Our interest, however, comes
from a work written in 1392, namely, The FEquatorie of the Planetis, which
was a supplement to his 1391 Treatise on the Astrolabe. In the Equatorie, he
included six passages written in cipher. The cryptosystem that he used consisted
of a substitution alphabet of symbols, where for instance, the letter A might be
represented by a symbol looking like the Greek letter o, sigma. He also talks of
a cipher “using magic figures and spells.” This brings us to the association that
cryptography has had with the occult and black magic.

Codes and the Occult

One of the best-known enciphered magic writings is the Leiden papyrus,
which was actually written in the third century BC. It has both Greek and
demotic symbols as enciphering techniques to hide the “magic recipes”, among
which are spells for making potions that would give a man an incurable skin
disease, and another on how to make a woman desire a man. Of course, none
of these work. However, it is a precursor to the kinds of “magical” associations
that cryptography had in the Middle Ages.

Part of the reason for the lingering air of the occult attached to cryptog-
raphy today is due to the association with secret spells and incantations, the
history of which we will discuss. It was assumed, in the Middle Ages, that these
incantations bestowed power on the sorcerer who voiced them, and that the
removal of a disguise from a secret is somehow miraculous or magical. However,
the extraction of information by modern cryptographic techniques has become
an objective science, whereas the unfortunate association with divination, or
insight into the future, is subjective and at best an amusing distraction in our
modern world. Through education about cryptology, we can remove this aura
of the occult and better understand it as a science with a fascinating history.
Now let us learn more about why such an aura lingers.

In the late Middle Ages, February 2, 1462, Johannes Trithemius was born in
Trittenheim, Germany. In 1482, subsequent to attending school in Heidelberg,
he entered the Benedictine monastery of Saint Martin in Sponheim, Germany.
In a very short time he was designated abbot, probably due to the recognition
of his clear and outstanding brilliance. He became a prolific writer, known
for his biographical dictionaries, and an encyclopedic bibliography, Liber de
scriptoribus ecclesiasticus, published in 1494, which earned him the title of the
Father of Bibliographies. This has become a reference work on church writers
that is used to this day. However, Trithemius had interests on the darker side.

Trithemius authored books on alchemy, witchcraft, planetary angels, and
general topics of the occult. In particular, in his book Steganographia,
Trithemius describes techniques that we today call aspects of steganography, the
etymology of which is from the Greek steganos meaning impregnable, and from
a secrecy point of view, this means concealing the very existence of the message
itself, rather than the cryptographic goal of disguising the message. We have
actually encountered various uses of steganography in earlier sections (pages 8
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and 32-34). He began writing Steganographia in 1499, intending it to become
an eight-volume series. For over a century the manuscript was circulated before
it was finally printed in 1606. The Roman Catholic Church, in 1609, seeing the
text as sorcery, placed it on its index of Prohibited Books, where it remained for
over two centuries. Nevertheless, other printings occurred, including as late as
1721. Yet, this book, above all others, solidified the common belief, especially
among his colleagues, that Trithemius was a “wonder-working magician”. This
gave him the reputation as a sorcerer, which lingers to this day.

In modern books, Trithemius is grouped with other famous occultists such
as Paracelsus (1493-1541), a German-Swiss physician and alchemist, who iron-
ically, established the role of chemistry in medicine. Another of his contempo-
rary occultists with whom Trithemius is compared today is Heinrich Cornelius
Agrippa von Nettesheim (1486-1535), who was an acknowledged expert on the
occult, as well as court secretary to Charles V, and among many other activities,
university teacher, and public advocate at Metz, at least until he was condemned
for defending an accused witch. One of his books, De occulta philosophia, in-
cluded numerology and fostered magic as the highest road to knowing God.
Ultimately, he was imprisoned and branded a heretic. From a historical view-
point and to better understand Trithemius’s writings, it is worth discussing
other items in Agrippa’s book. His notion of God as magician is called hermeti-
cism (from Hermes Trismegistus, mythical inventor of a magic seal for keeping
vessels airtight, and thus the origin of the modern phrase hermetically sealed).
Hence, many hermeticists’ goal was to reinterpret the Bible using ciphers. Such
writings were held to include the wisdom of Egyptians at the time of Moses,
and ostensibly written by an ancient Egyptian purported to have received divine
knowledge about the physical world at the time Moses received his knowledge
from God about the moral world. Along with the numerology in Agrippa’s book
(one of the components of hermeticism) is also an explanation of the world in
terms of cabalistic'? analysis of Hebrew letters (another aspect of hermeticism).
Hebrew letters were believed to have magical powers when arranged in certain
combinations. Hermeticists believed that breaking the “code of the Bible” would
reveal all the secrets of the universe. In the late Middle Ages, the resurgence
of neo-Platonism provided an acceptance by increased followers of hermetic be-
liefs. Later, when the beliefs were largely proved to be fraudulent, hermeticism
still had some followers and even influenced thinkers of the Renaissance, and
beyond, including Sir Isaac Newton.

In Steganographia, Trithemius describes only some elementary stegano-
graphic techniques, and much of it has nothing at all to do with cryptography,
but rather with magical incantations, thought transference, computation of nu-
merical values of the names of angels, and other concepts from the beliefs of
hermeticism.

Trithemius did turn to more serious cryptography later, but we are going to
save a discussion of these accomplishments until Section 1.5, where we will be

1-2Cabalism refers to a system of Jewish mysticism and magic using ciphers as a device for
interpretation of scripture.
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looking at the Renaissance influences. This is fitting since Trithemius is both a
man of the (end of) the Middle Ages, as well as a man of the (beginning of) the
Renaissance, given the fluid borders between these two time lines discussed at
the outset of this section. We will see that the above work pales in comparison
to what he contributed later. Stay tuned for more on this fascinating historical
figure in our cryptographic overview.

Figure 1.21: A modern-day steganographic device.

Courtesy of the CIA website. See
hitp://www.cia.gov/cia/information/artifacts/dollar.htm,

where it is stated: “This hollow container, fashioned to look like an Eisen-

hower silver dollar, is still used today to hide and send messages or film

without being detected. Because it resembles ordinary pocket change, it is

virtually undetectable as a concealment device.”
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1.4 Cryptology and the Arabs

He shall live, and unto him shall be given all the gold of Arabia.
The Book of Common Prayer (1662), Psalm 72, v. 15

In this section, we will learn how the flourishing Arab civilization discovered
cryptanalytic techniques and published the first systematic analysis of it and
of cryptology proper. The earliest known contribution from Arab civilization
comes from an author of 725 (unless otherwise specified, we will be talking about
dates AD, henceforth), Abii ‘Abd al-Rahman al-Kahalil ibn Ahmad ibn ‘Amr
ibn Tammam al Farahidt al-Zadt al Yahmadi, who wrote the Kitab al-mu‘amma.
This writing was inspired by a cryptogram, written in Greek, sent to him by
the Byzantine emperor. It is purported that his reasoning for its solution went
along the lines of assuming that the cryptogram began with words similar to
“In the name of God...” and he was able to deduce the first few letters based
upon this assumption. He worked from there to decrypt the entire message.
Ostensibly, this took him one month to solve. Arab cryptanalysis was in its
infant stages, but that would change.

The Arabs’ invention of cryptanalysis was rooted in religious scholarship
where theologians analyzed the Koran, trying to establish the time line of events,
by counting the frequencies of words contained in each of Muhammad’s reve-
lations. Their reasoning was that if a high frequency of certain more recently
evolved words were found in a given revelation, then that would be one to place
later in the time line. They also looked at the commonality of letters, among
other aspects of cryptanalysis that we consider to be fundamental today. Their
earliest known description of such letter frequency analysis was created in the
ninth-century by the author Abu YusufYa‘qub ibn Is-haq ibn as-Sabbah ibn
‘omran ibn Ismail al-Kind1 (but, we will just call him al-Kind1). His treatise
is entitled A Manuscript on Deciphering Cryptographic Messages, rediscovered
in the Sulaimaniyyah Ottoman Archive in Istanbul in 1987. Although al-Kind1t
wrote nearly three hundred books on various topics including mathematics and
medicine, our interest is in the cryptanalytic text since it represents the first
recorded instance of a treatise on cryptanalysis involving “letter frequencies”.

In order to understand what al-KindT discovered in the realm of letter fre-
quency analysis and to set up our discussions for later analysis in the text, let us
look at the English language from the perspective of most frequently occurring
words, and letters.

The statistical data shown in Table 1.4 are taken from this author’s book
[170, page 203]. The most common words in order of frequency distribution are:

Frequency of Words in English

Table 1.4 | THE, OF, ARE, I, AND, YOU, A, CAN, TO, HE,

HER, THAT, IN, WAS, IS, HAS, IT, HIM, HIS
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Frequency of Letters Ending Words in English
Table 1.5 E,T,S,D,N,R, Y

Table 1.5 is a list of the most common letters to end a word, in order of
frequency distribution, which is an example of positional frequency, wherein the
frequency count of the position of a given letter is taken in ratio with the total
number of letters occurring in that position over all English texts.

Now to illustrate al-Kind1’s idea, suppose that we have the letter g occurring
most often (in word endings) in a ciphertext for a plaintext known to be in
English. Then we would deduce that the letter e is the most likely candidate
for the plaintext letter. If the second most frequently occurring letter is k in
ciperhtext, then we would guess, via Table 1.5, that the corresponding plaintext
letter is ¢, and so on. Similarly, one could use Table 1.4 on the most frequently
occurring words to deduce the plaintext.

Of course, the above tables are not written in stone. There can be the
problem of too little ciphertext to make any reasonable statistical inferences (as
with the Phaistos disk, see page 2). Moreover, it could be a specialized language
about some esoteric subject in which case the frequencies will deviate from the
standard. There is no table, or perhaps even set of tables, which can definitively
lay claim to being the one that is canonical for all situations in a given language.
Yet, the above tables will provide us with a general overview and therefore a
working template to discuss cryptanalytic matters throughout the text as they
arise, and we will bring more to the fore as we need them.

Another contribution from Arab civilization, albeit of less significance than
that of al-Kindi, dates to 855. The author Abu Bakr Ahmad ben ‘Ali ben
Wahhshiyya an-Nabati published his book, Kitab shauq almustaham fi ma‘rifat
rumuz al-aglam, or Book of the Frenzied Devotee’s Desire to Learn About the
Riddles of Ancient Scripts, in which numerous cipher alphabets were included
that were typically used for magic spells. Almost five hundred years later, in
1350, ‘Abd al-Rahman Ibn Khaldun created his work, The Mugaddimah, an
historical survey detailing how government bureaucrats used symbols including
“the names of perfumes, fruits, birds, or flowers” as a code for regular let-
ters in order to encipher correspondence among officials of the tax and army
bureaus. The name of this particular kind of cryptography was called girmeh,
which sprang up later in sixteenth-century Egypt, and even was used in financial
record-keeping of Istanbul and Syria as late as the nineteenth century.

Another major work to come out of the Arab influence on cryptology was
completed in Egypt in 1412 by an author named, Shihab al-Din abu ‘I-‘Abbas
Ahmad ben ‘Ali ben Ahmad ‘Abd Allah al-Qalgashandi. (We will just call him
Qalgashandi.) His work was a prodigious fourteen-volume encyclopedia called
Subh al-a ‘sha. Our interest is in the section on cryptology. Some parts of the
section deal with steganographic techniques, such as invisible ink, and the hiding
of messages within letters. Qalqashandi claimed that most of his cryptological
ideas came from an author of the fourteenth century, none of whose writings are
extant, but cites a list of seven cryptosystems deriving from these writings. The
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list is of historical significance insofar as it marked the first intermingled use of
both substitution and transposition ciphers (a common feature of modern-day
cryptosystems). Furthermore, it provided the first cipher ever to have more than
one ciphertext for a given plaintext symbol. Of greatest note are the tables of
letter frequency analysis and other cryptanalytic analyses such as letters that
cannot occur together in the same word. Here, again, is a contribution from the
Arab civilization to cryptanalysis. Such cryptanalytic techniques are the reason
that, for instance, simple substitution ciphers (the monographic ones) are so
easy to cryptanalyze, because the frequency of letters in the ciphertext is the
same as the frequency of letters in the plaintext. Thus, once the language is
known, the plaintext can usually be relatively easily deduced. Hence, from the
above, we may conclude that cryptanalysis was therefore born with the Arabs.

Outside cryptography, Arab scholars enlightened Europe’s exit from the
Dark Ages by preserving much of the mathematics from antiquity. One of
the major reasons for this was a vision had by Caliph al-Ma‘mun (809-893). In
this epiphany, he was visited by Aristotle, after which he was compelled to have
all the Greek classics translated into Arabic.

Another story is that of the Persian mathematician and astronomer,
Muhammed ibn Musa al-Khwarizmi, who lived under the caliphate of al-
Ma‘mun. We owe al-Khwarizmi for the introduction of the Hindu-Arabic num-
ber system. Around roughly 825, he completed a book on arithmetic, which
was later translated into Latin in the twelfth century under the title Algorithmi
de numero Indorum. This book was one of the principal means by which the
Hindu-Arabic number system was introduced to Europe after being launched
in the Arab world. This accounts for the widespread, but mistaken, belief that
our numerals are arabic in origin. (Numerals dating from 150 BC have been
found inscribed in a cave at Nana Ghat, close to Bombay, India. Moreover,
the first documented appearance of a zero,!® as we know it, is an inscription
on a birch-bark manuscript dated 400 AD, discovered in 1881 at Bakhashali,
a village in northwest India.) Not long after the Latin translations appeared
in Europe, readers began contracting al-Khwarizmi’s name until it became the
norm to associate algorithm with these numerals. (Today we use the term “al-
gorithm” to mean any methodology following a set of rules to achieve a goal.)
Al-Khwarizmi also wrote a book on elementary algebra, Hisab al-jabr wa’l-
mugqabala. The word algebra is derived from al-jabr or restoration.!* His third
major work was Kitab surat al-ard, which translates best as Geography. This
assisted in his construction of a world map for al-Ma‘mun, including a determi-
nation of the circumference of the earth by measuring the length of a degree of
a meridian through the Plain of Sinjar in Iraq, amazing achievements!

1-3The goose-egg symbol 0 for the zero is sifr in Arabic, from which our zero is ultimately
derived. In the thirteenth century AD, the term sifra was introduced into the German language
as cifra, from which we get our present-day word cipher.

14In the Spanish work Don Quizote (Part I in 1605, and Part II in 1615), by Miguel de
Cervantes, the term algebrist is used for bone-setter or restorer.
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1.5 Rise of the West

Oh, East is Fast, and West is West, and never the twain shall meet,
Till Earth and Sky stand presently at God’s great Judgement Seat...
Rudyard (Joseph) Kipling, (1865-1936), English writer and poet
— from The Ballad of East and West (1892)

The word Renaissance literally means rebirth. It was coined by fifteenth-
century scholars to separate the fall of ancient Greece and Rome from its rebirth
and rediscovery in the middle of their own century. The fall of Constantinople
in 1453 may be considered one of the dividing lines since scholars fled to Italy,
bringing with them knowledge, irreplaceable books and manuscripts, as well as
the classical Greek tradition of scholarship. The earliest sign of the Renaissance
was the intellectual movement called humanism, perhaps given its biggest surge
by the aforementioned influx of scholars. Humanism, born in Italy, had as its
subject matter: human nature, unity of truth in philosophy, and the dignity
of man. Perhaps most importantly, humanism yearned for the rebirth of lost
human spirit and wisdom. While medieval thinkers preferred the idea of “one
man, one job”, the Renaissance man was a versatile thinker, thirsting for an
education in all areas of knowledge, and becoming an expert in many. It is one
of those men with whom we begin our discussion.

Leon Battista Alberti

If there is to be a holder of the title Father of Western Cryptography, it
must go to Leon Battista Alberti (1404-1472). He was not only an architect,
sculptor, writer, and all round-scholar, but also one of the prime movers in
the development of the theory of art in the Renaissance, not to mention his
contributions to cryptology, a true Renaissance man.

Alberti was born on February 14, 1404, in Genoa, Italy, the illegitimate son of
a wealthy banker, Lorenzo di Benedetto Alberti. Yet, in this time of Florentine
Italy, illegitimacy was less of a burden, and more of a reason to succeed. Alberti
was raised as Battista in Venice where the family moved shortly after he was
born. (He adopted the name Leon later in life.) At the age of 10, he had
already learned Latin and his father was teaching him mathematics. His formal
education was at the University of Bologna, where he ultimately earned a degree
in law. However, he quickly turned his interests to artistic, and ultimately
scientific thought. Alberti not only taught himself music, became an expert
at playing the organ, and wrote sonnets, but also wrote on art, criminology,
sculpture, architecture, and mathematics. In 1432, he went to Rome where
he became a secretary in the Papal Chancery, and he remained in the arms
of church for the rest of his life. In 1434, he went to Florence as part of the
papal court of Eugenius IV. It was in the papal secretariat that he became a
cryptographer. In fact, he was a friend of Leonardo Dato, a pontifical secretary
who might have instructed Alberti in the state of the art in cryptology.

In order to understand Alberti’s contributions, we need to examine some
concepts first. A homophone is a ciphertext symbol that always represents the
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same plaintext symbol. For instance, with the Caesar cipher in Table 1.2 (page
11), the letter D is always the ciphertext for the plaintext letter a, so D is a
homophone in the monoalphabetic cipher known as the Caesar cipher. Here
“monoalphabetic” means that there is only one cipher alphabet, which means
the set of ciphertext equivalents used to transform the plaintext. The row of
ciphertext equivalents below the plaintext in Table 1.2, for instance, is the cipher
alphabet for the Caesar cipher. A polyphone is a ciphertext symbol that always
represents the same set of plaintext symbols, typically a set consisting of at most
3 plaintext symbols. With homophones or polyphones, there is no option for
change since the relationship between plaintext and ciphertext is fixed. However,
a cipher is called polyalphabetic if it has more than one cipher alphabet. In this
type of cipher, the relationship between the ciphertext substitution for plaintext
symbols is variable. Thus, since each cipher alphabet (usually) employs the same
symbols, a given symbol may represent several plaintexts.

Alberti conceived of a disk with plaintext letters and numbers on the outer
ring and ciphertext symbols on an inner movable circle. Alberti divided his ring
and corresponding circle into 24 equal segments, called cells, each containing a
symbol.

A representation of Alberti’s disk is pictured in Figure 1.22. We have altered
his original presentation since he had ciphertext in lower case and plaintext in
upper case, the reverse of what we have as a convention.

Figure 1.22: Alberti disk.
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In Figure 1.22 the plaintext letter z is enciphered as V, so in this setting (one
of the 26 possible cipher alphabets), the plaintext zebra, for instance, would be
enciphered as VZLYD. However, there is nothing new at this juncture that is
any different from, say, the Caesar cipher with the cipher alphabet having the
letter ¢ below the Z. Alberti had an idea, however (which is why he wanted
the inner circle to be able to rotate). This idea would revolutionize the forward
movement of cryptological development. After a random number of plaintext
words had been enciphered, usually three or four, Alberti would move the inner
disk to a new setting. Hence, he would now be using a new cipher alphabet.
Suppose that he moved the inner circle so that z sits over K. Then zebra would
be enciphered as KADTR, a new ciphertext for the same plaintext as above since
we have a new cipher alphabet. This is polyalphabeticity in action, literally!
In fact, with his cipher disk, Alberti invented the first polyalphabetic cipher in
history. Yet, he did not stop there.

Alberti had 20 letters, as depicted in Figure 1.22'® and including the num-
bers 1 through 4 in the outer ring of his original disk. In a book, he used
these numbers in two-, three-, and four-digit sets from 11 to 4444 yielding 336
(= 42 4 43 4 4*) codegroups. Beside each digit he would write a phrase such as
“Launch the attack” for the number 21, say. Then, with the setting in Figure
1.22, the code group 21 is enciphered as &P, enciphered code. Alberti was the
first to discover it, and it is a testimony to his being centuries ahead of his time
that enciphered code, when it was rediscovered at the end of the nineteenth
century, was simpler than that of Alberti!

Johannes Trithemius

Polyalphabeticity had another ally, and we have already met him in Section
1.3. In early 1508, Trithemius turned himself to the task of writing a book
dedicated solely to a serious cryptographic analysis, called Polygraphia, with
the official title, Polygraphiae libri sex, Ioaonnis Trihemii abbatis Peopolitani,
quondam Spanheimensis, ad Maximilianum Caesarem, or Sixz Books of Polyg-
raphy, by Johannes Trithemius, Abbot at Wurzburg, formerly at Spanheim, for
the Emperor Mazximilian. However, Trithemius died on December 15, 1516, in
Wurzburg before the book was published. In July of 1518 it finally went to press,
and was reprinted (and plagiarized) many times after that. Polygraphia can be
said to be the first printed book on cryptography. In his book, he invented a
cipher where each letter was represented as a word taken from a sequence of
columns. The resulting sequence of words turned out to be a legitimate prayer.
Perhaps more importantly, from the viewpoint of the advancement of cryptog-
raphy, he also described a polyalphabetic cipher. Another way to think of such
a cipher is that there is more than one enciphering key, namely, that a given
symbol may be encrypted in different ways depending upon where it sits in the
plaintext. An accepted modern form for displaying this type of cipher is a rect-
angular substitution table, about which we will learn a great deal more as we

15This excludes the letters h, k, and y, deemed to be unnecessary, and since j, u, and w
were not part of his alphabet, this left 20 letters. The inner circle consists of the 24 letters of
the Latin alphabet, put in the cells at random, including &.
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Figure 1.23: Leon Battista Alberti.
(Courtesy of the Archaeological Museum of Bologna, Italy.)
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continue our journey. Given below is the Trithemius tableau where all possible
shifts (modulo 24) appear as rows below the plaintext, each row representing
a distinct cipher alphabet (key), a total of 24 cipher alphabets (keys) in all,
polyalphabeticity! Trithemius used 24 letters, excluding the letters j and wv.

The Trithimius Tableau

n
= |
En
|
< |

f‘g i‘k’lm‘n‘o’p’q

o
=2

c d e h r s z

a |A B C |D E F |G |H I |K L [M [N [O P |Q |R S |T |[U W |[X |Y Z
b [B |C |D E F |G |H I |K L M |[N |O P |Q |R S |T |U W [X |Y Z |A
c |[C |D E F |G |H I |K L |[M |[N |O P [Q |R S |T |U W |[X |Y Z |A |B
d [D E F |G |H I |K L [M [N |O P |Q |R S |T |[U W |X |Y Z |A |B C
e E F |G |H I |K L M |[N |O P |Q [R S |T |U W |[X |Y Z |A B |[C |[D
f |F |G |H I |[K [L M |[N |[O |P |Q |[R |S |T |[U W |[X |Y [Z |[A |B |[C |[D |E
g |G |H I |K L M [N (O P |Q [R S |T |U W |X |Y Z |A |B |C |D E F
h |H I |K L [M |[N |O P |Q [R S |T |[U W |[X |Y Z |A B C |D E F |G
i I |[K |[L M |[N [O |P |Q |[R |S |T |U W |[X |Y |[Z |[A |B |[C |D|E |F |G |H
k |K L M [N |O P |Q |R S |T |U W [X |Y zZ |A |B |[C |D E F |G |H I
1 L [M |[N |O P |Q [R S |T |[U W |[X |Y Z |A B C |D E F |G |H I |K
m |[M |[N [O |P |Q [R |S |T |[U W |X |Y |[Z |A |B |[C |D |E [F |G |H I |[K |L
n [N |O P |Q |R S |T |U W [X |[Y zZ |A |B |[C |D E F |G |H I | K L M
o |O P |Q [R S |T |[U W |[X |Y Z |A B C |D 1] F |G |H I K L [M [N
p |[P |[Q |[R |s |T |[U W [X |Y |Z |[A |B |C |D |E |F |G |[H I |[K |[L [M |[N |O
q |[Q |R S |T |U W [X |Y zZ |A |B |[C |[D B F |G |H I |K L M |[N |O P
r |[R S |T |U W [X |Y zZ |A |B |[C |D B F |G |H I |K L [M |[N |O P |Q
s |s |T |U W |[X |Y |[Z |[A |B |[C |[D |E |F [G |H I |[K |[L M [N |O [P |Q |R
t |T |[U W [X [Y zZ |A |B |[C |D BE F |G |H I |K L M |[N |O P |Q |[R S
u (U W |X |Y Z |A |B |C |D E F |G |H I |K L |[M |[N |O P [Q [R S |T
w W |[X |Y |Z |[A |B |C |[D |[E |F |G |H I |[K |[L M |[N |[O [P |[Q |R |[S |T |U
x | X |Y Z |A |B |[C |D BE F |G |H I |K L M |[N |O P |Q |[R S |T |U W
y |Y zZ |A |B |[C |[D E F |G |H I |K L |[M |[N |O P |Q |R S |T |U W |X
z |Z |A |B |C |[D |E |F |G |H I |K M [N |O |P |[Q |[R |S |T |U W [X |Y

To illustrate its use, we suppose that the plaintext is mazimilian, then the
ciphertext is achieved by looking at the first row for the first letter under the
letter m, which is M, then for the second letter a of the plaintext look at the
letter below it in the second row, which is B, for the third letter of the plaintext
z, look at the letter below it in the third row, Z, and so on to get the ciphertext
MBZMQORQIX. If we have plaintext that is longer than 24 letters, then we can
start over again in the first row and repeat the process, (mod 24 arithmetic in
action). Notice that unlike a simple monoalphabetic substitution cipher, such
as the Caesar cipher, having only one cipher alphabet — the row below the
plaintext — a given plaintext in a polyalphabetic letter does not always go to
the same ciphertext letter. For instance, in our plaintext, the letter ¢ goes to
M in the first instance, O in the second instance, and @ in the third instance,
since 7 sits in the fourth, sixth, and eighth places of the plaintext corresponding
to the fourth, sixth, and eighth row entries of ciphertext (in other words in the
corresponding cipher alphabet determined by that row) sitting below ¢, namely,
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M,0, and @, respectively. Later, we will see how another later cryptographer,
Blaise de Vigeneére (see page 55), was inspired by this tableau to create one that
took the idea further.

Figure 1.24: Polygraphia.

Image courtesy of the National Cryptologic Museum of
The National Security Agency, Rare Books Collections.
See http://www.nsa.gov/museum,/books.html.

The attentive reader will have noticed that the Trithemius tableau (neces-
sarily a square since there are exactly as many rows (cipher alphabets) as there
are letters in the alphabet) has an advantage over Alberti’s method since the
cipher alphabet is changed with each letter enciphered, rather than after an
arbitrary number of enciphered words as with Alberti’s method. Moreover, the
ordered table makes a quick look-up possible at a glance for each of the cipher
alphabets.

Trithemius also gave examples where he switched alphabets after exhausting
24 letters of plaintext rather than starting over with the first row of the above
tableau again. This is a variation of the above simple scheme. Moreover, the
aforementioned method is the first cipher to use a progressive key where all
possible cipher alphabets are exhausted before any are used again. Modern
ciphers have used more variations on this theme since we now have computers
to employ such key progressions. Moreover, the substitution table that he used
is now a standard feature of modern-day cryptography.

Giovanni Battista Belaso

Our next ally and proponent of the advancement of polyalphabeticity is
another from Italy, Giovanni Battista Belaso. Neither Alberti nor Trithemius
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conceived of using a key or key words in their polyalphabetic ciphers. The first
in recorded history to do so was Belaso in 1553. His idea was to use a keyphrase,
which he called a countersign, repeated as often as needed, to select the cipher
alphabets. (We may think of this as the modern invention of the notion of a
password.) Here is how his countersign works. First, we are going to be using
Trithemius’s table (page 51).

BELASO’S KEYPHRASE POLYALPHABETIC CIPHER
To employ Belaso’s idea, we do three things to encipher.

(a) Put the plaintext letters in a row.

(b) Above each plaintext letter place the keyphrase letters, repeated as often
as necessary, to cover all the plaintext.

(c¢) Replace each letter of the plaintext with the letter at the intersection of the
row labelled by the keyphrase letter and column labelled by the plaintext
letter in Trithemius’s table.

We illustrate these rules with the following.

Example 1.1 We will suppose the keyphrase, used by Belaso, is OPTARE ME-
LIORA, and the plaintext is countersign is key. Then one places the keyphrase
over the plaintext, repeated until the plaintext runs out as illustrated below.

[ofp[tfafrfelm]e[l[ifo]rfafo]p]t]

cloflufn|t|le|r|s|i|lg|ln|i|s|k|e]y
Q| DIO|N|L|I|D|X|T|P|BJ|A|S|Y|T|R

For example, the letter o labels the row that intersects the column headed by
the letter ¢ at the ciphertext letter Q, and so on.

To decipher using the Trithemius square, we do three things.
(a) Put the ciphertext letters in a row.

(b) Put the keyword letters above the ciphertext letters, repeating them as
required, to cover all ciphertext.

(c¢) Locate the column labelled by each keyword letter, and find the row in
which the ciphertext letter sits below it. Then the label of that row is the
plaintext.

Applying these rules to Example 1.1, we get the following.

Example 1.2
[ofp|t]afrfelmfef[l]ifofrfaJofp][t]
QID|O|N|L|I|D|X|T|P|B|A|S|Y|T]|R
clo|lu|n|t|e|lr|s|i|g|n|i|s|k|e]|y

For instance, since the letter o sits over the ciphertext letter Q, the row of
which is labelled by c, then this is the first letter of plaintext, and so on.
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Employing standard alphabets in his use of a keyphrase, Belaso created
a polyalphabetic cipher with much greater flexibility than that of Alberti or
Trithemius. With this use of a keyphrase, Belaso ensured that, instead of re-
peating the enciphering of each letter with 24 standard cipher alphabets, as
Trithemius proposed, the key could be changed at will. For example, if the key
were compromised in some fashion, it could be discarded and a new one issued
to, say, diplomats of the day for their correspondence. Even with keys of length
13, as in the above keyphrase from Belaso, there are 24'3 possible encipherments
of a given plaintext letter, more than a hundred quadrillion choices. Quite an
advancement! Nevertheless, however prodigious this contribution seems to be,
it would be for another individual to put together all the pieces in order to
create the first forerunner of a modern polyalphabetic cipher.

Porta and Cardano

Giovanni Battista Porta (1535-1615) was born in Naples, Italy, in 1535.
At the age of 22, he published his first book, Magia Naturalis, or Natu-
ral Magic, a text on “experimental magic”. However, in 1563, he pub-
lished De Furtivis Literarum Notis, which contained the cryptographic ad-
vances in which we are interested. In this book is the first appearance of a
digraphic cipher, meaning a cipher in which two signs represent a single symbol.
(Later, we will see how this notion was rein-
vented in the twentieth century by Lester Hill
using only elementary matrices (page 111), and
how the first literal digraphic cipher was in-
vented much later. Here Porta is using signs
rather than letters.) Moreover, he introduced
some of the modern fundamentals of cryptog-
raphy, namely a separation of transposition ci-
phers and substitution ciphers, as well as sym-
bol substitution (substituting an unusual symbol
for a letter). Porta also looked at methods, al-
beit elementary by modern standards, of crypt-
analyzing polyalphabetic ciphers. In fact, in a
second edition of his book, published in 1602,
Porta added a chapter with these cryptanalytic
observations. Although Porta also ultimately
did glue together the ideas of Alberti, Belaso,
and Trithemius, by adding mixed alphabets and
shifts, to produce what we consider to be a ba-
sic polyalphabetic substitution cipher, there was
work to be done to make polyalphabetic ciphers
more secure, the essence of which was in how
the key was used.

The first to see how this could be accomplished was Girolamo Cardano
(1501-1576). Cardano was born on September 24, 1501, in Pavia, Duchy of

Figure 1.25: Natural Magic.

Image courtesy of Scott Davis:
http://homepages.tscnet.com
/omard1/jportat5. html.
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Milan, Italy. In his younger years, he assisted his father who was a lawyer and
a mathematics lecturer primarily at the Platti foundation in Milan. Cardano
himself came to be known as one of the greatest mathematicians of his time.
He wrote more than 130 books in his lifetime. The two that are best known for
his mathematical contributions are Liber de ludo aleae, or Book on Games of
Chance, considered to be the first book on probability theory, and Ars Magna
(1545), considered to be one of the great books in the history of algebra. The
ones of interest to us from a cryptographic perspective were his books, De
Subtilitate (1550), and a follow-up called, De Rerum Varietate (1556). In these
two books, he introduced the idea of an autokey, meaning that the plaintext,
itself, is used as its own key. However, Cardano implemented the idea in a flawed
manner, which allowed for multiple possible decryptions as well as the fact that,
in his implementation, the receiver of the message was in no better position
than a cryptanalyst at trying to determine the first plaintext word, from which
there would be total decryption. Thus, the idea of an autokey has not been
attributed to Cardano. He is remembered for an invention of a steganographic
device, which we call the Cardano grille. Cardano’s idea involved the use of a
metal (or other rigid substance) sheet consisting of holes about the height of a
written letter and of varying lengths. The sender of a message places the grill
on a piece of paper and writes the message through the holes. Then the grille is
removed and the message is filled in with some innocuous verbiage. Use of the
Cardano grille continued well into the seventeenth century, and has even popped
up in various places in modern times. Thus, it is the case that due to his flawed
idea for an autokey, he is remembered largely for his steganographic device. He
died on September 21, 1576, in Rome with his fame not attached to the greater
cryptographic record that he sought. That fame would go to another.

Blaise de Vigeneére

Blaise de Vigenere (1523-1596) had his first contact with cryptography at
age 26 when he went to Rome on a two-year diplomatic mission. He familiar-
ized himself with the works of his predecessors, Alberti, Belaso, Cardano, and
Trithemius. His own work, published in 1585, containing his contributions to
cryptography, is called Traicté des Chiffres. Vigenere discussed steganographic
techniques, and a variety of cryptographic ideas. Among them was the idea for
an autokey polyalphabetic substitution cipher.

He employed the idea that Cardano had invented of using the plaintext as
its own key. However, he added something new, a priming key, which is a single
letter (known only to the sender and the legitimate receiver), that is used to
decipher the first plaintext letter, which would, in turn, be used to decipher the
second plaintext letter, and so on. To understand the details of how this works,
we use a Vigenere square, given on page 56, with the full 26-letter alphabet, as
opposed to Trithemius’ use of 24. It rightfully deserves to be called a Trithemius
square, as the reader will note, but history has deemed it to have Vigenere’s
name attached to it.
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THE VIGENERE AUTOKEY POLYALPHABETIC CIPHER

(a) Put the plaintext letters in a row.

(b) Place the priming key letter below the first plaintext letter. Then put the

first plaintext letter below the second, the second below the third, and so

on to the penultimate below the last.

(¢) Replace each letter of the plaintext with the letter at the intersection of

the row labelled by the plaintext letter and column labelled by the key

letter.

Example 1.3 Let us first choose a priming key, say x, and assume that the

plaintext is form secret diction.

C|T|IF/D/IEW|G|IT|VIX|W|L|K|V|B|W|B
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For instance, the row labelled f intersects with the column labelled x at the
ciphertext letter C, and so on. To decipher, the receiver knows the priming
key x, so this letter is placed above the ciphertext letter C and looks in the row
labelled x to find the letter C, then the label of the column in which C sits is the
plaintext, namely f, and so on, as follows.

flo|lr | |m]| s e|lc| 1| e t | d]| i c |t i 0
T FIDI E|\W|G|T|IV|IX|W|L|K|V|B W|B
flo|r|m|s e clrlelt d|i|c|t]i o |n

Q»

Unfortunately, as is the case too often, Vigenere’s idea was forgotten and
reinvented at the end of the nineteenth century. However, what was rediscovered
was a weakened version of his idea. Essentially it amounted to exactly what
Belaso has discovered, which we discussed on page 53, applied to the Vigenere
square rather than that of Trithemius, so we need not replay it here.

One obvious improvement to the above is to have not a single priming key
letter, but rather a priming keyphrase. Moreover, in the interests of security,
the keyphrase should be as long as possible and feasible. Later we will see a
very secure cipher where the key is as long as the plaintext itself, called the
one-time pad (page 83). For instance, consider the following depiction of the
more general idea of extending Vigenére’s idea to a keyphrase.

Example 1.4 Suppose that we want to encipher, again: form secret diction,
but this time using the priming keyphrase: “xanadu”. Then we proceed as in
steps (a)—(c) on page 56, this time with our more general keyphrase sitting below
plaintext letters before introducing the plaintext into the key, as follows.

[ flofrfm[sfelecfrfe[t[d[ifc[t[i]o[n]

x|la|ln|lal|ld|u|f|lo|r| m|s]|]el|lc|r|el|t]|d

C/IO|/E|M|V|Y H|F|V|F|V| M|E K| M|H|Q

Then to decipher, we proceed as in Fxample 1.3, but with the full keyphrase
this time, rather than the key letter, as follows.

x|la|ln|lal|ld|ul|]f|lo]r|m]|s d
C{O/E|M|V|Y H|F|V|F|V|IM|E|K|M|H|Q
f d i i n

o|lr | m|s|e|c|Tr|e]|t

The Vatican and Cipher Secretariats

Before we meet our next character, who will help us close the door on the
Renaissance and this section, we must backtrack a bit in time to set the stage
in another scene populated by the Italian City States, the Vatican, and Cipher
Secretariats.

In Pavia, Italy on July 4, 1474, Cicco Simonetta, secretary to the Dukes of
Sfoza, oligarchs of Milan, wrote the first known manuscript devoted solely to
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cryptanalysis. He wrote thirteen rules for symbol substitution ciphers. Later,
another Italian, Giovani Soro, was appointed Cipher Secretary for Venice in
1506. Soro’s cryptanalytic prowess gained him two assistants and an office in
the Doge’s Palace above the Sala di Segret, in 1542. (The Doge’s Palace was
the official residence of the doges in Venice. The Doge (from the Latin dux or
leader, or duke, in English) was the highest official of the republic of Venice for
more than a millennium (roughly 800-1800 AD). They represented the virtual
emblem of the sovereignty of the Venetian State.) Soro, and his highly placed
assistants, worked on the most elevated level of security, deciphering all messages
from foreign powers, intercepted by the Venetians.

Cryptographic assistants were also available at the Vatican. The practice
became of such high consequence to the popes that the office of Cipher Sec-
retary to the Pontiff was established in 1555. The first of these was Triphon
Benicio de Assisi. Assisi assisted Pope Paul IV during warring times with King
Philip IT of Spain. In 1557, Assisi was adept at deciphering the King’s cryp-
tograms. By September 12, 1557, peace was made, due in no small measure to
the cryptanalytic skills of Assisi.

In the late 1580s, the Argentis, a family of cryptologists, took over the cipher
secretariat. They were the first to institute certain cryptanalytic methods, use
of which later became widespread. This included a mnemonic or memory aid
key to mix a cipher alphabet. Of great interest to us is Matteo Argenti, who
wrote a 135-page book on cryptology, which many consider to be the height of
Renaissance cryptography. The Argentis distributed polyalphabetic ciphers to
cardinals for their personal use, but failed to trust them for the bulk of their
cryptographic traffic. When they used these ciphers, they employed relatively
long keys, for reasons cited below.

It was Matteo Argenti who laid claims to being able to cryptanalyze certain
autokey polyalphabetic ciphers. Yet part of this success was due to the use
of “weak keys”, some of which could be easily guessed. However, by the time
Vigenere had developed his ideas and they were refined, the methods of mix-
ing alphabets and using large keys was sufficient to thwart the cryptanalysts of
the day. Nevertheless, the nomenclators (discussed earlier, see page 40), held
sway for three more centuries over its more powerful cousin, the polyalphabetic
autokey cipher. The reasons for this stem from the user more than the cipher.
Cryptographers of the day were not enamored with the slowness of polyalpha-
betic ciphers, of having to always keep track of cipher alphabets, and what they
perceived as a lack of precision, too much room for errors, and so on. Although
not popular in the main, polyalphabetic ciphers did play a role, often a vital
one at the time. We will learn more about this in the next section.

We close this section with Sir Francis Bacon, (1566-1626) whom we already
discussed on page 36. He developed a steganographic device where one sim-
ply changes the typeface of random text to hide the existence of a message.
He also invented a cipher, called the bilateral cipher (which today would be
known as 5-bit encryption), in which he used a combination of substitution and
steganography.

In the Chapter 2, we have another 500 years to put under the microscope.



Chapter 2

From Sixteenth-Century
Cryptography to the New
Millennium — The Last
500 Years

The age of chivalry is gone. That of sophists, economists, and calculators,
has succeeded; and the glory of Europe is extinguished forever.

Edmund Burke (1729-97), Irish-born whig politician and writer

— from Reflections on the Revolution in France (1790)

2.1 Three Post-Renaissance Centuries

We begin with cryptographic tales surrounding the French, British, and
Spanish monarchs in the sixteenth century. In 1556, Philip II of Spain ascended
to the throne. In that year, he decided to discard the (deeply compromised)
ciphers used by his father Charles V. Philip turned to an idea of Giovani
Soro (a cryptographer we discussed in Section 1.5 (see page 58), by dividing his
cryptosystems into two sets: cifra general, used for communications between the
king and his ambassadors; and cifra particular, used by an individual messenger
and the king. Philip’s use of Soro’s ideas became the template for Spanish
cryptography well into the seventeenth century.

Meanwhile, in France there was a mathematician named Francois Seigneur
De La Bigotiere Viete, (1540-1603). Viete, as shown in Figure 2.1, is known
as the father of modern algebraic notation, largely due to his book, In Artem
Analyticem Isagoge, or Introduction to the Analytical Art, published in 1591.
This book could actually pass as a modern text in elementary algebra. His
ability at cryptanalysis, however, is our chief interest. He was an assistant
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to King Henry IV (Henry de Bourbon-Navarre) of France, and a Huguenot
sympathizer. (The Huguenots were the Protestants in France in the six-
teenth and seventeenth centuries.) Henry had come to the throne in 1589,
but it would take him almost a decade to secure his kingdom. The problem
was La Sainte Liguea, or the Holy League, a French Catholic faction opposed
to the protestant king. Philip supported the Holy League for which reason
Henry declared war on Philip in January of 1595. Viete was brilliant in his
cryptanalysis of Spanish letters from Philip, destined for the Holy League.
When Philip found out about Viete’s
cryptanalysis of his letters to com-
manders in France, he was absolutely
stunned, having had the firm belief that
his ciphers were unbreakable. He looked
for other reasons, even going so far as to
complain to the pope that “black magic”
was being used against him and Spain.
He was rebuked, since the pope had Gio-
vanni Batista Argenti in his employ (see
page 58), who was a powerful cryptana-
lyst, so he understood the real nature of
the cryptological world, something that
Philip sorely lacked. This lack would
come back to haunt him.

Ultimately, Henry defeated the Holy
League and their Spanish allies at Figure 2.1: Frangois Viete.
Fontaine-Francaise in Burgundy in June |From Galérie Frangaise, ou Collec-
of 1595, and retook Amiens from Spanish | tion des Portraits (Didot, 1842), I,
control in September of 1597. On May 2 |Dplate 24.
of 1598, the Peace of Verins was reached
between France and Spain on May 2 of 1598. In that year, Henry ended more
than four decades of persecution against the Huguenots, by putting forth the
FEdict of Nantes, which was their charter of religious and political freedom.

Mary, Queen of Scots

Philip was going to encounter even more trouble, largely due to his inabil-
ity to understand the powerful cryptanalytic techniques available. Philip had
a dream to overthrow Queen Elizabeth I of England, establish a marriage with
Mary Queen of Scots, and thereby secure a shared Catholic throne with her.
However, letters written between Philip and his half-brother Don Juan of Aus-
tria, detailing his invasion plans for England, were intercepted by William of
Orange, who was leader of the Dutch and Flemish revolt against Spain. William
gave the missive to his cipher secretary, Philip van Marnix van Sint Aldegonde
(1540-1598), a brilliant cryptanalyst, whose decryption of the correspondence
revealed Philip’s planned invasion of England. William then gave the plain-
text to an English agent in the employ of Sir Francis Walsingham, Principal
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Secretary to Queen Elizabeth. This cryptanalysis of Philip’s intentions was ac-
complished in 1577, but Philip did not invade until 1588, during which time the
English were able to fortify their defenses substantially. In fact, of the so-called
invincible armada of Spain, numbering about 130 ships and around 19, 000 men,
only 69 ships returned to Spain and as many as 15,000 men perished, either in
battle or on the long voyage home. This was the first major strike at the heart
of the most powerful European power of that age, ensured by the actions of a
cryptanalyst.

Meanwhile, back in England in 1577, after receiving the deciphered cryp-
togram revealing Philip’s plans for invasion, Walsingham set about to establish
a cipher school in London. He employed a man named Thomas Phelippes, as
his cipher secretary. Phelippes was destined to be the first eminent cryptanalyst
in England’s history, and the downfall of Mary Queen of Scots.

After Mary lost her own throne in Scotland, and failed in a final attempt
to regain her crown, in 1568, she made the crushing mistake of fleeing south
to her cousin Queen Elizabeth hoping for asylum. (Mary Stuart was the only
child of King James V of Scotland and his French wife, Mary of Guise.) The
Queen merely imprisoned Mary, since she was too much of a threat, given that
English Catholics considered Mary to be the rightful Queen of England. Mary
spent 18 years in various prisons (actually in castles and manors, where she was
under house arrest and heavy guard). Moreover, all of her ingoing and outgoing
correspondence did not reach their destinations, that is, until January 6 of 1586,
when Gilbert Gifford, a former seminarian, smuggled a pile of correspondence
in to her that had accumulated at the French Embassy in London. The embassy
had kept the letters fearing that if sent, they would not reach Mary. Gifford
fixed that problem. Moreover, he began smuggling out letters from Mary to
others.

A young Catholic man named Anthony Babington hated Queen Elizabeth for
the atrocities committed against his family and Catholics in general at the time.
Anti-Catholic policies included public disemboweling of live victims, accused of
being traitors for the mere fact of being a loyal Catholic, or even for just being
a priest, loyal to the Vatican. Babington hatched a plot to assassinate Queen
Elizabeth and wanted Mary’s blessing to do so. Gifford delivered an enciphered
letter from Mary to Babington revealing that she had heard about the plot from
her friends in France, and that she wanted to hear from him. Babington put
together an encrypted letter, outlining the details of the plot, and even added
the steganographic benefit of placing the message in a beer barrel to get past
the guards. However, all this was for naught since Gifford had been recruited
and was working for Walsingham from the outset. All Mary’s correspondence
had been brought to him for Phelippes to cryptanalyze, then sealed again and
sent to their destinations with nobody in Mary’s camp being any wiser.

When Gifford brought Babington’s letter to Walsingham, and Phelippes
deciphered it, the plot was revealed. Yet, Walsingham was biding his time. He
let the letter go to Mary and when she responded to Babington, and Phelippes
decrypted it, this spelled the end for her. Yet, Walsingham wanted to get
everyone involved in the plot, so he had Phelippes forge a P.S. asking Babington
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to name those “best suited” for the assassination. Ultimately, Babington and
his cohorts were caught, and put to death by being, among other atrocities,
disemboweled alive. Mary went on trial and met the headman’s axe (an axe in
no small part set in motion by a cryptanalyst) on February 6, 1587.

Antoine Rossignol

Now we turn to cryptographic developments in seventeenth century Europe.
France’s first recognized full-time cryptologist was Antoine Rossignol who served
both Louis XIII and Louis XIV. In fact, on his deathbed, Louis XIII insisted to
his Queen that Rossignol be kept at court as a man necessary to the security of
the state. Rossignol also used his cryptanalytic skills to assist Cardinal Richelieu
(1585-1642). (Perhaps the quote that best epitomizes both the political bent
and character of Richelieu is: “If you give me six lines written by the most
honest man, I will find something in them to hang him.”) Rossignol’s initial rise
to prominence is due to the following anecdote. In 1626, the French intercepted a
cryptogram, carried by a messenger from the city of Réalmont, which was being
held by the Huguenots. Rossignol cryptanalyzed it. The plaintext revealed
that the Huguenots were on the edge of collapse. Rossignol had the letter sent
back to the city together with the plaintext beside it. With their secret plight
revealed, the Huguenots surrendered without more fighting, again the result of
a cryptanalyst’s skills.

Perhaps of greatest technical importance were Rossignol’s improvements to
the nomenclators of the time (see page 40). These consisted of only one part,
meaning a single list of plaintext and code in alphabetical (or numerical) order.
In other words, they were listed in parallel, a system that was in place since
the start of the Renaissance. Rossignol determined that this parallel order
allowed for a means of cryptanalysis just by looking at what numbers stood for
which words. For instance, if he were able to find that 64 stood for launch and
98 stood for lethal, then no number between 64 and 98 could represent letter
since its code would have to be higher than 98 given the parallel matching of
code and plaintext. Also, if he wanted to find the code for legal, he knew it
had to be between 64 and 98, again because of the parallel matching. This
allowed a cryptanalyst too much advantage. He devised a method to thwart
such attempts. Rossignol insisted upon two lists, a tables a chiffer, consisting of
plaintext letters in alphabetical order, and code numbers in random order; and
the second part, used for decoding, called the tables a déchiffer, with plaintext
letters randomized and codes symbols in numerical order, the birth of two-
part nomenclators. (Think of these as similar to a bilingual dictionary.) The
revised and improved nomenclators were vital components of cryptology for
over four centuries. It is a testimony to Rossignol’s cryptanalytic skills that
the word “rossignol” has entered the vocabulary of French slang to mean “a
tool that picks locks”. Rossignol also was a prime mover in the establishment
of the Cabinet Noir, or Black Chamber — a headquarters for cryptanalysis
and intelligence gathering — which began France’s firm grip on cryptography,
reading cryptograms of foreign countries throughout the seventeenth century.
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John Wallis and the Black Chambers

The origins of the black chambers in England can be attributed to
John Wallis (1616-1703), (see Figure 2.2) who may be considered Rossig-
nol’s contemporary. Wallis was cofounder (along with John Wilkins?! (1616
1703)) of the Royal Society. Wallis was primarily a mathematician, per-
haps one of the very best England had seen up to that time. For in-
stance, his book, Arithmetica Infinitorum (1656), had a profound influence
on Sir Isaac Newton’s invention of the calculus. Wallis also invented the
symbol oo for infinity, and numerous other contributions may be cited, but
our primary interest is in his cryptological interests, and he had many.
In 1640, Wallis was ordained by the
Bishop of Winchester, and in that same
year received his Master’s Degree. In
his twenties, Wallis began looking at ci-
phers. In fact, in 1642, at the time of the
Civil War between the Royalists and the
Parliamentarians, he was cryptanalyzing
Royalist messages for the Parliamentari-
ans. As a reward, he was given charge of
the Church of Saint Gabriel in London in
1643. In that year, his mother died, leav-
ing him an independently wealthy man
with a substantial estate in Kent where
he was born on November 23, 1616. In
1645, he began meeting with a group (in-
cluding Wilkins) that would eventually
lead to the establishment of the Royal So- Figure 2.2: John Wallis.
ciety in England.

As further reward for using his cryptanalytic skills in support of the parlia-
mentarians, he was appointed to the Savilian Chair of geometry at Oxford in
1649, a position he held for over half a century until his death. However, he
engaged in many other activities.

His greatest cryptological efforts came late in his life. He was employed in
1689 as a cryptanalyst by King William IIT (1650-1702), and Mary IT (1662
1694), reporting to their Secretary of War, the Earl of Nottingham. (William
ruled jointly with Mary from 1689 until her death in 1694, then solely until his
death in 1702. He came to the English throne from the house of Orange, in the
Netherlands, and thus he is often called William of Orange.)

In the summer of 1689, Wallis cryptanalyzed intercepted cryptograms
(largely nomenclators) that had been sent between Louis XIV and his ambas-
sador in Poland. This included Louis’ attempts to instigate a war between

2.1Wilkins, in his book Mercury, or the Secret and Swift Messenger, introduced into the
English language, the terms cryptologia, or secrecy in speech and cryptographia, or secrecy in
writing. He also introduced the term cryptomeneses as a general term for secret communica-
tion.
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Poland and Prussia, and promoting a marriage between the Prince of Poland
and the Princess of Hanover, which would have been advantageous to Louis.
Wallis continued his cryptanalysis including the breaking of important cryp-
tograms for the king, all of which earned him the title of Father of Cryptology
for England (as had Rossignol earned such a title in France). Wallis died on
October 28, 1703, in Oxford, England.

The most iron-clad, efficient, and effective of the black chambers during
eighteenth-century Europe was that of Vienna, called the Geheime Kabinets-
Kanzlei. As an illustration, the cryptograms were usually deciphered, resealed,
and sent on to their destinations within three hours of their having been dropped
off at the chamber at their usual arrival time of 7 in the morning. The chamber
was effectively compartmentalized so that one section might contain language
experts, or translators, and another might contain people copying letters or
stenographers, all working in concert. Moreover, to reduce stress among their
cryptanalysts, they were given staggered working times, one week on and one
week off. It is due to the effectiveness of these black chambers that cryptogra-
phers, by the end of the century, began turning to polyalphabetic ciphers. The
monoalphabetic ones were falling like dominos in the face of the concentrated
and talented efforts of these centers of cryptanalysis and intelligence gathering.

In England, certain individuals were appointed as Decypherers for the En-
glish crown. In 1703, the Decyphering Branch was established, to decrypt doc-
uments as a means of uncovering plots and schemes against the state. They
had no fixed location, but mostly worked at home and submitted their find-
ings. They were indeed more secret than the U.S. Secret Service. They were
funded by the secret-service money issued to the Secretary of the Post Office
from Parliament. The first to bear the title of Decypherer was Wallis’s grand-
son, William Blencowe. He was also the first Englishman to be paid a regular
wage for cryptanalysis. One of his successors was Edward Wiles who was ap-
pointed as Decypherer to the crown in 1719. Wiles decrypted a cipher that
revealed Sweden’s plan to create an uprising in England. For this and other
cryptanalytic feats, he ascended to become Canon of Westminister. By 1742,
he had been appointed Bishop of St. David’s. He brought his two sons, Edward
Jr. and William, into the cryptanalysis sector of the decyphering branch in the
middle 1750s. Although he died in 1773 (buried in Westminister Abbey), his
sons carried on his work and dominated the cryptanalytic sector after his death.

By 1714, the decyphering branch was collaborating with the black chamber
at Nienburg, Germany, which was supported by George I (1714-1727) of Eng-
land. (George I was Georg Ludwig, elector of Hanover (1698-1727), who was
the first Hanoverian king of Great Britain.) During the eighteenth century the
decyphering branch cryptanalyzed the dispatches of roughly sixteen countries
with an average output reaching as high as one per day.

By the middle of the eighteenth century, the decyphering branch was prepar-
ing England’s diplomatic nomenclators. Typically, these nomenclators had four-
figure code groups and various homophones. Despite weaknesses in their system,
their use continued well into the end of the century.
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2.2 The American Colonies

The sun of Great Britain will set whenever she acknowledges the indepen-
dence of America ... the independence of America would end in the ruin of
England

Lord Shelburne (1737—-1805), British Whig politician, Prime Minister
— spoken in the House of Lords (October, 1782)

In the eighteenth-century American
colonies, cryptology was not as sophisticated
as that in Europe. Certainly there were no
black chambers, and really no organized ef-
fort to do research into intelligence gather-
ing, develop cryptanalytic skills, or anything
of the sort. Nevertheless, a development did
begin with some early tentative baby steps.
We will review them by starting at the end
of the eighteenth century.

During the American revolution, there
was virtually no cryptanalysis being done
until near the end of the war since there were
virtually no interceptions of cryptograms.
However, most of what was deciphered at the Figure 2.3: George Washington.
end of the conflict was accomplished by one
man, James Lovell, a member of the Continental Congress, who may rightly be
considered to be the pioneer of American cryptanalysis.

Washington and Jefferson

By 1781, Lovell had already been using a version of the Vigenere cipher
(see pages 55 and 56). In that same year, when colonial forces intercepted a
British cryptogram, Lovell was given the task of breaking it. It proved to be
an easy task for Lovell. However, by the time the information was revealed
it was too late to be of any military value. Yet, Lovell decrypted keys, which
he kept in anticipation of their being of use later on. Indeed, George Wash-
ington (1732-1799), (see figure 2.3)*>2 the commander-in-chief of the colonial
armies (1775-83), and subsequent first president of the United States (1789-
97), was able to use them. Washington had been able to surround the British
commander in the southern colonies, Lord Cornwallis, (1738-1805) at York-
town. His forces intercepted a British letter, which he gave to his secretary
to decrypt. Washington had received the keys from Lovell’s earlier decryption
and the letter was easily deciphered using them. This gave Washington im-
portant information about the British positioning and strengths. Later, when
more British cryptograms were intercepted, Lovell was able to easily break the

2:2The lithograph above is courtesy of the Library of Congress, reproduction no. LC-USZ62-
117116, Prints and Photographs Division, created/published around 1828.
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code since the British were still using the same keys. This allowed the colonial
forces to prevent reinforcements from reaching Cornwallis, who surrendered five
days later on October 19, 1781. This victory at Yorktown ended the fighting and
ensured Washington’s victory at the end of the American War for Independence.

Figure 2.4: Thomas Jefferson.

One of the founding fathers who sought to
improve the means of secret communications
was certainly the most forward-thinking of
them all, Thomas Jefferson?3 (1743-1826),
(see Figure 2.4) the draftsman of the Decla-
ration of Independence of the United States,
the nation’s first secretary of state (1789-
1794), its second vice-president (1797-1801),
and its third president (1801-1809). In
1785, he compiled a nomenclator to aid in
his correspondence with Madison and Mon-
roe, a method that he used until 1793.
Perhaps Jefferson’s most important crypto-
graphic contribution was what he called his
wheel cypher, (see Figure 2.5) invented in the
1790s.2* This device consisted of 36 concen-
tric wooden disks, each approximately 1/6 of
an inch thick, and 2 inches in diameter with

a mix of the English alphabet inscribed on the outer edge. Moreover, each
disk had its own number, and the key consisted of an agreed-upon sequence of
these numbers for correspondents to use. The correspondent would assemble
their disks in this (key) sequence on a metal spindle. Here is how it worked.

To encrypt the first 36
letters of the plaintext, the
sender found the first letter
on the first wheel, second
letter on the second wheel,
lined up with the first, then
the third in the third wheel
lined up with the first two,
and so forth. The ciphertext
consisted of any of the 25 re-
maining parallel rows of let-
ters on the disk. The sender
would select one of them,
write it down as the cipher-
text for the first 36 letters of

Figure 2.5: Wheel cypher.

plaintext, then repeat the above process for each remaining block of 36 plaintext

2:3The above lithograph of Thomas Jefferson is courtesy of the Library of Congress, repro-
duction no. LC-USZ62-117117, Pictures and Photographs Division, created around 1828.

24The above replica of Jefferson’s wheel cypher is courtesy of the National Cryptologic
Museum of the National Security Agency. See hitp://www.nsa.gov/museum/wheel. html.
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letters until the cryptogram was completed.

The recipient would align the first 36 letters of ciphertext parallel to his
spindle as had the sender. Then at one of the other 25 rows would sit the
(obvious) plaintext. The process would be repeated for the remaining blocks of
36 letters each until the entire cryptogram was turned into the original plaintext.

Given the above delineation of how it worked, Jefferson’s wheel cypher was
therefore a polyalphabetic cipher with the plaintext as the key, quite an amazing
invention for that time and, as we shall see, for some time to come.

His wheel cypher and his idea were filed away and completely forgotten until
1922 when it was rediscovered in the Library of Congress. It had been reinvented
many times and one of the forms was the U.S. Navy Strip Cipher, M-138-A,
used in World War II. In fact, many cryptanalysts in U.S. government agencies
in the early twentieth century could not cryptanalyze Jefferson’s system! Thus,
Jefferson truly deserves the title Father of American Cryptography.

Wadsworth, Wheatstone, and Playfair

Yet another American invented a cipher disk, this one with gears. In 1812,
Colonel Decius Wadsworth was given a position as the first chief of ordnance
of the U.S. Army, a post he held until 1821. In 1817, while at this post, he
invented a device that was a brass cipher disk in a wooden container 6 and 1/2
inches in diameter and roughly 3 inches high. The outer alphabet had 26 letters
together with the integers 2 through 8 inclusive (33 symbols in all); and the
inner alphabet had just the original 26 letters. He included a brass plate with
two small openings that align to identify the plaintext and ciphertext equiv-
alents. The container itself enclosed two gears, (one with 33 and the other
with 26 teeth) to rotate the disks. To set up correspondence, the sender and
recipient merely agree on a sequence for the ciphertext and a starting point,
which would be a symbol in the brass plate opening for both plaintext and its
ciphertext chosen equivalent. For instance, W might be in the opening at the
outer disk, while a is at the opening of the inner disk. This introduced differ-
ing numbers of symbols for plaintext and ciphertext resulting in a progressive
cipher in which alphabets are used irregularly, depending on the plaintext used.
Thus, Wadsworth’s device was a progressive system that was polyalphabetic.
The reader will recall that Trithemius also introduced a progressive key (see
page 52). However, Trithemius’ progression was reqular on 24 cipher alphabets,
whereas Wadsworth’s progression was irregular on 33 cipher alphabets, much
more secure. Unfortunately for Wadsworth, his idea died with him, and credit
went to someone across the Atlantic.

Charles Wheatstone (1802-1875) worked on many areas from acoustics to
inventing the electric telegraph before Morse. His many achievements earned
him a knighthood in 1868. He also delved into the cryptographic arena. In
1867, at the Exposition Universelle in Paris, Wheatstone unveiled his crypto-
graph, which was essentially the same as Wadsworth’s gear cipher, only a weaker
version. Wheatstone’s device had an outer ring consisting of 27 plaintext sym-
bols (26 letters and a blank), and an inner ring with mixed ciphertext alphabet
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consisting of 26 letters. He put two clock-style hands over them, one long and
one short, which were employed in unison to choose plaintext and ciphertext
equivalents. However, given that there is 27 — 26 = 1 unit difference between
plaintext and ciphertext in his device, while Wadsworth had 33 — 24 = 9 units
difference meant that Wheatstone’s apparatus was far less secure than that of
Wadsworth. In another, perhaps fitting, misattribution, a cipher that Wheat-
stone did create and which was far superior to the device for which he is known,
has been attributed to another. In 1854, Wheatstone invented the first literal
digraphic cipher in history. (The attentive reader will recall that on page 54 we
mentioned that Porta created the first digraphic cipher, but with signs, rather
than letters.) However, Wheatstone’s friend Lord Lyon Playfair, who sponsored
it at the British Foreign Office, has his name attached to it. This is how it works.

Consider the Table 2.1 (where the letters WX are considered as a single
symbol):

The Playfair Cipher

Table 2.1

<| | Q| =
T | =2 I N
S =]~

N
U:JNQQN

Q| E|~|T

Pairs of letters are enciphered according to the following rules.

(a) If two letters are in the same row, then their ciphertext equivalents are
immediately to their right. For instance, VC in plaintext is RV in cipher-
text. (This means that if one is at the right or bottom edge of the table,
then one “wraps around” as indicated in the example.)

(b) If two letters are in the same column, then their cipher equivalents are the
letters immediately below them. For example, ZF in plaintext is UR in
ciphertext, and XB in plaintext is GW in ciphertext.

(¢) If two letters are on the corners of a diagonal of a rectangle formed by
them, then their cipher equivalents are the letters in the opposite corners
and the same row as the plaintext letter. For instance, UL in plaintext
becomes GF in ciphertext and SZ in plaintext is FD in ciphertext.

(d) If the same letter occurs as a pair in plaintext, then we agree by convention
to put a Z between them and encipher.

(e) 1If a single letter remains at the end of the plaintext, then a Z is added to
it to complete the digraph.

One merely reverses the rules to decipher.

Example 2.1 Suppose that we know the following was enciphered using the
Playfair cipher.
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EJDJDJ EJ GA VO IE JY NK YV TI VO ZU

To illustrate each of the rules for columns, rows, and diagonals, we choose
certain groupings. For instance, the first pair EJ occurs on a diagonal with TH
as the opposite ends (respectively) of the diagonal. The VO in the sixth grouping
have letters that are in the same column, so we choose the letters above them
HE (respectively). The letters in NK, the ninth grouping, are in the same row,
so we choose the letters to the left of them ON (respectively), and so on to get:

THIS IS THE WHEATSTONE CIPHER,
where the last letter Z is ignored as the filler of the digraph.

In the end, the Playfair cipher was adopted as the British army’s field cipher,
so the war office kept it a secret. Although Playfair himself did not claim the ci-
pher to be his own invention, it has come to be known as his. The misattribution
has to do with Playfair’s unbridled promotion of Wheatstone’s cipher, especially
to the British Foreign Office, where they began to refer to it as Playfair’s cipher.

Now it is time to cross back over the Atlantic and resume our analysis of
cryptology in the American colonies.

Samuel Morse and His Code

Samuel Finley Breese Morse (see figure 2.6) was born on April 27, 1791 in
Charlestown, Massachusetts, to Reverend Jedediah Morse and Elizabeth Breese.
Jedediah was also known as the “father of American geography” and was the
author of the first text on the subject, Geography Made Easy, published in 1784,
followed by 24 editions.

Samuel got his education in Massachusetts, and graduated from Yale Col-
lege in 1810. After going to England to study painting, he returned in 1815,
becoming a wayfaring portrait painter and settling finally in New York in 1825.
He founded the National Academy of Design and was its first president, from
1826 to 1845. Although Samuel had no formal training in electricity, he came
to the realization that electric current could be used to convey information over
wires.

In 1832, he first conceived of a telegraph and had developed a working model
by 1837, almost simultaneously with Wheatstone, cited above, and his associate
Sir William Cook. Cook and Wheatstone took out a joint patent in 1837 for the
first electric telegraph put in use by the British railway system. By 1838, Samuel
had invented Morse Code (as it has come to be known) of dots and dashes as
a convenient method of representing letters for sending telegraphic messages.
In 1854 he was granted patent rights by the U.S. Supreme Court. Moreover,
Morse’s method became more popular than the Cook-Wheatstone system, and
eventually by the mid-nineteenth century, Europe had its own version of Morse
code.

In 1844, a telegraph line between Baltimore and Washington was completed,
and the first message sent on May 24 was “What has God wrought!” By 1861,
the United States was linked coast to coast by telegraph. Morse died on April
2, 1872, in New York City.



70 2. From Sixteenth-Century Cryptography

Figure 2.6: Samuel Morse.

This daguerreotype portrait is courtesy of the Library of Congress, reproduc-
tion no. LC-USZ62-110084, created between 1844 and 1860 from the studio
of M.B. Brady (circa 1823-1896), photographer. Morse first met Daguerre in
Paris, and according to the Library of Congress, this may be the earliest da-
guerrotype made in America. Louise-Jacques-Mandé Daguerre (1787-1851)
was the French painter and physicist who invented the first practical method
for photography.




2.2. The American Colonies 71

The American Civil War

Since telegraph operators would necessarily have to read the messages they
were sending, the original sender would often want to encipher it. Then the
telegraph operator would send the cryptogram in Morse Code. During the Civil
War, the U.S. Military Telegraph Corps used route ciphers, meaning words
transposed with codes they called arbitraries thrown in to confuse cryptanalysts.
They would often use nulls, nonsense words, to thwart cryptanalysis. President
Abraham Lincoln (see Figure 2.7) had young cipher operators in their early
twenties who were adept at cryptanalyzing Confederate correspondence. Some
Confederate commanders used a form of Vigenere cipher, but they used it badly.
In fact, some officers were given the choice of cipher, and it is known that
Confederate General Albert S. Johnson decided to use a Caesar cipher on one
occasion!

Lincoln’s cryptanalysts had no trou-
ble in deciphering the messages, but the
same could not be said of the Confed-
erates. Sometimes they made such bad
use of their own ciphers, the recipients
could not decipher them, nor could they
even come close to decrypting the Union
correspondence. Lincoln’s assassin, John
Wilkes Booth, was known to have used
a Vigenere cipher, which was actually in-
troduced at his trial. Although no con-
nection could be made between Booth,
his associates on trial with him, and the
cipher, they were all put to death. Even
at the end of the war, roughly two weeks Figure 2.7: Abraham Lincoln.
after General Lee surrendered, a Vigenere
cipher was used by Jefferson Davis and Courtesy of the Library of
the key he used was COME RETRIBU- Congress,  reproduction  no.
TION to send the incredibly defiant mes- LC-USZ61-1938, Pictures and
sage active operations to be resumed in Photographs Division. It was
forty-eight hours. the last sitting, four days

We close this section with an interest- before Lincoln’s assassination.

ing anecdote of a noncryptographic na-
ture about Booth. On April 15, 1865,
Dr. Samuel A. Mudd treated Booth’s broken leg early on the morning after the
assassination. He also provided a place for Booth to rest. Mudd was arrested,
found guilty of aiding and abetting the assassins, and sentenced to life in prison
at Fort Jefferson in the Dry Tortugas. Four years after he went to prison, Pres-
ident Andrew Johnson pardoned him and he was released. However, to this
day, his name has gone down in ignominy. The standard modern-day phrase,
“Your name is Mudd”, means that a person’s actions have made him persona
non grata, Latin for an unacceptable or unwelcome person.
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Figure 2.8: Confederate cipher.

Courtesy of the National Security Agency Public Photo Gallery.
See http://www.nsa.gov/gallery/photo/photo00020.5pg.

Figure 2.9: Confederate cipher disk.

Courtesy of the Confederate Secret Service Camp 1710.
See hitp://home.earthlink.net/” cssscv/index.html.
Original on display at the NSA museum at Fort Meade, MD.




2.2. The American Colonies 73

Figure 2.10: Codebook.

Courtesy of the National Cryptologic Museum of the National Security
Agency. See hitp://www.nsa.gov/gallery/photo/photo00041.jpg.
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2.3 Nineteenth-Century Cryptography

Thought can with difficulty visit the intricate and winding chambers which it
inhabits. Percy Bysshe Shelly (1792-1822)
English poet, husband of Mary Shelly

— from Speculations on Metaphysics (1815)

In the nineteenth century, one man may be said to have been the vision-
ary pioneer when it comes to foreseeing the modern-day automatic electronic
computer, Charles Babbage (1791-1871). Babbage was born in the Walworth,
Surrey area, in London, England on December 26, 1791 to Benjamin Babbage
and Elizabeth Teape. Benjamin was a wealthy banker, who left Charles a size-
able fortune upon his death. This financed his many lifelong interests, from
areas as diverse as archeology, to submarine navigation, mathematics in gen-
eral, and cryptology in particular.

In 1810, he attended Trinity College, Cambridge, and by 1817 had received
his master’s degree. In 1816, Babbage was elected as a fellow of the Royal
Society. He had lived at Devonshire Street in London until 1828 when he took up
a position as Lucasian Professor of Mathematics at the University of Cambridge.
Then he moved to 1 Dorset Street, Manchester Square, London, where he lived
until his death. Babbage held the position at Cambridge until 1839.

It was in the mid-1830s that Babbage envisioned a machine (which he called
the analytical engine) executing arithmetical operations via instructions from
punched cards, having memory to store data, and other fundamental aspects
of modern computers that developed more than a century after he conceived of
them. He started on what he called the Difference Engine Number 1 in 1823,
but abandoned it after a decade of work. By the end of 1834, he had conceived
of his analytical engine, but he began work on a less ambitious project, his
Difference Engine Number 2. However, the government had been funding his
project from the outset, and by this time with no concrete results, they withdrew
their support, so his design was not completed. Yet, although he never published
his notebooks, they were discovered in 1937. By 1991, at the British Science
Museum, the Difference Engine Number 2 was built to original designs in order
to commemorate the bicentennial of Babbage’s birth. It is accurate to 31 digits,
as Babbage had envisioned, and it is the first of his machines to be completed.

Another important factor in Babbage’s failure to complete the construction
of any of his devices must certainly have been that the technology of the day
was woefully insufficient to make the precision parts that his designs required.
That it took roughly 150 years for one of them to be built is probably testimony
to that statement. Although Babbage never completed any of his machines, his
conception of the analytical engine is the vehicle for his fame as a visionary of
the modern digital computer.

More important for us, Babbage is also known for his penetrating crypt-
analytic skills. The Vigenere cipher was considered, up to the mid-nineteenth
century, to be unbreakable, and it achieved the title of the chiffre indéchiffrable.
However, in the mid-1850s, Babbage cryptanalyzed the Vigeneére cryptosystem.
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Yet, as with most of his discoveries, he did not publish this fantastic break-
through. There is speculation that since the breaking of the chiffre indéchiffrable
occurred after the start of the Crimean War, British intelligence may have
wanted Babbage to keep it a secret. (The Crimean War, October 1853 to Febru-
ary 1856, was fought primarily on the Crimean peninsula between the Russians
and the British, French, and Ottoman Turks.) The British felt that this secrecy
would give them an advantage over the Russians for several years. Thus it is
that Babbage died on October 18, 1871 in London, without it being revealed
that he broke the Vigenere cipher. That credit would go to another.

Frederich W. Kasiski (1805-1881) was born on November 29, 1805, in West-
ern Prussia. He enlisted in East Prussia’s thirty-third infantry at the age of 17,
and retired in 1852 as a major. Although interested in cryptography during his
military career, he did not publish any of his ideas until after his retirement. In
1863, he published Die GeheimschRiften und die Dechiffrir - Kunst, a general
solution to cryptanalyzing polyalphabetic cryptosystems with repeating key-
words, including the famed Vigenere cipher, a long-sought-after breakthrough.

The central idea behind Kasiski’s attack is the keen observation that re-
peated portions of plaintext enciphered with the same part of a key must result
in identical ciphertext patterns. Hence, barring coincidence, one would expect
that the same plaintext portions corresponding to repeated ciphertext were en-
ciphered with the same position in the key. Therefore, the number of symbols
between the start of repeated ciphertext patterns should be a multiple of the
keylength (the number of characters in the key). For example, if the repeated
ciphertext is ABC, called a trigram, and if the number of letters between the
C and the occurrence of A in the next trigram ABC is, say, 15, and this is
not an accident, then 18 is a multiple of the keylength. Since it is possible
that some of the repeated ciphertext segments are coincidental, a method of
analyzing them, called a Kasiski examination, is to compute the greatest com-
mon divisor (ged)?® of the collection of all the distances between the repeated
sections. Then choosing the largest factor occurring most often among these
geds is (probably) the keylength. Once a probable keylength ¢, say, is obtained,
a frequency analysis can be performed on a breakdown of the ciphertext into ¢
classes (with an individual class containing every ¢-th character) to determine
the suspected key. The following is an illustration of the Kasiski method for
finding the keylength.

Example 2.2 Suppose that “keys” is the keyphrase and “these are the safest
aims” is the plaintext. Then consider the following Vigenére enciphering.

[klelv|s[klely|s [kfe[y][s]

t | h|le|s|e|lal|lr|]e |t |h|e]s
DI LIC/IK|O|IE|PIW|D|L|C]|K

2-5For the reader unfamiliar with this concept and related notions, see Definition A.11 in
Appendix A on page 470.
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kle|ly|s|kle|]y]|s |k
a e|s|tlal|i|m]|s
K|J|C|K|D|E|G]|E

-

Notice that DLCK is a block that occurs twice, at the beginning and end of the
first table, and the distance between the occurrence of the first D and the second
(in the second block) is 8. Also, the diagram CK occurs at the end of the first
table and again 4 units away in the second table. Hence, since ged(8,4) = 4, this
is the probable keylength by the Kasiski examination, which is indeed correct.

Toward the end of the nineteenth century, another book, which may be seen
as taking the torch passed by Kasiski, was published. In 1883, La Cryptographie
militaire was published by Jean-Guillaume-Hubert-Victor-Frangois-Alexandre-
Auguste Kerckhoffs von Nieuwenhof (but we will just call him Kerckhoffs).

Kerckhoffs was born on January 19, 1835, of Flemish descent, in Holland. His
education involved almost two years of study in England plus degrees obtained
at the university in Liege. After some teaching positions and some travelling,
Kerckhoffs married and settled down in a town outside Paris. He taught lan-
guages there for a number of years. By 1876, he had earned his Ph.D. and
by 1881 became a professor of German in Paris. While there, he wrote the
aforementioned book, which many consider to be the most succinct text on
cryptography ever written.

In his book, Kerckhoffs elucidated several basic tenets. In modern times,
one of these has come to be known as Kerckhoffs’ Principle and has been incor-
porated into modern cryptographic methodology.

Kerckhoffs’ Principle

In assessing the security of a cryptosystem, one should always assume
the enemy knows the method being used.

The telegraph had made possible the introduction to cryptology of a new
device, the field cipher, a rapid means for the military to send secure, secret
messages in a theater of war. Kerckhoffs also instituted several tenets for field
ciphers (from which his above principle has been gleaned).

Kerckhoffs’ Principles for Field Ciphers

1. The cryptosystem should be practically unbreakable (breakable in theory,
perhaps, but not in practice).

2. A compromised cryptosystem should not inconvenience the correspondents.
(This is the one from which his aforementioned principle seems to be
derived since it says that the enemy may know the cryptosystem, but one
should still be able to send messages since the enemy cannot cryptanalyze
with this knowledge and without the key.)

3. The key should be easy to both remember, and change at will.
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4. Cryptosystems must be amenable to being sent by telegraph.

5. The mechanisms of the cryptosystem must be easily portable and entirely
operable by a single entity.

6. The cryptosystem must be easy to use, without reference to any manuals, or
the need for deep mental effort.

These six tenets are, of course, utopian in nature. Even modern-day ciphers
would struggle to achieve all six conditions (where we can replace telegraph by
computer in condition 4). Also, the second condition basically says (and this is
implicit in his aforementioned principle) that secrecy lies in the keys and not
in the cipher itself. Later, when we delve into modern ciphers, we will see that
this is as true today as ever. “Key Management”, as it has come to be known,
is essential since a cryptanalyst who can break a key is better off than one who
knows only the cryptosystem itself. Kerckhoffs’ book stands tall as one of the
great books on cryptology.

We close this section with a story about a French military officer at the end
of the nineteenth century, wherein cryptology played a crucial role.

The Dreyfus Affair

On October 15, 1894, Captain Alfred Dreyfus was arrested and charged
with high treason by the French government which claimed evidence that he
had given military secrets to German and Italian officials. An Italian military
attaché, Colonel Alessandro Panizzardi, later sent a cryptogram to Rome, which
was intercepted by French cryptanalysts. Part of the deciphered message said:
“If Captain Dreyfus has not had relations with you, it would be wise to have
the ambassador deny it officially, or avoid press comment.” This seemed to
indicate that Panizzardi disavowed any contact with Dreyfus. In order to be
certain, the French decided to trick Panizzardi into sending a telegram whose
contents were known to them, for then they would have the key to decryption
of what he had sent. Panizzardi bought the ruse, enciphered the telegram, and
sent it to Rome. Subsequently, the French were able to verify the deciphering
of the original message. Nevertheless, this failed to exonerate Dreyfus, since
certain individuals would rather have had an innocent man go to prison than to
admit an error had been made in his arrest. Thus, they prevented the telegram
from being admitted at his trial. Hence, Dreyfus was convicted of treason, and
sent to Devil’s Island. Upon appeal, the telegram was admitted, but it would
take several years before he would see justice. When exoneration did come, it
included reinstatement in the Legion of Honour. The true criminal in the matter
was arrested. Major Ferdinand Walsin Esterhazy had used several cardboard
(Cardano) grilles that implicated him in having secret correspondence with a
German attaché.

We now turn to the dawn of the twentieth century, with a world war brewing
and a major sequence of turning points for the advancement of cryptology. Stay
tuned, for the stories get better.
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2.4 Two World Wars

Whosoever, in writing a modern history, shall follow truth too near the heels,

it may happily strike out his teeth. Walter Raleigh (1552—-1618)
English explorer and courtier

— from The History of the World; Preface (1614)

On December 12, 1901, Guglielmo Marconi (1874-1937) (see Figure 2.11) re-
ceived signals from atop a hill in St. John’s, Newfoundland across the Atlantic
from Poldhu in Cornwall, England. This great achievement created a worldwide
sensation, the first trans-Atlantic radio message. It marked the beginning of the
era of wireless communication. The next several decades would see an explosion
of development of radio communication, broadcasting, and navigation applica-
tions. For cryptography, however, it presented the problem of ease of intercep-
tion by unintended recipients. However, despite the lack of security, there was
often no alternative to wireless transmission, since it allowed central authorities
to communicate with their armed forces. When the “Great War”, World War I,
broke out in 1914, all the main countries involved in the war were using wireless.

In 1916, the British army suf-
fered losses in the thousands dur-
ing the battle to take Owvillers-
la-Boiselle on the Somme. The
British were eventually successful
in capturing it, but in the en-
emy trenches they found a com-
plete plaintext of their orders to
take the objective! It seems that
a brigade major had read the or-
ders, in plaintext, over a field tele-
phone, despite protests from sub-
ordinates. This flagrant disregard
for the need for secrecy, and there-
fore disregard for the lives that
would be lost, led to the devel-
opment of trench codes for field
armies.

In early 1916, the French
began to develop trench codes, Figure 2.11: Guglielmo Marconi.

which began as telephone codes, —
due to indiscretions such as the | The photograph of Marconi is courtesy

above. General Dubail requested of the Library of Congress, Reproduction
that trench codes be implemented, |10- LC‘USZ_62‘397027 Brints and Pho-
which dictated that in normal |tographs Division, Copyright 1908.
phone conversations, certain words

would be spelled out in code rather
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than spoken. Originally, these telephone codes had a small collection of two-
letter codewords, which eventually grew to three-letter code words. These were
subsequently adopted for wireless where early one-part codes grew into two-part
codes in later implementations.

By 1917, the Germans were using trench codes, which evolved into enci-
phered code, as we shall see later. Ultimately, when the Americans joined the
fray, they too adopted trench codes. Moreover, they had a brilliant cryptolo-
gist at their disposal, named Parker Hitt, who had worked as a Signal Corps
instructor. In 1915, Hitt published an influential booklet on cryptology called
Manual for the Solution of Military Ciphers. This was a practical manifestation
of how cryptology should be used in the field. Also, in 1913, Hitt rediscovered
the wheel cipher in strip form, and this led to the Navy strip cipher M-138-A
(see page 66 for comparison with Jefferson’s original invention). In 1916, Major
Joseph O. Mauborgne put Hitt’s strip cipher back into the intended Jeffersonian
cylindrical form, strengthened the alphabet construction, and produced what
came to be known as the M-94 device, which remained in service until the early
part of World War II.

Britain did not have a formal cryptology bureau. However, with interception
of German cryptograms, they quickly saw the need for one. A group was put
together by Sir Alfred Ewing, the admiralty’s director of naval education. They
initially operated out of Ewing’s office at the admiralty, but as the group grew
and their activities increased, they were moved into Room 40 of the Admiralty
Old Building. They became legendary as the Room 40 Group for their remark-
able cryptanalytic feats. In [131, Chapter 9], Kahn devotes an entire chapter to
them.

One of the major intelligence coups of the Room 40 Group occurred in 1917.
They had intercepted a telegram sent by the Germans over Swedish and Amer-
ican cables routed through Britain. When deciphered, it indicated that the
telegram was from the new German Foreign Minister, Arthur Zimmermann, to
the German embassy in Mexico City. It proposed to the Mexican government
that they invade the United States to reclaim territories lost in the 1848 war.
Germany was offering military assistance. This was an insane move since Mex-
ico could not possibly have the capacity to attack the United States under any
circumstances. The Room 40 Group saw the provocative nature of the tele-
gram, but ultimately the Zimmermann Telegram, as it went down in infamy,
was handed to the American ambassador to Britain on February 23, 1917. Of
course, the Americans were outraged, especially when Zimmermann admitted
the validity of the telegram. It contributed to the United States’ declaration of
war against Germany that April.

The breaking of the Vigenére cryptosystem in the nineteenth century, cou-
pled with the advent of radio, and the looming First World War, in the early
twentieth century, brought into sharp focus the need for the development of new,
strong, and effective cryptosystems. Nothing much happened in this arena until
the dying days of World War I. It is worth noting that in the last year of World
War I, 1918, the Americans employed eight American Indians from the Choctaw
tribe to convey vital messages across insecure communication channels in their
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native tongue. The native American languages are extremely complex, difficult
to learn, and certainly for the Germans, nearly impossible to understand, so it
was an effective means of enciphering important data. In World War II, the
Americans similarly employed Navajos to transmit important messages in their
native language. They became known as the Windtalkers, the name of a Holly-
wood film, released in 2002, celebrating their achievements. The enemy never
broke the native codes.

On March 5, 1918, the famous German ADFGVX cipher went into service.
It was invented by Colonel Fritz Nebel, who was a communications officer in the
Kaiser’s army. The cipher got its name from the fact that these were the only
six letters used in the cipher. These specific six letters were chosen since their
Morse code equivalents were sufficiently dissimilar so as to minimize errors. To
convolute the cryptosystem, the Germans used a combination of substitution
and transposition techniques. This it how it worked.

THE GERMAN ADFGVX FIELD CIPHER

The Germans used a table (see Table 2.2) where the twenty-six letters of the
alphabet plus the ten digits (with 10 represented by ¢) populate the six-by-six
square, where the coordinates of each letter and digit are uniquely determined
by the six letters. For instance, the coordinate of H is FX.

Table 2.2

M < Q= O

= =N | I >
| Q|| ||| T
N~ w = 2 =
o S < mle =R
QoY x| | 0| | <
O | <| &y o] ~|

Thus, for instance, The Germans are there would be enciphered as:

XF FX FG XV FG AG AF DA XA
FF DA AG FG XF FX FG AG FG

However, this is only the transitional ciphertext, which was then placed in
another rectangle to be transposed into the final ciphertext using a numerical
key as follows. We think of the letters of the key RADIOS as having numerical
equivalents according to the alphabetic order of the letters, namely A corre-
sponds to 1 since it is the letter in RADIOS that appears first in the alphabet,
then D corresponds to 2, and so on. Then place the above transitional ciphertext
by rows into a matrix as follows in Table 2.3.
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R|AD|I|O|S
51112 113|41|6
X|F|F|X|F|G
X| V| F|G|A|G
Table 2.3 AT F I DAl x4
F|F|D|A|A|G
F|G|X|F|F|X
F|G|A|G|F|G

Now the final ciphertext is obtained by “peeling off” the columns in the
above rectangle according to the order of the numbers as follows and grouping
the letters in convenient six-letter pieces.

FVFFGG FFDDXA XGAAFG
FAXAFF XXAFFF GGAGXG

To decipher, we reverse the process.

Example 2.3 Suppose that we want to decipher the following, assuming that it
was encrypted using the above cipher.

FAXAAF FAFAAF XVGGVG
FAFFXA XDADFF GVFGXG

First, we place each group in the RADIOS table according to its position,
the first going under column A, the second under column D and so on, as in
Table 2.4.

Table 2.4

| | | | 1| | |
| | | | | | |
S PSS PRI o)
Ql < Q| Q<[ | eo| =
| bl | | | | | ©
Q| Q= <|Qo|»

Then we unravel by taking them out by rows into groups, as follows.

XFFXFG DAAVAV AXFGFF
DAAGFG FAAVXX FFFGAG

Now, we look up each digraph in Table 2.3, to get the plaintext:
THE ALLIES ARE CLOSER
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In the spring of 1918, the Germans were planning a major offensive, presum-
ably to ensure the defeat of the Allies before the arrival of American troops.
The ADFGVX cipher turned out to be the toughest field cipher known up to
that time, and the Allies could not break the initial cryptograms. Then some
of those cryptograms were brought to the attention of the best cryptanalyst
in France’s Bureau du Chiffre, Georges Jean Painvin (1886-1980) (see Figure
2.12).26 The Bureau du Chiffre was considered to be one of the best black
chambers of the day, and Painvin was one of their top stars. The Allies needed
to know where the Germans were planning to make their major thrust in the
upcoming invasion. They needed Painvin to break the ADFGVX cipher.

Figure 2.12: Georges Painvin.

2-6The photograph of Painvin is courtesy of the site owner who cited it as public domain at
hitp://www.annales.org/archives/x/painvinimages. html.
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On March 21, 1918, the German offensive began with punishing ferocity,
forcing the retreat of British and French troops. Painvin was under incredible
pressure to find the key. He worked day and night, by his own admission,
losing 10 kilograms (22 pounds), but by the evening of June 2, he had broken
the cryptosystem. Now the French military knew where the Germans would
attack and they did so on June 9. The French held their own and the Germans
suffered heavy casualties. Once American forces arrived, the Germans were on
the defensive, and ultimately by November, they had to admit defeat.

The One-Time Pad

In 1918 another event occurred that would have massive cryptological conse-
quences. Gilbert S. Vernam, a cryptologist working for the American Telegraph
and Telephone Company (AT&T) came to the realization that if the Vigenere
cipher were used with a truly random key, with keylength the size of the plain-
text, called a running key, then the Babbage/Kasiski attack would fail. At this
time, AT&T was working closely with the armed forces, so the company re-
ported this to the Army. It came to the attention of Major Mauborgne, head of
the Signal Corps’ research and engineering division. (When Mauborgne was still
just a first lieutenant in 1914, he had published the first solution of the Playfair
cipher, see page 68. Also, see page 79 for his refinement of Hitt’s rediscovery.)
He played with Vernam’s idea and saw that if the key were reused, then a crypt-
analyst could piece together information and recover the key. Hence, he added
the second component to the Vernam idea. The key must be used once, and
only once, then destroyed. Now, the idea was complete. Use the Vigenere ci-
pher with a truly random running key that is used ezactly once, then destroyed.
The system is called the one-time pad, and sometimes, perhaps inappropriately
in view of Mauborgne’s contribution, the Vernam cipher. Since the key is as
long as the plaintext, and the key selected is truly random, and used exactly
once, then the ciphertext is completely random as well. Thus, the one-time pad
is unbreakable. In other words, it is impossible to crack by any cryptanalytic
methods.

It would take until 1949 with Shannon’s concept of perfect secrecy (which we
will discuss in Chapter 11) that the one-time pad was proved to be unbreakable
(see page 440). In other words, the one-time pad is not only experimentally and
practically unbreakable, but theoretically proven to be so. This was the goal
of cryptography, absolute secrecy. Yet, perfection has a price; there are two
distinct problems it faces. Finding truly random keys is not as easy as it might
seem. FEven modern-day computers cannot generate truly random numbers
since they are finite-state devices, meaning that eventually they repeat, and so
are predictable. The best that one can expect from computers is what is called
pseudorandomness, which is a computer’s simulation of a random number in the
sense that, at least in appearance, they have the statistical properties of truly
random numbers. This in itself is an entire area of study. (Knuth [138, pages
149-189] spends some 40 pages discussing the very definition of randomness!)
Moreover, to generate random sequences in such a fashion that they must be
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produced for each message is a monumental task, especially since each one has
to be the size of the plaintext, which is the second problem. To have keys the
size of the plaintext creates unwieldy key management problems. Yet, it is a
completely provable secure cryptosystem. Thus, it is used by those who need it
for absolute secrecy, such as, for instance, the protection of missile launch codes.
Then it is practicable, but for low-level security such as e-mail messages between
government officials for the day-to-day running of business, other means must
be used.

It is part of the folklore that Soviet spies used one-time pads to send mes-
sages, and that they were also used in German diplomatic systems starting in
the late 1920s.

In our modern computer age, one can translate all plaintext and ciphertext
into numerical data, in particular, into binary.>” Since we have a sequence of
zeros and ones now, we can perform addition modulo 2, so we again end up
with zeros and ones, ideal for transmission. This is how the one-time pad was
used in the legendary hot line between Washington and Moscow, inspired by the
Cuban missile crisis of the 1960s. They used what was called the one-time tape,
which was a physical manifestation of the Vernam cipher. At the American end,
this took the form of the ETCRRM II or Electronic Teleprinter Cryptographic
Regenerative Repeater Mizer II. The manner in which the one-time tape worked
was that there existed two magnetic tapes, one at the enciphering source, and
one at the deciphering end, both having the same running key on them. To
encipher, one performs addition modulo 2 with the plaintext and the bits on the
tape. To decipher, the receiver performs addition modulo 2 with the ciphertext
and the bits on the (identical) tape at the other end.?-® Thus, they had instant
deciphering and perfect secrecy if they used truly random keys, each used only
once, and the tapes were burned after each use. The same keys cannot be used
twice since the one-time pad would then be open to an attack since the key k
can be computed by addition modulo 2 of the plaintext with the ciphertext.?
Thus, we see that today one-time pads are most practicable for military and
diplomatic purposes when unconditional security is of the utmost importance.

Vernam is known for other discoveries. A patent was filed in September of
1918 (and granted with issuance in July 1919) for a cipher that Vernam invented,
which was the first polyalphabetic cipher automated using electrical impulses.
For this, he has earned the title of the Father of Automated Cryptography.

2.7TRecall that any n € N can be represented in the form n = ag + 2a1 + 22a2 + - -- + 2ta
where a; € {0,1} and ¢ is a nonnegative integer. The a;s are called bits, which is a contraction
of binary digits. Typically, we will use the notation throughout for this binary representation
as: n1g = (ata¢—1 ...a1a0)2 to denote that our base 10 integer n has a binary representation
as given. For instance, the binary representation of 100 is: (100)19 = (1100100)2 since
100 =26.14+25.142%4.0423.04+22-1421.0+29.0. See Appendix A for more information
on basic mathematical facts.

2-8This process is often called XORing since it is use of ezclusive or, which we will denote
later in the text by @ (see page 116).

2.9This is an example of what is called a known-plaintext attack, which means an attack where
a cryptanalyst has both some plaintext and its corresponding ciphertext from an intercepted
cryptogram from which to deduce the plaintext in general, or the key.
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However, not only was the device a commercial failure, but the stock market
crash caused Vernam to lose his job at AT&T. He then went to work for an
organization that later merged with Western Union. From that time, he was
granted some sixty-five patents, among which was the fully automated telegraph
switching system. He was even visionary enough to have invented one of the
first versions of a binary digital enciphering of pictures. However, for all these
amazing achievements, he died in relative obscurity on February 7, 1960, in
Hackensack, New Jersey, after years of battling Parkinson’s disease.

The Friedmans

Others who had been on the periphery of the discovery of the one-time
pad also had a major impact. William Frederick Friedman?19 (1891-1969)
(see Figure 2.13) was born in Kishinez, Russia, on September 14, 1891. In
1892, his father fled the antisemitic regulations in Czarist Russia, and his fam-
ily joined him in Pittsburgh the following year. (Actually, William had been
born with the name Wolfe, but his father changed it to William after he became
an American citizen.) William obtained his bachelor’s degree from Cornell,
then joined the Riverside Laboratories (which today would be considered to
be a “think tank”), outside Chicago, in 1915. There Friedman met Elizabeth
Smith (1892-1980), whom he married in 1917 (see Figure 2.14). One of the
projects being researched at Riverside was the contention that hidden messages
in Shakespeare’s works proved that Bacon was the real author (see page 36).%-11
However, the Friedmans soon turned their attention to cryptology. William
was training cryptologists at Riverbank, and for course material he wrote
eight publications (which are collectively known as the Riverbank Publications).
Today they are highly regarded as containing
the basic essentials of cryptological material.
Perhaps his greatest cryptological contribu-
tion (and he thought so himself when he was
looking back over his career) was his con-
ceiving of the Index of Coincidence, which
appeared in his monograph no. 22 of the
numerous ones that he published. The im-
portance of this discovery was not only that
it introduced a statistical methodology for
cryptanalyzing polyalphabetic ciphers, but
also, it demonstrated the intimate link be-
tween cryptology and mathematics, a link
that would get more entwined as the twen-
tieth century unfolded. Friedman’s Index of Figure 2.13: William Friedman.
Coincidence (for a ciphertext €) is defined as

2.10Fjgures 2.13-2.14 are courtesy of the National Security Agency Hall of Honor. See:
hitp://www.nsa.gov/honor/index.html.

2.1 Friedman and his wife debunked this claim in an excellent book [98], called Shakespearean

Ciphers Examined, published in 1958.
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the probability that two letters selected at random from C are identical. Be-
low we show how to mathematically demonstrate that the index of coincidence
for a monoalphabetic cipher is about 0.065, and the index of coincidence for a
polyalphabetic cipher is somewhere between 0.0385 and 0.065. For very long
keywords, the index of coincidence for polyalphabetic ciphers will be closer to
0.0385. Hence, by a simple analysis of intercepted ciphertext, a cryptanalyst can
relatively easily determine the type of cryptosystem being used. This was quite
a breakthrough. Moreover, his idea contained a mechanism for determining the
probable keylength, as had Kasiski. Here is how it works.

First we need a table of letter frequencies
for the English alphabet. This well-known,
standard table (presented here as Table 2.5)
augments Tables 1.4 and 1.5, which we pre-
sented on pages 44 and 45, when we dis-
cussed letter frequencies in Section 1.4.

Now suppose that n stands for the num-
ber of letters in a ciphertext, C, and n;
stands for the number of letters in the j-th
position of the English alphabet. In other
words, n; is the number of occurrences of
the letter a in €, ny is the number of occur-
rences of the letter b in €, and so on. With-
out getting into the reasons for it, the Index
of Coincidence, JC, is given as approximately
the following.

Figure 2.14: Elizabeth S. Fried- 10 ~ <n1)2 N (%)2 P <n26)2.

man. o

So if we want to compute JC for the En-
glish language from Table 2.5, and since each of the numbers in the table is a
percentage, then we divide each by 100, and get: J€ ~ (0.8167)2 + (0.01492)2 +
-+ +(0.00074)? = 0.065, which explains the aforementioned Index of Coinci-
dence for monoalphabetic ciphers, since the frequency is invariant. (Note that
the symbol ~ means “approximately equal to”. It is not a strict equality but
this is good enough since we are dealing with a statistical analysis wherein
approximations are good enough for our investigations.)

Relative Letter Frequencies for English

Table 2.5
a b c d e f g h i
8.167 | 1.492 | 2.782 | 4.253 | 12.702 | 2.228 | 2.015 | 6.094 | 6.966
j k l m n 0 P q r
0.153 | 0.772 | 4.025 | 2.406 | 6.749 | 7.507 | 1.929 | 0.095 | 5.987
S t U v w T Y z
6.327 | 9.056 | 2.758 | 0.978 | 2.360 | 0.150 | 1.974 | 0.074
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Now for any language, such as English, with a twenty-six-letter alphabet, in
which each letter has the same frequency, we get

JC = 26(1/26)% = 0.038,

which is approximately half of the above Index of Coincidence for English.
Hence, the Index of Coincidence helps us in determining if the ciphertext comes
from a monoalphabetic or polyalphabetic cipher in the following manner. The
closer the JC is to 0.065, the more likely it is that the message came from a
monoalphabetic cipher. If the JC is much less than 0.065, the cipher is most
likely polyalphabetic since frequencies are evened out by polyalphabetic cryp-
tosystems. Hence, the closer the JC is to 0.038, the greater the chance is that
the cipher is polyalphabetic. This was a major contribution by Friedman since
he tied a mathematical tool, statistical analysis, to the study of cryptography.
Another young professor did the same in another area of mathematics.

Lester S. Hill published a short paper [123] in which he put a cipher, known
today as the Hill Cipher (which we will study in detail on page 111), into an
algebraic framework. This was a reinvention and expansion of Porta’s idea (see
page 54). Hill obtained his Ph.D. in mathematics from Yale in 1926. He was
hired to teach mathematics at Hunter College in New York in 1927, and he
remained there until his retirement in 1960. He was the first to successfully
use general algebraic concepts to reveal cryptography through mathematics.
A.A. Albert (see Footnote 2.15 on page 97) was so impressed with Hill’s ideas
that he used them in some simple cryptosystems with his own tailoring to suit
the situation at hand. Hill’s rigorous mathematical approach was certainly
one of the pioneering efforts that helped to build today’s solid grounding of
cryptography in mathematics. Hill died in Lawrence Hospital in Bronxville,
New York, after suffering though a lengthy illness.

Now we return to the life of the Friedmans. Soon after his marriage to
Elizabeth, William became the director of the Department of Codes and Ci-
phers, among his other duties, at Riverbank. After the outbreak of World War
I, Riverbank offered its services to the government, and since no such federal
agency existed at the time, Riverbank became the de facto cryptographic center
for the American government. One of the first accomplishments the Friedmans
achieved was the following. The Germans had been encouraging Hindu radicals
to work toward independence from Britain in the hopes of diverting attention
and strength from the war effort. Some of these radicals, who lived in the United
States, were sending messages about arms shipments. It turns out they were try-
ing to buy arms in the United States and ship them from the West Coast. The
Friedman’s deduced that the codebook used by these radicals was a German-
English dictionary published in 1880. This aided William in his testimony given
at the trial of 135 Hindu radicals in San Francisco.

The Friedmans quit Riverbank toward the end of 1920. In 1921, Friedman
joined the American Black Chamber, where he eventually headed the Research
and Development Division and stayed there until its dissolution in 1929. One
man may be said to be chiefly responsible for the creation and (possibly) the
dissolution of the American Black Chamber.
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After World War II, Friedman continued in government signals intelligence
until 1949 when he became head of the code division of the new Armed Forces
Security Agency, which evolved into the National Security Agency (NSA). At
NSA he became the chief cryptologist. By the late 1960s his health faded.
He died in 1969 in Washington, D.C., and was buried at Arlington National
Cemetery. For all his accomplishments and pioneering efforts, he has been
dubbed America’s greatest cryptologist.

Elizabeth Friedman largely worked on the civilian side. She gained some
initial fame when she broke the codes and ciphers of “rum runners” in the 1920s
during Prohibition. By 1927 she had been hired by the U.S. Coast Guard, and
broke thousands of codes for them. During World War II she joined the Office of
Strategic Studies (OSS), where she was one of their outstanding cryptologists.
After her husband’s death in 1969, she retired and lived until 1980. She is buried
with her husband at Arlington.

Herbert Yardley?!2? (see Figure 2.15) was born on April 13, 1889 in Wor-
thington, Indiana. As a young man, he recognized his gift for cryptanalysis
when he was hired as a “code clerk” in the State Department at the age of
twenty-three.

After the declaration of war in April 1917
by the United States, Yardley was made head
of the newly established cryptology section of
the Military Intelligence Division, MI-8. In May
of 1919, he submitted his idea with a plan for
a permanent cryptology establishment, which
came to be known as the American Black Cham-
ber. Its operation was exceptional, cryptana-
lyzing more than 45,000 enciphered telegrams
from various countries. By 1929, however, the
Black Chamber was shut down by the Secretary
of State, Henry L. Stimson, who disapproved
of the Chamber saying “Gentlemen do not read
each other’s mail”. In 1931, Yardley published
a book entitled The American Black Chamber,
which was an exposé of the United States’ weak,
if not defenseless, status in the arena of cryptol-
ogy. It caused a furor in many circles. In fact, when he tried to publish a second
book, Japanese Diplomatic Secrets, it was suppressed by the U.S. government.
He involved himself in real estate speculations in the late 1930s, and served as
enforcement agent in the Office of Price Administration during World War II.
He died of a stroke on August 7, 1958, in Silver Spring, Maryland.

After his service in the American Black Chamber, Friedman moved to the
Army’s Signals Intelligence Service (SIS), and by 1935 was replaced by Ma-
jor Haskell Allison as head of SIS. Meanwhile, Elizabeth was employed as a

Figure 2.15: Herbert Yard-
ley.

2:12Rjgure 2.15 is courtesy of the National Security Agency Hall of Honor. See:
http://www.nsa.gov/honor/index.html.
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cryptologist for the Treasury Department. Her picture now sits along with her
husband’s in the N.S.A. Hall of Fame for her cryptological contributions.

By 1938, Joseph Mauborgne, now a two-star general, was heading a group
at SIS to look at Japanese cipher systems, since it was beginning to look
like a new war was brewing. He asked Friedman to head up the new divi-
sion at SIS, and Friedman agreed. The Japanese cipher machine was called
Purple, given its name from the Japanese cipher of the same name in which
their correspondence was written. It proved to be incredibly difficult, but
by August of 1940, Friedman’s team had constructed an exact replica of the
Purple machine,?!3 (see Figure 2.16) allowing them to decipher an increas-
ing amount of Japanese traffic. (Copies of the machine were also given to
the British to decrypt correspondence between the Japanese and the Ger-
mans.) However, Friedman suffered a nervous breakdown and was hospital-
ized on January 4, 1941, after which his work schedule was severely cut back.

The information that
was obtained from break-
ing Purple, the Ameri-
cans called MAGIC. This
name was given by Rear
Admiral Walter S. Ander-
son, probably for reasons
surrounding the associa-
tions with the occult that
we discussed in Section
1.3. MAGIC has come
to be known as the code
name for the joint Army
and Navy operation, first
set up in 1939 to break
Japanese codes.

Figure 2.16: Purple machine replica.

Pearl Harbour, Midway, and Post—World War 11

On December 7, 1941, a message to the Japanese Embassy in Washington
was intercepted. The decryption showed that the Embassy was being ordered to
end all negotiations with the United States. The implication of impending war
was crystal clear, and this message was to have been delivered to the American
State Department only hours before the attack on Pearl Harbour. However,
the ruse — to come as close to the attack before giving formal notice — failed
since the embassy’s first secretary Katzuso Okumura, was still typing the formal
notification for the State Department when the bombs began raining down on
Pearl Harbour. They had started a war without formal declaration, a failure
that would be part of the charges against Japanese war criminals on trial after

2.13Figure 2.16 is a representation of the 1941 Purple Machine Replica, courtesy of the CIA
website hitp://www.cia.gov/cia/publications/facttell /intel_overview.html.
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the war. Later a Joint Congressional Committee met for an investigation of the
Pearl Harbour attack and concluded that the war efforts of America’s cryptan-
alysts had shortened the war, and saved thousands of lives. We will now have
a look at how some of that was accomplished.

American cryptanalysts were able to decipher a highly secret cryptogram
detailing the itinerary of the Japanese Navy Admiral Isoruko Yamamoto’s plane
tour of the Solomon Islands. Thus, the Americans were able to pinpoint his
whereabouts and shoot down his plane. American cryptanalysts also helped
to ensure that Japan’s lifeline was rapidly cut, and the German U-boats were
defeated. Perhaps the best-known and most vital success was the Battle of
Midway. The cryptanalysts were able to give complete information on the size
and location of the Japanese forces advancing on Midway. This enabled the
Navy to concentrate a numerically inferior force in precisely the right place at
the right time that turned the tide of the Pacific War. This was a stunning
victory for American cryptanalysts.

Another outcome of World War II was an outstanding advance in cryptanal-
ysis by the Americans. To discuss it, we must go back to the invention of the
electric typewriter, which opened the way for electromechanical enciphering.
The first electric contact rotor machine was invented by Edward Hugh Hebern
in 1915. He used two electric typewriters randomly connected by twenty-six
wires. Hence a plaintext letter key hit on one typewriter would yield a cipher-
text letter to be printed on the other machine. These wire connections were
the seminal idea for the idea of a rotor, namely, a way of varying the monoal-
phabetic enciphering. By 1918, Hebern had a device that embodied the rotor
principle. He filed a patent in 1921, but did not receive it until 1924. In 1919,
patents were also filed for rotor enciphering machines by Alexander Koch and
Avrid Gerhard Damn, the latter for half rotors. Damn owned a company called
Aktiebolaget Cryptograph or Cryptograph Incorporated. In 1922, Emanuel No-
bel, nephew of the famed Alfred Nobel, put Boris Caesar Wilhelm Hagelin to
work in Damn’s company. Hagelin simplified and improved one of Damn’s ma-
chines. This was such a success that the Swedish army placed a large order
with Damn’s firm. When Damn died in 1927, Hagelin took over the operation
of the firm. Later, he developed the rotor-based cipher machine, called the Con-
verter M-209 by the American military; this was so successful that in the early
1940s more than 140,000 were manufactured. Hagelin’s M-209 used a version
of the self-decrypting Beaufort cipher. (The Beaufort cipher was a variant of
the Vienere cipher, and was published by Admiral Beaufort’s brother after his
death in 1857, in the form of a four by five inch card. Admiral Sir Francis Beau-
fort (Royal Navy), was also the creator of the Beaufort scale, an instrument
used by meteorologists to indicate wind velocities on a scale from 0 to 12, where
0 is calm and 12 is a hurricane.) Royalties from the sales of Hagelin’s cipher
machine made him the first millionaire of cryptography. Perhaps, Hagelin had
Thomas Jefferson to thank since his wheel cypher inspired the development of
rotor machines (see page 66).

In 1918, the German Arthur Scherbius applied for a patent on a rotor en-
ciphering machine using multiple rotors. In 1923, a corporation was formed
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to manufacture and sell his machine, which he called Enigma. In 1934, the
Japanese Navy bought the Enigma for their own use, and developed it into the
Japanese cryptosystem called Purple, which we discussed above. However, the
Japanese version was unlike Enigma in that it used stepper switches, similar to
those used in telephone exchanges. When the SIS built a machine to replicate
Purple, they made the unwitting decision to use exactly the same telephone
stepper switch used by the Japanese designer! This accounts for Friedman’s
group at SIS being able to duplicate a machine they had never seen.

In 1932 Hebern designed a machine with five rotors, the HCM. In 1936, a
rotor machine, based on the Hebern machine, called the SIGABA (see page 93),
or M-134-C was developed and used with great success by the U.S. military in
World War II. (It was also called the CSP-889, or ECM Mark II, by the Navy.) It
was so well designed that all the efforts by the Army’s cryptanalysts to break it
failed. As it would be learned later, the Germans also could not break the Ameri-
cans’ cryptograms enciphered with the A BAs, as they were nicknamed. The fun-
damental idea of electronically controlled rotors was created by William Fried-
man, and he implemented it in the original M-134 device, which had five rotors
that encrypted plaintext, the motion of which was controlled by a paper tape.
Then Frank Rowlett?1* (1908-1998) (see Figure
2.17) created the vital concept of the SIGABA,
namely, the idea of using rotors to control the
rotors that enciphered the plaintext. Rowlett
was one of Friedman’s earliest assistants, since
1929, and was part of the team that broke Pur-
ple at SIS. The SIGABA had fifteen rotors, ten
of which were conventional 26-contact rotors,
and five of which had smaller rotors with only
ten contacts on each side. Moreover, the rotors
were divided into three sets. Five of the 26-
contact rotors, called cipher rotors, encrypted or
decrypted a message in the same fashion as the
Hebern rotor machine. Another five 26-contact
rotors were called control rotors, and the five 10-  Figure 2.17: Frank Rowlett.
contact rotors were called index rotors. In the
1940s the SIGABA would prove to be the securest of the machines developed
in the West, and it never fell into enemy hands.

When Hitler came to the stage, the cryptographers of the Wehrmacht made
the decision to use the Enigma, upon which they made improvements for their
security purposes. However, the German Enigma cryptosystem was cryptan-
alyzed by British researchers at Bletchley Park, which is a Victorian country
mansion in Buckinghamshire, halfway between Oxford and Cambridge. In Au-
gust of 1939, the Government Code and Cypher School was seconded there.
Perhaps one of the most important among these researchers was Alan Mathison

2-14FRjgure 2.17 is courtesy of the National Security Agency Hall of Honor. See:
http://www.nsa.gov/honor/index.html.
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Turing (1912-1954).

Turing was born on June 23, 1912 in London. He studied under Alonzo
Church (1903-1995) at Princeton and obtained his doctorate in 1938. During
World War II, he was employed in the British Foreign Office, where he got
involved in cryptanalyzing the Enigma cryptosystem. Toward this end, he con-
ceived of a machine called the BOMBE, the first prototype of which arrived at
Bletchley on March 14, 1940. However, it was not as successful as they had
hoped and to compound the problem, the Germans had changed the method of
how they managed keys, deleting repetitions, so decryptions dropped dramat-
ically. They needed a new improved BOMBE, which was not delivered until
later that year, on August 8. In less than two years there were eighteen work-
ing versions of the BOMBE at Bletchley Park. By September of 1941, Field
Marshal Rommel’s Enigma cryptograms to Berlin were being cryptanalyzed. In
fact, William Friedman visited Bletchley Park in 1941, exchanging information
on techniques for attacking Purple for British information on breaking Enigma.
By 1942, they had dug deeply into cryptanalyzing Enigma, which played a major
role in the Allied victory.

BAY ILE OF MIGWAY
JONE B =8 1042

Figure 2.18: Midway exhibit.

(Courtesy of the National Security Agency Public Photo Gallery.
See hitp://www.nsa.gov/gallery/photo/photo00010.jpg.)
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Figure 2.19: SIGABA.

(Courtesy of the National Cryptologic Museum of the National Security Agency.
See http://www.nsa.gov/museum,/big.html.)
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Figure 2.20: Purple cipher switch.

(Courtesy of the National Security Agency Public Photo Gallery.
See hitp://www.nsa.gov/gallery/photo/photo00016.jpg.)



2.4. Two World Wars 95

B 11y | 0o e e ala

Ay W e W
e 2 E "‘1’""" &'E“-"l

Figure 2.21: BOMBE.

(Courtesy of the National Security Agency Public Photo Gallery.
See hitp://www.nsa.gov/gallery/photo/photo00013.5pg.)
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Figure 2.22: Enigma.

(Courtesy of the National Cryptologic Museum of the National Security Agency.
See hitp://www.nsa.gov/museum/enigma.html.)
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2.5 The Postwar Era and the Future

We shall see that cryptography is more than a subject permitting mathemati-
cal formulation, for indeed it would not be an exaggeration to state that abstract
cryptography is identical with abstract mathematics.

Abraham Adrian Albert?!® (1905-1972)

Host Feistel may be considered to be one of the early pioneers in the drive
to secure privacy for the public at large using cryptography. Born in Germany
in 1914, he emigrated to the United States in 1934, but would not obtain a U.S.
citizenship for another decade. In fact, in 1941, with Germany having declared
war on America, he was placed on a (sort of) house arrest, where his movements
were restricted to the Boston area where he lived. Yet, surprisingly, on January
31, 1944, the house arrest was lifted, he was granted U.S. citizenship, and the
very next day he was given security clearance that allowed him to work at the Air
Force Cambridge Research Center (AFCRC).215There he set up a cryptography
research group that developed some outstanding cryptographic algorithms. In
particular, they developed the MARK XII, which is widely used in American
aircraft. It is known that the NSA had an ambivalent attitude toward Feistel’s
group. On the one hand, they exerted pressure to steer his work, while at the
same time they considered his group to be a threat. Consequently his group was
dissolved in the late 1950s. Then Feistel moved to MIT’s Lincoln Laboratory,
followed by a move to MITRE Corporation, a spinoff of the MIT lab. When
he tried to form a cryptography group there, again NSA exerted pressure on
MITRE, so his efforts failed, and his group did not materialize.

A.A. Albert, a friend of Feistel, advised him to go to IBM, since they were
hiring the brightest scientists to do their own innovative work, a kind of think
tank. Feistel began work at their Watson Laboratory in Yorktown Heights, New
York. There he created a cryptosystem used in the IBM2984 banking system,
known today as the Alternative Encryption Technique, but then it was called
Lucifer.17 This cryptosystem was the predecessor of the first commercially

2.15 Albert was born in Chicago, Illinois, on November 9, 1905. He studied under L.E. Dickson
at the University of Chicago, receiving his Ph.D. in 1928. His elegant work on the classification
of division algebras (see Appendix A, page 484) earned him a National Research Council
Fellowship. This provided him with the opportunity to secure a postdoctoral position at
Princeton, after which he spent a couple of years at Columbia University, then returned
to Chicago in 1931. His book, Structure of Algebras, published in 1939, remains a classic
today. The events of World War II induced Albert to take an interest in cryptography.
The above quote is taken from his lecture on mathematical aspects of cryptography at the
American Mathematical Society meeting held in Manhattan, Kansas, on November 22, 1941.
His numerous achievements would take several pages to describe. Suffice it to say he has had
a lasting influence. He died on June 6, 1972, in Chicago.

2.16There is speculation that something may have been going on behind the scenes between
Feistel and the U.S. government (see Levy’s excellent book Crypto [151] for an account of
some of these possible scenarios as well as with other related cryptographic activities).
217Years later, Feistel said that if it had not been for the Watergate scandal that rocked
Washington, the NSA would probably have shut down the Lucifer project, as they had so
many of his earlier efforts. In fact, in the early 1970s, patent secrecy orders were placed on
some of Feistel’s inventions by the U.S. government.
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available algorithm (namely for use with unclassified computer data) officially
announced in 1977 as the Data Encryption Standard (DES).>18

DES is an example of a block cipher, about which we will learn the details
in Chapter 3 (as well as an entire class of ciphers, called Feistel ciphers, in
honour of the groundbreaking work he did in those early years). Basically,
block ciphers encipher fixed size blocks of data. For DES this is a block size of
56 bits, which is too small for modern-day data transfer. Its key size, at 56 bits,
is also inadequate for modern usage, as we shall demonstrate below.

Lucifer was modified by the NSA, before it became the Data Encryption
Standard. There was, and in some circles still is, controversy that the NSA had
slipped in a “back door” into the standard, which would allow them an easy
method for deciphering messages encrypted with DES. This suspicion was even
investigated in 1978 by the U.S. Senate Select Committee on Intelligence, the
findings of which are, of course, classified. However, an unclassified summary
of their investigation stated that the NSA had no improper involvement in the
design of DES. Yet, many remain skeptical since the details of the investigation
were not made public. Despite such concerns, DES was used by banking, com-
merce, and industry until the end of the twentieth century, when it reached the
end of its tenure as a secure cryptosystem.

At the CRYPTO?*19 conference, in 1993, M.J. Weiner presented an efficient
key-search design that would have taken 3.5 hours (at that time) on a machine
costing one million U.S. dollars to do an exhaustive search of the keyspace, also
called a brute force attack, which means that all possible keys are tried to see
which one is being used by the communicating entities. We will come back to
this issue when we look at the replacement for DES, the new AES (see Footnote
3.10 on page 150). By 1998, the 56-bit keylength used by DES was becoming
increasingly under attack by modern methods. In that year, a group led by
Paul Kocher (about whom we will learn more later when we talk about security
issues, see page 176), custom-built a computer for about a quarter of a million
U.S. dollars, which they used to find a DES key in roughly fifty-six hours. The
plaintext read: “It’s time for those 128-, 192-, and 256-bit keys.” Six months
later, in January 1999, the same team did this in less than twenty-four hours.
This and other developments spelled the end for DES since the keylength was
just too small to withstand cryptanalytic advances. By August of 2000, DES
was replaced with a non-Feistel cryptosystem called the Advanced Encryption
Standard (AES), which allowed for 128-, 192-, and 256-bit keys. We will discuss
it in detail in Section 3.5.

The 1970s also saw a revolutionary change in the manner in which keys were
handled. Cryptography was about to go public. In a paper [69], published in

218 A complete description of DES is given in the U.S. Federal Information Process-
ing Standards Publication number 46 (or FIPS-46) Springfield, Virginia, April 1977. It
was updated to FIPS-1 in 1988, then again to FIPS-2 in 1993 — see the FIPS home-
page: http://www.itl.nist.gov/fipspubs/. The American National Standards Institute (ANSI)
approved DES as a private sector standard in 1981 — see the ANSI homepage at:
http://www.anst.org/.

219CRYPTO is a conference on cryptology held annually in late August at the University of
California at Santa Barbara.



2.5. The Postwar Era and the Future 99

1976, Whit Diffie and Martin Hellman conceived of a method for two entities,?-2°
who have never met in advance or exchanged keys, to establish a shared secret
key by exchanging messages over an open (unsecured) channel.2?! We will learn
the mathematical means for how this works in Chapter 4. Up to the time of
this idea, all cryptosystems, including DES, were looking for mechanisms to
securely distribute secret keys. This is because once a symmetric enciphering
key is known, an entity can easily deduce the deciphering key from it. Now,
with the introduction of the Diffie-Hellman idea, which has come to be known as
the Diffie-Hellman Key-Exchange,??? entities could exchange keys in the open
and ensure privacy. It seems contrary to the very notion of secrecy. However,
that is the brilliance of the scheme, use two essentially different keys, one for
enciphering that can be made public, and one for deciphering that can be kept
private, a key pair. No longer would the key be symmetric (the deciphering key
easily determined from the enciphering key and vice versa). Now there would
be an asymmetric key pair, the advent of public-key cryptography (PKC). How
could this possibly work?

Public-Key Cryptography (PKC)

Before giving an introduction to the Diffie-Hellman idea, let us look at an
analogy, a standard one, for PKC, which will provide an easy-to-understand
scenario to give the reader an understanding of how a public key can work.
First we will introduce the first two characters (entities) in our cryptographic
cast, Alice and Bob. Suppose that Bob has a public wall safe with a private
combination known only to him. Moreover, the safe is left open and made
available to passers-by. Then, anyone, including Alice, can put messages in the
safe and lock it. However, only Bob can retrieve the message, since, even Alice,
who left the message in the safe has no way of retrieving it.

In order to give a general overview of the basic Diffie-Hellman idea, we need
the notion of a one-way function, which we may view, at this juncture, as a
method of enciphering that cannot be reversed. For instance, if you write a
message on a piece of paper, then burn it, that is an example of a one-way
function since retrieving the message is impossible. One says, in mathematical
terms, that this is a function whose values are easy (computationally feasible)
to compute, but calculating that inverse is computationally infeasible, meaning

2-20Henceforth, by an entity we will mean any person or thing, such as a computer terminal,
which sends, receives, or manipulates information.

2-21From now on, by a channel we will mean any means of communicating information from
one entity to another. A secure channel is one that is not physically accessible to an adversary,
whereas an unsecured channel is one from which entities, other than those for whom the
information was intended, can delete, insert, read, or reorder data.

2:22Tn some parts of the literature, this is called the Merkle-Diffie-Hellman Key-Exchange
since R.C. Merkle was working on these same ideas at that time. Merkle was a graduate
student at the University of California at Berkeley, and was working on an idea for a one-way
function involving certain puzzles. This would evolve later into what we now call the knapsack
ciphers, none of which have survived cryptanalysis today. We will come back to this topic
in later chapters. Merkle actually proposed joint work in a letter he wrote to Hellman in
February 1976. However, it turned out that the Diffie-Hellman idea was both more efficient
and more secure than Merkle’s idea.
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that the task cannot be carried out in reasonable computational time. As Diffie
and Hellman put it in [69], a computationally infeasible task is one whose “cost
as measured by either the amount of memory used or the runtime is finite but
impossibly large.” (Typically, this means that it would take hundreds, if not
millions, of years on the fastest computer known.) However, if you burn the
paper, how does the intended recipient read the message? You need additional
information built into your one-way function so that the intended recipient can
recover the message. This additional information is called a trapdoor. Mathe-
matically speaking, a trapdoor in a one-way function is additional information
that makes the finding of the inverse a feasible task, but without the trapdoor
information, the task is computationally infeasible (see Chapter 4). For now,
think of a trapdoor as information that allows you to invert the function (de-
crypt the message), but if you do not know it, you cannot invert the function. It
is easy enough, as our paper-burning example indicated, to find one-way func-
tions, but getting those with trapdoors requires a bit more effort. So now let us
see how the Diffie-Hellman idea works.

Alice and Bob have never met, but want to establish a secret means of
communicating with one another. Bob and Alice both have unique public keys,
which we may envision as long strings of bits, published in some public data base
of keys that anyone can look up. Both Alice and Bob also have private keys that
they keep secure and known only to themselves, namely, only Bob knows his
private key?23 and only Alice knows her private key. Now, Alice takes a message
and uses Bob’s public key via a one-way function to encipher the message in
a manner that only Bob’s private key can decipher. So when Alice sends the
cryptogram, the only person in the world who can decipher it is Bob, with his
private key. Now suppose that another of our cast of characters, eavesdropping
adversary FEve, intercepts the message. Without Bob’s private key, she has
only trial and error at her disposal to try to cryptanalyze it, probably taking
millions of years, so her interception is useless. Thus, since Bob is the only
person who has both elements of the key pair, he can decipher the message
instantly. The message might contain the symmetric-key k, say, and a reference
to the symmetric-key algorithm, such as DES, say. Similarly, Bob uses Alice’s
public key and a one way function to encrypt a response, which would say
that he agrees to use DES with symmetric-key k for their correspondence, and
sends this to Alice, who uses her private key to decrypt, and she is the only
one who can do so. In the Diffie-Hellman scheme, k is the shared secret key
independently generated by both Alice and Bob. The key exchange is complete
since Alice and Bob are in agreement on k. Hence, over an unsecured channel,
they have established a secure means of communicating.

The observant reader may wonder why they do not just use this key pair for

2.23We use the convention that the term private key is reserved for use in association with
public-key cryptography, also called asymmetric-key cryptography, whereas the term secret
key is reserved for symmetric-key cryptography. The cryptographic community has adopted
this convention since it takes two or more entities to share a secret (such as the symmetric
secret key), whereas it is truly private when only one entity knows about it (such as with the
asymmetric private key).
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all of their correspondence rather than using it to set up a key exchange for use
with a symmetric-key cryptosystem. The reason has to do with efficiency, as we
will see in detail in Chapter 4. Public-key methods are extremely slow compared
to symmetric-key methods. In later discussions, we will see how both the public-
key and symmetric-key cryptosystems come to be used, in concert, to provide
the best of both worlds combining the efficiency of symmetric-key ciphers with
the increased security of public-key ciphers, called hybrid cryptosystems.

The Diffie-Hellman paper [69] was the “door-opener” to public-key cryptogra-
phy in that it was the landmark, since it had the first cryptographic protocol?24
with public-key properties including the idea of a trapdoor one-way function,
a partial solution to the public-key cryptosystem, and digital signatures (see
Chapter 4). At the end of their paper Diffie and Hellman state: “Skill in pro-
duction cryptanalysis has always been heavily on the side of the professionals,
but innovation, particularly in the design of new types of cryptographic systems,
has come primarily from amateurs.” They even go on to mention the “crypto-
graphic amateur”, Thomas Jefferson, and his wheel cypher and the fact that it
was used two centuries after its invention (see pages 66 and 67). Also, they talk
about the amateurs responsible for the rotor ciphers (see page 90).

In summary, the Diffie-Hellman key exchange allowed two entities to set
up a shared secret symmetric key, but they did not provide any method for
enciphering messages, or any way to extend to digital signatures, digital data
strings that associate a given message with its sender. As Diffie and Hellman
put it at the outset of their paper, “We propose new techniques for developing
public key cryptosystems, but the problem is still largely open.” This would
take a couple more years.

RSA and PKC

In 1978, a paper [230] was published by R. Rivest, A. Shamir, and L. Adle-
man. In this paper they describe a public-key cryptosystem, including key
generation and a public-key cipher, whose security rests upon the presumed
difficulty of factoring integers into their prime factors.??®> This cryptosystem,
which has come to be known by the acronym from the authors’ names, the RSA
cryptosystem has stood the test of time to this day, where it is used in cryp-
tographic applications from banking, and e-mail security to e-commerce on the
Internet. We will be discussing all these applications as we progress through
the text, and we will provide the details of the RSA algorithm in Chapter 4.
The astonishing aspect of the RSA cipher is that it rests upon mathematical
developments from the eighteenth century, merely updated to our modern-day
information-based computer world. In the RSA paper [230], Alice and Bob

2.24By a protocol, in general human terms, we will mean prearranged etiquette such as under-
stood behavior at a formal dinner party. On the other hand, a cryptographic protocol means
an algorithm, involving two or more entities, using cryptography to achieve a security goal,
which might involve issues of authentication, privacy, and secrecy, all of which we will discuss
in detail later in the text.

2:258ee theorem A.1 on page 469 in Appendix A.
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make their first appearance as sender and recipient of messages. These charac-
ters were quickly adopted by the cryptographic community, and were expanded
to include a family of characters, such as Eve, and a host of others whom we
will meet as our horizons broaden in our travels.

As the following diagram illustrates, if Alice wants to send a message to Bob,
she looks up his public key ep in a public data base and encrypts her message
m with it to get eg(m) = ¢, as ciphertext. If Eve is listening in, she has only
question marks in her head since she does not have access to Bob’s securely
protected private key dp, which is required to decipher the cryptogram. Of
course, for this to work, dg(eg(m)) = m must hold for all messages m, and
it must be impossible (or computationally infeasible) for anyone to decipher m
from ep without knowledge of dp, to which only Bob has access. (Think of
dp as Bob’s trapdoor information (his unique key) for unlocking the encrypting
(one-way) function ep, to recover m. Using the analogy described on page
99, eg(m) is his wall safe, which Alice locked with the message m inside, and
to which only he has the combination (key).) Hence, unlike a symmetric key
cryptosytem, an asymmetric key cryptosystem or PKC, has two distinct keys
for each person, a public one, such as Bob’s eg, which everyone can access, and
a truly private one, such as Bob’s dp, which he and only he knows, and keeps
secure. Hence, we make the distinction between asymmetric-key encryption or
PKC, and secret-key encryption or SKC, as illustrated on page 13 where both
the enciphering and deciphering keys must be kept secret.

Diagram 2.1 A Generic Public-Key Cryptosystem

(I): Encryption

Public Data Base
Bob’s Public Key EVE

[ Jk

; Encipher Message |Ciphertext:
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eg(m)

(II): Decryption

Secure Keysource
Bob’s Private Key

Deciph Plaintext:
‘Ciphertext: c‘ —CCpet, dg(c) =m
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The Secret Development of PKC

Now that we have learned about the pioneering efforts of Diffie, Hellman, and
Merkle in establishing PKC, it is time to remind ourselves that there is always
activity behind the shroud of government agencies involved in cryptology. It
is now public knowledge that the notion of PKC had already been discovered
years earlier by British cryptographers, but not officially released until relatively
recently. In December of 1997, five papers, [58], [76], [77], [281], [292], were
released by the Communications-Electronics Security Group (CESG), which is
the technical authority on official cryptographic applications for the British
Government Communications Headquarters (GCHQ), whose duty is to ensure
information security for their government.

Public-key methodologies were first discovered by the CESG in the early
1970s. We begin by talking about the author of two of the aforementioned
papers, who may be seen as the prime motivator. James H. Ellis (1924-1997)
was born in Australia, but his parents returned to London when he was still a
baby. After graduating from the University of London, he was employed at the
Post Office Research Station at Dollis Hill, whose cryptography section moved to
join the (newly formed) CESG in GCHQ in 1965. There Ellis became a leading
figure in British cryptography. The British government asked Ellis to investigate
the key-distribution problem since management of large amounts of key material
needed for secure communication was problematic for the military. In January
of 1970, Ellis established the fundamental ideas behind public-key cryptography
in [76]. He called his method nonsecret encryption (NSE). Hence, the discovery
of the idea of public-key cryptography predated Diffie, Hellman, and Merkle by
more than a half dozen years. In [77], published (internally) in CESG in 1987,
Ellis describes the history of NSE. In this paper, he says: “The task of writing
this paper has devolved to me because NSE was my idea and I can therefore
describe their developments from personal experience.” Also, in this paper Ellis
cites the 1944 publication [282] (by an unknown author for Bell Laboratories),
which he describes as an ingenious idea for secure conversation over a telephone.
This was his inspiration for NSE. Ellis states, in the aforementioned paper, that
this is how the idea was born, that secure communication was possible if the
recipient took part in the encryption process. At the end of his paper Ellis
concludes that the Diffie-Hellman idea “was the start of public awareness on
this type of cryptography and subsequent rediscovery of the NSE techniques I
have described.” Shortly after his death in 1997, GCHQ/CESG released the five
publications cited above. According to a spokesman for the British government,
the release of the papers was a “pan-governmental drive for openness” by their
Labour party.

Another author of one of the aforementioned papers is the second on the
scene. Clifford Cocks joined CESG in September of 1973, where he became
acquainted with Ellis’s ideas for NSE. He naturally moved to the idea of a one-
way function since he had studied number theory at the University of Cambridge
as a student. Cocks claimed that it took him only a half hour to invent the notion
in [58], dated November 20, 1973, wherein he essentially describes what we now
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call the RSA cryptosystem, with any differences being entirely superficial.

Our last character authored two of the papers under discussion. Malcolm
Williamson joined CESG in September of 1974. He learned from Cocks about
the NSE idea, but found it difficult to believe. By trying to disprove the ex-
istence of NSE, he discovered a notion equivalent to the Diffie-Hellman key-
exchange protocol. This means that the discovery of (a notion equivalent to)
RSA preceded that of (a notion equivalent to) Diffie-Hellman, which is the op-
posite of what occurred in the public domain. In [281], dated January 24, 1974,
Williamson describes what we now call the Diffie-Hellman key-exchange proto-
col, and in [292], dated August 10, 1976, Williamson improved upon the ideas
[281] he put forth in 1974.

In an interview in the the New York Times in December of 1997, Williamson
said that he felt bad knowing that others were taking credit for solutions found
at CESG. However, he concluded that this was just one of the restrictions to
which you agree and accept when you work for a government agency on secrecy
projects. On the other hand, Hellman has said that these things are like stubbing
your toe on a gold nugget left in the forest: “If I'm walking in the forest and stub
my toe on it, who’s to say I deserve credit for discovering it?” Hellman also stated
that he, Diffie, and Merkle were all “working in a vacuum”. He claimed that if
they had had access to the classified documents over the previous three decades,
it would have been a great advantage. Diffie commented that the history of ideas
is hard to write because people find solutions to different problems and later find
out that they have discovered the same thing as someone else. In fact, Diffie did
have meetings with Ellis in 1982, but Ellis never once disclosed his discoveries.
It is up to historians to sort out the details and the claims, but it is certain that
the ideas for public key cryptography were known (in the classified domain)
well in advance of the (publicly acknowledged) efforts of Diffie, Hellman, and
Merkle.

Perhaps the big difference between the CESG discoveries and those in the
public sector is that the individuals at CESG were “government-tied”. In other
words, they were extremely reluctant to develop their ideas since, first it went
against established practice, and second, even though they verified the validity
of public key, they knew it was far too slow compared to symmetric-key methods.
Thus, they never considered the use of hybrid cryptosystems that evolved in the
public domain, since the “cryptographic amateurs” were willing to take their
ideas to the limit, and they did so with amazing success.

After the introduction of the RSA public-key cipher, numerous other PKC
schemes came into being, which we will discuss in later chapters, along with
associated digital signature schemes, and other related schemes that we will
discover in due course. Some of these schemes had false starts and some had
weaknesses that it took years to discover and for attacks to be developed to
which they finally succumbed. One such type of cryptosytem is the knapsack
cryptosystem. In the late 1970s, these cryptosystems came into being with the
work of Merkle and Hellman (see [160]), but this was broken by Shamir (see
[247] and [248]) in the early 1980s. Also, in 1982, a new knapsack public-key
cipher, the Chor-Rivest knapsack cryptosystem, was introduced (see [56] and
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[57]). It took nearly two decades for this one to be broken, but it was cracked
in 2001 by S. Vaudenay (see [285]). It sometimes takes many years for attacks
to be developed so that a given cryptosystem will succumb, and the knapsack
family is a good example. Chor-Rivest was the last-standing secure knapsack
cryptosystem, so now they are chiefly of theoretical interest.

What made all of the above not just possible, but rather a necessity —
that good old mother of invention — was the advent of the Internet. While
information secrecy, as we have seen throughout history, was strictly the purview
of governments and their agents, the Internet, and its associated e-mail, and
e-commerce activities, demanded a mechanism for the ordinary citizen to have
their privacy concerns addressed. We now have personal identification numbers
(PIN)s to identify ourselves to automated teller machines (ATM)s as well as to
engage in banking on secure Web pages, all of which use public-key cryptography
to guarantee that credit cards, banking, and other sensitive personal data travels
securely to the intended target. Few of us actually understand the mechanisms
behind all of these protocols that we use every day (although this book will
foster that understanding), yet cryptography has become everybody’s business,
hence everybody’s concern. Therefore it is almost a personal duty that each of
us learn as much as possible about the underlying mechanisms that affect our
security, our privacy, and therefore our well-being.

Wireless telephones and e-mail traffic are notoriously insecure. Anyone with
minimal technology can “listen in” on electronic and voice conversations. There
are ways to ensure privacy in these matters and we are going to learn about
them.

By the mid-1990s, we had the standardization of digital signature algorithms
such as the Digital Signature Standard (DSS), and Internet cryptographic algo-
rithms for protecting e-commerce, such as Rivest’s RC4 algorithm, and others
about which we will learn the details later. There is much information for us to
process.

The Future

By the time the light of the twenty-first century shone upon us, we had the
new AES, and a promise of outstanding, if not, incredible possibilities for the
future. We will learn all about smart cards, including methods for storing your
medical data in such a fashion that if you were in an accident, the information on
the card could save your life. We will learn about secure methods of protecting
medical data bases, as well. There are numerous levels and types of cards, all
of which will be our tools and we will understand them. As well, there is the
area of biometrics such as fingerprints, eye retina scans, voice patterns, and
facial geometry, that can be used for identification, including fighting terrorism.
All will be ours to understand and appreciate. Then there is the realm of the
fantastic, what has not yet come to pass, but which has the potential to do so.

Quantum cryptography means the possibility of using quantum mechanical
properties of subatomic particles to give us encryption on a scale that, if it
ever came into being, would eliminate all classical symmetric and asymmetric



106 2. From Sixteenth-Century Cryptography

cryptosystems as if they were an extinct species of dinosaur. The reason is that
the existence of a true quantum computer could not only outperform classical
computers (for instance, breaking RSA since it could factor integers efficiently!),
but also do things that classical computers cannot do, such as generating truly
random numbers! We would even be on the brink of such phenomena as tele-
portation! We will understand how this has been done already on a subatomic
level. But we will leave this topic for the last chapter of the book. We have a
lot to learn before we get there.

We now have an overview of our history under our belts, a bird’s-eye view
of how we got here crytoplogically. In the next chapter, we begin to learn the
details of all the mechanisms we have talked about to this point. Let us get
started.
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Figure 2.23: The Cray XMP

The above image is courtesy of the National Cryptologic Museum. See
http://www.nsa.gov/museum/cray.html where the following caption is given:
“This Cray XMP was donated to the museum by Cray Research, Inc. It de-
notes the newest era of partnership between NSA and the American computer
industry in the employment of computers for cryptologic processes.”




Chapter 3

Symmetric-Key
Cryptography

Nature is a temple, where, from living pillars
confused words are sometimes allowed to escape;
here man passes, through forests of symbols, which
watch him with looks of recognition.
Charles Baudelaire (1821-67), French poet and critic
— translated from Les fleurs du mal (1857), correspondence no. 4

3.1 Block Ciphers and DES

In Chapters 1 and 2 we saw, through the vehicle of historical discourse, a
fair amount of cryptological terminology. We now review and summarize parts
of this as a background to our discussion of block ciphers in general, and DES
in particular.

On page 3, we began to learn about the very basic notions of cryptogra-
phy, and we developed more detailed knowledge as we learned about various
cryptosystems that were developed throughout history. However, the notions
in Chapters 1 and 2 were introductory and informal. Although those concepts
were sufficient to give us a vehicle for understanding the evolution of the subject
of cryptology, we need more. Now we strive for a clearer mathematical picture,
since in the final analysis, as we saw in these chapters, cryptology evolved, and
its modern-day manifestation is deeply rooted in a mathematical framework. If
we wish to have any concrete understanding of cryptology today, we are obliged
to understand its inner mathematical structures. We begin our quest for more
precision by formalizing the definition of cryptosystem given informally on page
4.

The reader unfamiliar with some of the background required may review
Appendix A, which has all the material required to understand what follows.
In particular, the reader unfamiliar with the notions of congruences, modular
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inverses, greatest common divisors, classes, prime factoring and related ideas,
should digress, at this juncture, to review the material presented for them in
order to ease their introduction to the following topics.

First we introduce some preliminary terminology. Both plaintext and cipher-
text are written symbols from some finite set A, called the alphabet of definition,
which may consist of letters from an alphabet such as English, Greek, Hebrew,
or Russian, and may include symbols such as &, <, &, ©, @, or any symbols
we choose to use to send messages. The message space, which we will denote
by M from now on, is a finite set of strings of symbols from the alphabet of
definition, which we will denote by A henceforth. If m € M, then m is called
a plaintext message unit. The ciphertext space, which we will denote by C in
what follows, consists of strings of symbols from A for the ciphertext. If ¢ € C,
then c is called a ciphertext message unit. The symbol, X called the keyspace,
will be used to denote the set of parameters from which we choose our keys for
a given cryptosystem.

On pages 12 and 13, we introduced the notion of a generic cipher and il-
lustrated the process of encryption and decryption. We also gave an informal
verbal description of the enciphering and deciphering transformations. The
reader needing a refresher of these concepts should review those pages before
proceeding to the following formal definition.

# Ciphers/Cryptosystems

An enciphering transformation (also called an enciphering function or en-
cryption function) is a bijective function

E,:M—C

where the key e € X uniquely determines E. acting upon plaintext message
units m € M to get ciphertext message units E.(m) = ¢ € C. A deciphering
transformation (also called a deciphering function or decryption function) is
a bijective function determined by a given key d € X, acting upon ciphertext
message units ¢ € € to get plaintext message units Dy(¢) = m. The application
of E. to m, namely, the operation E.(m), is called enciphering m € M. The
application of Dy to c is called deciphering c € C.
A cryptosystem or cipher consists of a set of enciphering transformations

{E.:e € X}
and the corresponding set of deciphering transformations
{Dyj:deX}={E;':ecX}.

In other words, for each e € X, there exists a unique d € X such that Dy = E_ 1,
with

Dy(E.(m)) =m for all m € M.
The keys (e, d) are called a key pair. The pairs of plaintext symbols and their
ciphertext equivalents:

{(m, Ee(m)) = (m,c) : m € M} is called a cipher table.
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A cryptosystem is called symmetric-key (also called single key, one key,
and conventional) if, for each key pair (e, d), it is computationally easy®! to
determine d knowing only e and to determine e knowing only d. (Often ¢ = d in
symmetric-key ciphers, adding more justification for the term “symmetric-key”.)

Remark 3.1 We caution the reader that the term “cipher” is not used uni-
formly throughout the literature. We have clarified and set our meaning here
so there is no confusion. Moreover, as discussed on page 6, the term “codes”
was historically blurred with the notion of “cipher”. However, we maintain the
definition of “cryptographic codes” given on page 6 to distinguish them from “ci-
phers” and non-cryptographic codes described therein. Lastly, the term “cipher
table” is sometimes used in the literature and throughout history to mean what
we have defined to be a “cryptosystem”. However, the more precise meaning
we have given to the term “cipher” here makes the context clear, and the term
“cipher table” is also well defined. For instance, cipher Table 1.2 on page 11
for the Caesar cipher is such an example, whereas the description of the enci-
phering and deciphering transformations that make up the Caesar cipher itself
are components of the cryptosystem established in this definition.

In Chapter 1, we encountered the notion of monoalphabetic ciphers (those
with a single-cipher alphabet/key, as we determined therein), with the Caesar
cipher as a worked example. Then we witnessed the evolution of the polyal-
phabetic cipher (those with more than one cipher alphabet), with Trithemius’s
tableau as a vivid example.

With monoalphabetic ciphers, an alteration of one letter in plaintext alters
exactly one letter in ciphertext. This makes the finding of the key by a frequency
analysis of the ciphertext a relatively easy task. In polyalphabetic ciphers, such
as the Vigenere cryptosystem, which we also studied in detail in Chapter 1,
for instance, the use of blocks of letters corresponding to the keylength makes
this more difficult, but still feasible since there is no interaction among the
characters in each block. The following more general type of cryptosystem
avoids these failings by enciphering blocks of many characters simultaneously,
so that changing a symbol in one plaintext block, should (potentially) result in
a corresponding change in all symbols in the corresponding ciphertext block.

We have already encountered an example of a “block cipher” on page 98.
Here we present a formal definition for the sake of completeness and for easy
reference.

€ Block Ciphers

A block cipher is cryptosystem that separates the plaintext into strings,
called blocks, of fixed length n € N, called its blocklength, and enciphers one
block at a time.

An example of one of the most basic kinds of block ciphers is the Caesar
cipher discussed on pages 11 and 12. We now look at a class of ciphers of which

3-1A computationally easy problem means one that can be solved in expected polynomial
time (see the section on complexity in Appendix A, especially page 501.)
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the Caesar cipher is a simple example. Before giving the formal definition,
we may think of the following type of cipher as a combination of an additive
modular cipher, such as the Caesar cipher where we add a fixed amount, say,
b, to the plaintext numerical equivalent, m, to get m + b(mod n), for a fixed
modulus n € N; and a multiplicative modular cipher, where we take a plaintext
message unit and multiply it by a fixed amount, say, a, to get ciphertext given
by am (mod n). Each of these values a, b, may be regarded as keys, so that used
in combination we get that the pairs (a,b) make up the keyspace. When we
combine all of this into one cryptosystem, we get the following type of cipher.

€ Affine Ciphers

An affine cryptosystem is a symmetric-key block cipher, defined as follows.
Suppose that both the message space M and ciphertext space are both Z/nZ
for some integer n > 1, and let the keyspace be given by

K ={(a,b) : a,b € Z/nZ and ged(a,n) = 1}.

Then for e,d € X, and m, ¢ € Z/nZ, the enciphering and deciphering transfor-
mations are given, respectively, by the following:

E.(m) = am + b(mod n), and Dy(c) = a~*(c — b) (mod n).

The Caesar cipher is the simple application of an affine cipher, where n = 26,
a =1, and b = 3. Here is a slightly more complicated example.

Example 3.1 Let n =26, and M = € = Z/267Z. Define an affine cipher via,
E.(m) =5m+ 11 = c¢(mod 26), and Dg(c) = 21(c — 11) (mod 26),

since 21 = 51 (mod 26). Now suppose that we are aware of the following cipher-
text having been enciphered with the above cryptosystem (Kerckhoff’s Principle
in action, see page 76).

¢ = (11,10,10,25,24,5,21,25,8,20,5,18,23,11,18,5,5,11,23, 1).

Then to decipher, we use Dy on each ciphertext message unit. For instance,
Dgy(11) =21(11 — 11) = 0 (mod 26), D4(10) =21(10 — 11) = 5 (mod 26),
and so on, (where the reader can now fill in the blanks), to achieve the plaintext,
m = (0,5,5,8,13,4,2,8,15,7,4,17,18,0,17,4,4, 0,18, 24).

Now, if we want the plaintext in English, we go to Table 1.3 on page 11, to get

affine ciphers are easy.
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Affine ciphers are just special cases of the following, which we informally
encountered on page 8. This can now be put into a well-defined mathematical
notion. The reader unfamiliar with, or in need of a reminder of at least the no-
tation for, the notion of permutations should review page 9 where we introduced
the informal notion therein.

€ Substitution Ciphers

A substitution cipher is defined as follows. Let A be an alphabet of definition
consisting of n symbols, and M be the set of all blocks of length » € N over
A. The keyspace, X, consists of all ordered r-tuples e = (01,09,...,0,) of
permutations o; on A. The enciphering and deciphering transformations are
defined by the actions below, respectively. If e € X and m = (mimsa...m,) €
M, then

E.(m) = (o1(m1),02(m2),...,00(m;)) = (c1,¢2,...,¢.) =c € C,
and for d = (dy,dy,...,d.) = (07,05, ...,00 ) =071,
Dy(c) = (di(c1),da(ca), ..., dr(c,)) = (07 (c1), 05 Hea), ..., 07 (c)) = m.
If all the keys are the same, namely, 01 = 09 = -+ = 0o, then this cryp-

tosystem is called a simple substitution cipher or monoalphabetic substitution
cipher. If the keys differ, we call this cryptosystem a polyalphabetic substitution
cipher.

Thus, we know that the Caesar cipher is an example of a block cipher that
is a monoalphabetic substitution, whereas the Vigeneére cipher, studied earlier
(see page 56), is an example of a polyalphabetic substitution.

As we have seen in Chapters 1 and 2, simple substitution ciphers suffer from
the inherent weakness that a frequency analysis can be done on the ciphertext,
whereas polyalphabetic substitution ciphers are more secure than the monoal-
phabetic ones.

When a substitution block cipher replaces one or more symbols by groups of
ciphertext symbols, we call this a polygram substitution cipher. We encountered
one of these already on page 68, namely, the Playfair cipher, which is an exam-
ple of a digraphic cipher. In fact, as we saw therein, this was the first literal
digraphic cipher. Another polygram substitution cipher we have already men-
tioned in our historical travels is the Hill cipher. We now describe this cipher
in detail.

The reader will need a tiny bit of elementary matrix theory, all of which is
supplied in Appendix A (see pages 491-494).

The Hill Cipher
Choose fixed r,n € N and let the keyspace
K = {e € My« (Z/nZ) : e is invertible},

and let the message space, M and ciphertext space C, both be (Z/nZ)". This
stands for r copies of the integers Z/nZ, meaning ordered r-tuples of integers
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modulo n (see Definition A.20 in Appendix A on page 477). Then for m € M,
e € X, ¢ € C, the enciphering transformation is given by

E.(m) =me =c,

and the deciphering transformation is given by

Note that
e is invertible, namely, d = e~ ! exists if and only if ged(det(e),n) = 1.

(See Appendix A, page 493.)

The above definition tells us that changing one character of plaintext will
usually change r letters of ciphertext. Hence, frequency analysis of ciphertext
is less effective, especially for large r. However, the Hill cipher succumbs to
known plaintext attacks (see Footnote 2.9 on page 84). Now we illustrate it
with a simple example, which is intended for the uninitiated reader. Merely
revisit pages 491-493 in Appendix A to see the simple methods for two-by-two
matrices illustrated there.

Example 3.2 Let n =26 and r = 2, so
A =17/26Z, M =€ = (Z/26Z)?,

and K consists of invertible 2 x 2 matrices with entries from Z/26Z. Thus, if
e € X, then ged(det(e),26) = 1 (see part (b) of Theorem A.25 on page 493).

For instance, take
(25
=314

for which det(e) = —7. Suppose that we want to encipher the plaintext:
message by matrix.
First we get the numerical equivalents from Table 1.8 on page 11:
12, 4, 18, 18, 0, 6, 4, 1, 24, 12, 0, 19, 17, 8, 23. (3.1)
Thus, we may set
my = (12,4), mo = (18,18), m3=1(0,6), mg=(4,1), ms=(24,12),

me = (0,19), m7; = (17,8), and mg= (23,25),

where we have used a “z” with numerical value 25 to make up the last ordered

pair mg. Now use the enciphering transformation defined in the Hill Cipher.
(Remember that once we get the entries in the final ciphertext matriz, we have
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to reduce modulo 26, namely, throw away all multiples of 26 until we are left
with a nonnegative numerical value less than 26.)

B(m1) = (12,4) ( 0 > — (10,24) = 1,

E.(ms) = (18,18 ) = (12,6) = c»,

and
E.(ms) = (23,25) ( 0 > = (17,7) = cs.
Now we use Table 1.3 to get the ciphertext letter equivalents and send
KYMGSYLYGMFYGNRH.

as the cryptogram. Now we show how decryption works. Once the cryptogram
is received, we must calculate the inverse of e, which is

_ 18 23

1 _ g

¢ =d= ( 19 22 )

To see why this is the case, see Example A.12 on page 493 in Appendix A, and
note that the multiplicative inverse of

det(e) = =7
modulo 26 is given by
(=7)"! = 11 (mod 26),

from Example A.5 on page 478 in Appendixz A. Now apply the deciphering trans-
formation to the numerical equivalents of the ciphertext as follows:
Da(c1) = D, -1(10,24) = (10, 24) < o ) — (12,4) = my,

Da(es) = D1 (12,6) = (12, 6) ( N oo ) — (18,18) = ms,

and so on until we achieve the original plaintext numerical equivalents. The
letter equivalents now give us back the original plaintext message via Table 1.3.
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On page 9, we looked at the concept of transposition/permutation ciphers.
We can now formalize this definition as well. First, as an introductory mecha-
nism, think of the following type of cipher as one in which the characters of the
plaintext are reordered according to some agreed-upon procedure by, say, Al-
ice and Bob, who are corresponding with one another (securely). For instance,
as we saw on page 9, the skytale is an historical example of such a cipher.
A modern-day example is in most local newspapers, namely, an anagram puz-
zle, which is a meaningful rearrangement of an already meaningful plaintext.
The clear conclusion, from the fact that these are solved on a regular basis by
ordinary readers, is that these kinds of ciphers are easily cryptanalyzed.

To informally introduce the notion of a “permutation” f on a set § =
{1,2,...,r}, we may think of f as a bijective function from § to itself. A naive
question that arises is: How many such permutations are there? We see that
for the first element 1, of 8 there are r choices to which it can be mapped, and
for the second choice, 2, there remain r — 1 choices to which it can be mapped
(since we cannot map the first element to more than one element given that f
is a function), and similarly for the third element, 3, there are » — 2 elements to
which we can map it, and so on. Hence, the total number of such permutations
is r!. This explains the cardinality of the keyspace below.

4 Permutation/Transposition Ciphers

A simple transposition cipher or simple permutation cipher is a symmetric-
key block cryptosystem having blocklength r» € N, with keyspace K being the
set of permutations on {1,2,...,r}. The enciphering and deciphering transfor-
mations are given as follows, respectively:

For each m = (mq, ma,...,m,) € M, and e € X,
Ee(m) = (me(l)a Me(2)y -+ me(r))a
and for each ¢ = (¢1,¢2,...,¢) € C,

Dy(c) = De-1(c) = (ca(1) Ca(2), - - - » Cd(r))-

In the above, notice that e implicitly defines r since e is a permutation on
r symbols. Moreover, in such cryptosystems, the cardinality |X| = r!. The
following is a simple, perhaps amusing, illustration of how such permutation
ciphers work in transposing the places where the plaintext letters sit.

Example 3.3 Suppose that r = 13 and M = € = Z/267Z. We apply the key

/1 2 3 4 56 7 8 9 10 11 12 13
€ =\l9 12 6 131 7 4 10 2 3 11 5 8

to the plaintext,
m = (m1»m27m3»m47m57m67m?vm87m97m107m117m127m13) =

(b7 /r?Z?t’ n767y7 S7p7 e? a’ r’ 8)’
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to get
Ee(m) = (me(1)7 M2y, Me3)y; Meay; Mesys Me(e)y Me(ryy Me(s)y Me(9)s Me(10)5

Me11yy Me(12)y me(13)) =
(m9,m127m6,m13,m17m7,m47m10,m2,m3,m117m5,m8) =

(P,R,E,S,B,Y,T,E,R,I,A,N,S).

On pages 45 and 46, we learned that Qalgashandi was the first to introduce
the intermingled use of substitution and transposition in a single cipher. In a
more modern-day setting, we saw how such a combination of substitution and
transposition was used in the World War II ADFGVX field cipher, whose use
is illustrated on page 80. Even closer to the modern day is the DES cipher,
which employs some of the best combinations of transposition and substitution.
Although we mentioned DES on page 98, we gave no indication of how this
block cipher works. It is now time to learn about this cryptosystem in detail.
Although this cryptosystem is no longer used as the standard, the fact that this
block cipher ruled the roost for about a quarter century makes it deserving of
a closer look, if for no other reason than historical, in keeping with Chapters 1
and 2. Moreover, certain stronger ciphers derived from it are still valid and in
use.

DES is a symmetric-key block cipher, encrypting octograms of bytes? with
a key based on a permutation, then sixteen substitutions followed by another
permutation. This is another way of saying that DES enciphers 64-bit blocks of
plaintext to produce 64-bit blocks of ciphertext, using the same key for encryp-
tion and decryption, a key that is based on a combination of substitution and
permutation techniques. However, in the interests of ease of presentation, we
are going to illustrate DES in a simplified form introduced by Ed Schaefer [232]
in 1996. This version uses only 8-bit plaintext and 10-bit keys to produce 8-bit
ciphertext, not secure, but pedagogically more satisfying for our purposes. (For
a complete description of the entire DES algorithm, see [169, pages 86-99].) We
look at each component of DES and build the edifice until the final construction
of the cryptosystem, dubbed S-DES.

3-2A byte is an 8-bit binary integer, see Footnote 2.7 on page 84. Therefore, an octogram of
bytes is a collection of eight bytes, or a block consisting of a 64-bit integer. In what follows,
we will suppress base-integer subscripts. For example, (110)2 will be written as (110) with
the context understood.
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3.2 S-DES and DES

Pass then through this moment of time in harmony with nature, and end
your journey in content, as an olive falls when it is ripe, blessing nature who
produced it, and thanking the tree on which it grew.

Marcus Aurelius (121-180 AD), Roman philosopher and emperor
— from Marcus Aurelius and His Times (see [11, page 43]).

We begin with an informal overview to describe the mechanisms behind S-
DES, which is a simplified version of DES, presented for pedagogical purposes.
Although DES reached the end of its cryptographic usefulness by the beginning
of the twenty-first century, it is valuable to look at its design and implementation
in order to understand how it stood the test for roughly a quarter century before
the cryptanalytic onslaught brought on by new mathematical and computational
power caused it to fall from grace.

¢ Overview of S-DES

As with any cipher, the encryption function takes the plaintext m and the
key k as input. For S-DES, m has bitlength 8 and k has bitlength 10.

First, m is put through what is called an initial permutation IP, followed by
two rounds of the same function (described below), which uses both permutation
and substitution in its execution, the first round followed by a swap of the left
and right 4 bits of the output. The 8-bit output of round two is put through
the inverse permutation IP~! to form the 8-bit ciphertext.

Each round of S-DES is described as follows. The 8-bit input is split into
left and right 4-bit blocks, L and R. Then there is an expansion of R to 8 bits
via an expansion permutation E, to get E(R). The 8-bit result, E(R), is added
modulo 2, denoted by 6, to an 8-bit subkey SK, generated from k in a separate
S-DES key generation stage; see Footnote 2.8 on page 84 for a motivation of
the use of @ with the one-time pad.3? The resulting 8-bit output E(R) & SK
is separated into left and right 4-bit strings, L; and R;, which are fed into two
separate substitution boxes, S; and Sy, respectively, called S-bozes (described
in detail below), which are publicly known lookup tables that take 4-bit inputs
and output 2-bit strings, L} and L. The resulting 4-bit string, (L}, L}), is
put through a permutation P, to produce a 4-bit output Z. Last, Z is added
modulo 2 with L to form L', and (L', R) is the output of the round.

All of the above is illustrated in Diagram 3.1, which is a single round of the
S-DES cipher. Then, before giving a detailed description of S-DES that will
extrapolate the above to a full explanation of all the detailed features of the
(simplified) cipher, we look at the motivations behind the design of DES itself.

3-3For the reader needing a reminder, see the detailed treatment of modular arithmetic
on pages 475-478 in Appendix A. We also had a brief elementary introduction to modular
arithmetic on page 12. As mentioned in Footnote 2.8, addition modulo 2 is often called
XORing in the computer science community since addition modulo 2 is bit by bit exclusive
or addition.
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Diagram 3.1 An S-DES Round
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¢ DES Design Principles

In a 1994 publication, [60], Coppersmith described the criteria used in the
design of DES. The focus is principally upon the design of the S-Boxes and
the permutation function that processes their outputs. There is an interesting
story behind this publication and what led up to it. Almost twenty years before
Coppersmith decided (or rather was allowed), to publish this knowledge, it was
known that IBM researchers had discovered an attack on DES, later known as
differential cryptanalysis (see Footnote 3.4 on page 127). This was, let us say,
not met with great joy by the NSA, since they had known about it for some
time and it was classified information. Moreover, added to this lack of joy at
NSA was the fact that IBM researchers had discovered methods for thwarting
the attack. Hence, the NSA went out of its way to sanction IBM and classify
the IBM discoveries. Not only was this attack a powerful tool against DES,
but also many other ciphers, and the NSA did not want this information to be
leaked. Coppersmith was one of the IBM researchers who worked on the meth-
ods for combating the attack. The compliance by IBM to the NSA demands for
secrecy only contributed to the speculation about potential secret back doors
through which NSA could cryptanalyze the DES cryptosystem. This is part of
the background to the controversy we discussed on page 98, which led to investi-
gations mentioned therein. Ultimately, the information became public through
independent discoveries, and as we have seen, the governmental agencies, such
as NSA, could no longer control the flow of information. The advent of the In-
ternet, public-key cryptography, and all the interrelated activities in the public
domain saw to that.

One important aspect of block ciphers, especially DES, that requires eluci-
dation is the notion of linearity. A linear cipher is one for which each output
bit is a linear combination of the input bits. An example of such a cipher is the
Hill cipher discussed on pages 111-113. The Hill cipher is easily broken with
a known-plaintext attack. The reason is that since a key matrix e acts upon
a plaintext matrix m to produce a ciphertext matrix ¢ via ¢ = me, then this
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1

can be analyzed in such a fashion that ultimately an inverse matrix m~" can be

found, so that
e=m"lc
and the key is recovered.

The only non-linear aspect of DES are the S-Boxes. Hence, an inherent
design of DES stipulates that no output bit of an S-Box can be a linear function
of the input bits. If they were, then the entire cryptosystem would be linear
and could be broken with a known-plaintext attack.

Now we list the principles that were revealed by Coppersmith in his article,
which concentrated upon the S-Boxes and their output. Thus, ensuring non-
linearity was the key to ensuring that the cryptosystem could not easily be
broken.

1. Linearity in the S-Box construction must be avoided. In other words, no
bit output by an S-Box is allowed to be anywhere near a linear function
of the input bits.

2. Each row of an S-Box should include all possible output bit combinations.

3. If two inputs to an S-Box differ in precisely one bit, or by exactly two middle
bits, then the outputs must differ in a minimum of two bits.

4. If two inputs to an S-Box differ in their first two bits, but have identical
last two bits, the two outputs must be distinct.

5. There are other criteria such as 2—4, which were designed to thwart differ-
ential cryptanalysis, and pertain primarily to the permutations that take
the outputs of the S-Boxes. Since these criteria are very technical, we do
not go into the details for the sake of efficiency. The reader may consult
Coppersmith’s paper [60] directly for the specifics, if necessary.

Now, we are ready for a detailed description of S-DES. First, recall our dis-
cussion and notation for permutations given on page 8, and the follow-up given
in the preceding section. The enciphering and deciphering in S-DES requires
several basic components. We begin with two of them that are permutations.

4 Initial Permutation

Let m = (mymamgmymsmegmymsg) be the byte of plaintext input. Then the
initial permutation IP acts according to the following transposition of places
where the plaintext sits, namely, IP retains all the plaintext bits, but merely
permutes them according to the rule given below.

P
i 1 2 3 4
IPj) |2 6 3 1

6 7
8 5

5 8
4 7
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Therefore, the action of IP on z is given in the following.

1P
j 1 2 3 4 5 6 17 8
Mip | M2 Mg M3 My Mg Mg Mz My

Hence, IP(m) = (mamgmsmimgmgmsmy). For instance, if m =
(10010111), then IP(m) = (01011101).

The next component is also a permutation used at various stages of S-DES.

¢ Expansion Permutation

This permutation, denoted by EP, takes a bitstring (binary number) of
length 4 (its bitlength), and expands it into a byte according to the following.

EP
1 2 3 4 5 6
EP(G) |4 1 2 3 2 3

7T 8
4 1

For instance, if © = (z1292x324) is the input, then the following table gives
us the action of EP on it.

EP
J 1 2 3 4 5 6 7 8
Tepy) | T4 T1 T2 T3 Ty T3 T4 X3

Hence, EP(2) = (z4r1222322232421). For example, if z = (1001), then
EP(z) = (11000011).

A very important aspect of S-DES is the key schedule. In other words, we
need to understand how the keys are used and generated in the cipher.

€ S-DES Key Generation

S-DES uses a 10-bit secret (shared) symmetric key

k = (e1ezesesesegeresegern),

say, and employs k to generate two 8-bit (sub)keys for deployment at various
stages of the encryption and decryption process. Here is how that is accom-
plished.

First, a permutation P is applied to k according to the following.

Pio |
4 5 6 7 8 9 10
7 4 10 1 9 8 6

3
2

1 2
Pio(j) |3 5
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Thus, P1o(k) = (eseseaereserperegeses).

Secondly, there is a circular left shift of 1 place, denoted by LS1, on each
of the left five bits and the right five bits, as follows. LS1(eseseseres) =
(esezereqes), and LS1(ejperegeses) = (e1egegeserp). Hence, under this shifting
process, (esesesereseiperegeses) becomes

(656267646361696866610). (32)

Then we apply yet another permutation called Pg, which selects 8 of the 10
bits and permutes them as follows.

Ps
3 4
7 4

i |1 2 5 6
Ps(j) | 6 3 8 5 10 9

Applying Pg to (3.2) yields
Pg(esezeresezeregegesern) = (e1eregeseseserpes) = ki,

where ky is now our first subkey for use later.
Now, we return to (3.2) and perform a left shift of two places, denoted by
LS2, on both the left and right 5-bit pieces to get

LS2(eseqereses) = (ereqeseses), and LS2(ejegeseserg) = (esegerperes),
yielding (ereqeseseaegeserpereg) to which we apply Pg to get
Pg(eresezeseseseseroerey) = (esesepeseipezeger) = kz,
where ko is our second subkey for use in the S-DES cipher.

The next essential component of the S-DES cryptosystem is an important
method of substitution, and an innovation of Feistel in his development of the
original DES. (However, it is believed, in some quarters, that Feistel got the
idea from the NSA; see [151, page 42]).

€ S-Boxes

An S-Box or substitution box for S-DES is a 4 x 4 matrix with entries from
Z/AZ (put into binary) with rows and columns labelled from 0 to 3 (put into
binary), that takes a 4-bit input and outputs a 2-bit string as follows.

If (zqxox324) is the input, then the output is given by one of the two S-Boxes
used in S-DES, defined as follows.

So 20 0 1 1 S: 20 0 1 1
3]0 1 0 1 3]0 1 0 1

EEA T2 |
0 0 0L 00 11 10|and [0 0 00 01 10 11
0 1 1110 01 00 0 1 10 00 01 11
10 00 10 01 11 10 1100 01 00
11 11 01 11 10 11 10 01 00 11
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Thus, for example if v = (x1222324) = (1101) is our input bitstring of
length 4, then if we wish to employ the first S-Box, we get Sp(1101) = (11),
since (x124) = (11) represents the fourth row, and (z2x3) = (10) represents the
third column, the entry at the intersection of which is 11. Similarly, if we want
to use the S-Box Sy, then S;(1101) = (00).

Perhaps the most complicated part of S-DES is the function that does the
combining of permutation and substitution.

¢ The S-DES Round Function

First, we need to describe a mapping F' that takes bitstrings of length 4
using a subkey SK, and outputs bitstrings of length 4.

Let * = (x122x324) be the input. Then F first uses the expansion EP to
produce EP(z), as described on page 119. Then this 8-bit result is added to the
subkey SK, modulo 2. Recall that addition modulo 2 is denoted by @. Thus,
this result is denoted by EP(z) & SK = (y1Y2y3Y4¥sYsy7ys) = y. For the sake
of convenience, we will denote the left four bits of a given byte, such as y, by

L(y) = (y1y2y3y4) and the right four bits by R(y) = (ysysyrys)-

The next action of F' is to feed L(y) into Sg to produce So(L(y)) = (2122), and
feed R(y) into S; to get S1(R(y)) = (z324). Thus, under this action y gets
sent to (So(L(y))S1(R(y))) = (z1222324) = z. Next, we apply the following
permutation to z.

Py

J

1 2 4
PaGj) |2 4 3 1

3
3

Therefore, we get Py(z) = (22242321) = Z, which is the final outcome for F,
namely, F(z, SK) = Z.

Now, the definition of the round function, denoted by fsg, which takes an
8-bit plaintext ¢ and a subkey SK, is given as follows.

fsk(t) = (L(t) & F(R(t), SK), R(t))-

Thus, the round function only alters L(t), the left four bits of ¢, leaving R.(¢)
unaltered. However, there is a reason for fsx being called a round function,
since there are two rounds. The next mechanism, the penultimate one, is a
means of swapping left and right bits.

4 The Switch/Swap Function

The switch function, denoted by SW, merely exchanges the left and right
four bits of an input m. Hence, if m = (L(m), R(m)) is an 8-bit input, then

SW(m) = (R(m), L(m)).
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The last aspect of S-DES is the inverse of the initial permutation.

€ The Inverse of IP
The inverse of IP, naturally denoted by IP™!, is given by the following.

P!

pi 1 3 4 5 6 7 8
IP ') |4 1 3 5 7 2 8 6

An easy means for finding the inverse of any permutation is as follows. Take
the table for IP on page 118, for instance. To find the inverse, just read off in
numeric order (determined by the second row), the terms in the first row. For
instance, the term in the first row sitting above 1, in the aforementioned table
for IP, is 4, so 4 is the first term in the table for IP~!. The term in the first
row sitting above 2 is 1, so 1 is the second entry in the table for IP™!, and so
on, to construct the above. Note that the reason for the above to work is that
IP(IP'(j)) = j for all j under consideration. So since IP takes 1 to 2, then
IP ' must take 2 to 1, and so forth. (See Definition A.5 on page 467.)

Now, we are in a position to describe the totality of the S-DES cipher.
@ The S-DES Cryptosystem

Given a 10-bit key k and an 8-bit plaintext m, to encipher, we execute the
following.

€ S-DES Encryption
1. Apply IP to m.
2. Apply fk, to the output from step 1. (This is round 1.)

Apply SW to the output of step 2.

- W

Apply fi, to the output of step 3. (This is round 2.)
5. Apply IP™! to the output of step 4.
Hence, the plaintext 8-bit message unit m gets sent to the 8-bit ciphertext

message unit ¢, the output of step 5, under this sequence of steps of the S-DES
cipher. To decrypt, we perform the following.

4 S-DES Decryption
1. Apply IP to c.
2. Apply fk, to the output from step 1. (This is round 1.)

3. Apply SW to the output of step 2.
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4. Apply fi, to the output of step 3. (This is round 2.)
5. Apply IP™! to the output of step 4.

The following is derived from Ed Schaefer, the creator of S-DES, [232].

Example 3.4 Suppose we are given plaintext bitstring m = (10100101) and key
bitstring k = (0010010111). First we generate our subkeys as follows.

1. Pyo(k) = 1000010111.

2. LS1(10000) = (00001) and LS1(10111) = (01111).
3. Pg(0000101111) = (00101111) = k.
4

. LS2(00001) = (00100) and LS2(01111) = (11101), (applying LS2 to the
output of step 2.)

5. Pg(0010011101) = (11101010) = ko, (applying Psg to the output of step 4.).

Now we encrypt as follows. First we calculate IP(m) = (01110100). Then
we need to calculate the round function for the first round fy, (01110100) =
(L(01110100) ® F(R(01110100), k1), R(01110100)). We do this as follows.

1. EP(0100) = (00101000).

2. EP(0100) @ k; = (00101000) @ (00101111) = (00000111).

3. S(0000) = (01) and S1(0111) = (11).

4. P4(0111) = (1110) = F(R(01110100), k).

5. L(01110100) & F(R(01110100), k1) = (0111) & (1110) = (1001).
6. fr, (01110100) = (10010100).

Now we apply the switch function, SW(10010100) = (01001001). The reader
may now verify the second round, namely,

r,(01001001) = (L(01001001)&F(R(01001001), k2 ), R(01001001)) = (01101001).

Last, we apply the inverse of the initial permutation, IP_1(01101001) =
(00110110), which is the ciphertext.
To decrypt, we reverse the process. First feed c into IP to get

IP(c) = (01101001),
then apply fi, to get (with the reader filling in the details),
5, (0110 ® F(1001, k2), 1001) = (01001001).
Then SW(01001001) = (10010100). Next,
fi, (1001 @ F(0100, k1),0100) = (01110100),

then the final application yields the original plaintext, IP_1(01110100) =
(10100101) = m.
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Diagrams 3.2 and 3.3 give a succinct presentation of S-DES.

Diagram 3.2 The S-DES Encryption Flow Chart

input: m = (m1m2m3m4m5m6m7m8)

|

|
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|
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output: ¢ = (c1eacszcqcscsercs)

The action between IP and SW is round 1, namely, the execution of f,,
and the action between SW and IP ! is round 2, the action of Srs-
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Diagram 3.3 The S-DES Decryption Flow Chart

input: ¢ = (c1cacseqcsegercs)

|

l

H cacecsct ||| cacseser ||

| N
= [Flesescoor, k)|

\ /
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NS
SW

“ C4C8C5C7 m M4MgMsM7 ||
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” mommeInsimg m mamgmsmy ”

output: m = (mimomsmymsmegmrms)
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€ Analysis of S-DES and Comparison to DES

Schaefer relabeled S-DES as baby DES since it is a much simpler block cipher
than the full-blown DES. S-DES will encipher one block at a time and there are
28 possible plaintext blocks since we are dealing with 8-bit plaintext bitstrings.
In terms of composition of functions, all of the above discussion of S-DES can

be encapsulated in the following (see Definition A.5 on page 467 in Appendix
A).

(IP~" o fr, oSW o fi, o IP)(m) = IP ' (fi,(SW(fi, (IP(m)))) = c.

Full DES takes 64-bit plaintext blocks, a 56-bit key, from which sixteen 48-bit
subkeys are generated, and sixteen round functions, which we will label fi, for
j=1,2,...,16. Hence, we may specify (full) DES now as a single composition
of functions.

(IP ' o fr,, 0SWo fr,, 0SWo---0 f, o IP)(m) = c.

Moreover, in DES, we have eight S-Boxes S; for j = 1,2,...,8, each having 4
rows and 16 columns, where

Sj (m1 m2m3m4m5m6)

picks out the entry in row (mimg) and column (memsmyms), which represents
16 possible entries, in binary, for each such row. Also, P4 in S-DES, is replaced
by P32 in DES, which is half the bitlength of the input in either case.

One of the weaknesses of DES that makes it unsuitable for use, and ranks it
as below standard for the modern day are its weak keys, which are keys k such
that

Ek(Ek(m)) =m for all m € M.

DES has four of these as follows, where an exponent means the repetition of
that bitstring the number of times the exponent dictates.

= {(0287 028), (1287 128), (0287 128), (128’ 028) c ZQS % Z28}'

With these keys, encryption is the same function as decryption, so these keys
must be avoided. There are also semiweak keys, which are key pairs (ki, k2)
such that

Ex, (Eky(m)) = m for all € M.

There are six of them. They are listed as follows:

((01)*(01)™, (10)4(10)™),
((01)*(10)™, (10)*(01)™),
((01)™(0)*, (10)*(0)*%),
((01)™(1)%, (10)**(1)*%),
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((0)*(01)™, (0)*(10)™),

and
((1)*(0n)™, (1)**(10)™).

Each of these 56-bit key pairs will encipher plaintext to identical ciphertext. In
other words, one key in the pair can decipher messages enciphered with the other
key in the pair. Hence, these key pairs generate only two different subkeys, each
of which is used eight times in the DES algorithm. They have to be avoided.

Another weakness of DES is the complementation property, described as
follows. Let ¢(k) denote the bitwise complementation of an input key k in
DES. In other words, replace all 0’s with 1’s and all 1’s with 0’s. DES satisfies
the following, which the reader may verify by trying this complementation on
Diagram 3.1 on page 117.

DES Complementation Property

Ee(ry(c(m)) = c(E(m)).

In plain words, if one enciphers the complement of the plaintext with
the complement of the key (the left side of the equation), then one
gets the complement of the original ciphertext (the right side of the
equation).

This says that complementation of the plaintext yields complementation in
the ciphertext, and this means that a chosen-plaintext attack®? against DES
only has to test half of the keyspace of 2°¢ keys, namely, 2°° of them.

As mentioned in Chapter 2 (see page 98), DES reached the end of its abil-
ity to deliver as a secure cryptosystem by the end of the twentieth century,
and, of course, S-DES is a a weaker version intended only to display the basic
principles behind its construction. In Section 3.5, we study its successor, the
Advanced Encryption Standard (AES). For now, we need to look more deeply
into the design principles underlying DES since they are important from several
perspectives for an understanding of symmetric-key block ciphers.

@ Feistel Ciphers

A Feistel cipher is a block cipher that inputs a plaintext pair (Lg, Ry), where
both halves Ly and Ry have bitlength b € N and outputs a ciphertext pair
(R, L), where R, and L, have bitlength b € N for each r € N, according
to an iterative process, making it what is called an iterated block cipher. A

34A chosen-plaintext attack means that a cryptanalyst chooses plaintext, is then given the
corresponding ciphertext, and analyzes the data to determine the encryption key. One of the
best-known chosen plaintext attacks against iterated block ciphers is differential cryptanalysis
(DC). The original idea was developed by Murphy [175] in 1990, as an attack on another block
cipher. It was improved and perfected by Biham and Shamir [23] and [24] in 1993, who used it
to attack DES. DC involves the comparisons of pairs of plaintext with pairs of ciphertext, the
task being to concentrate on ciphertext pairs whose plaintext pairs have certain “differences”.
Some of these differences have a high probability of reappearing in the ciphertext pairs. Those
which do are called “characteristics”, which DC uses to assign probabilities to the possible
keys, with an end-goal being the location of the most probable key.
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key k is input and subkeys k; for j = 1,2,...,r are generated from it via a
specified key schedule. Generally, k; # k; for j # i, and k # k; for any j. A
function F, called a round function (iterated over r rounds, all of which have
the same construction, described below), acts on plaintext pairs (R;_1, k;) for
7 =1,2,...,rin a prescribed fashion, in concert with a switching function. The
ciphertext output is (Lj, R;), where L; = R;_; and

Rj =Lj_1® f(Rj—1, k). (3.3)

In other words, if
(Lo, Ro) = (R_1, Ro)

is the initial input plaintext, then for rounds j =1,2,...,r+1, (Lj—1,Rj_1) =
(Rj—2,Rj_1) is input and

(Lj, Rj) = (Rj—1,Lj—1 & f(Rj-1,k;)) (3.4)

is output.

The methodology prescribed for each round is that a substitution is executed
on the left-hand data, from the previous round, via the action in the right-hand
side of (3.3), to yield

(Lj—1 & f(Rj-1,k)), Rj—1). (3.5)

This is followed by a permutation yielding (3.4), which essentially results from
a swap of the two halves of the data in (3.5). This process turns out to be
a configuration of a methodology called the substitution-permutation network
(SPN) put forth by Shannon, [250], about whom we will say more below.

The above Feistel encryption is essentially the same algorithm as the de-
ciphering scheme. To decipher, one inputs the ciphertext, with the use of the
subkeys in the reverse order. Hence, we have a nice feature for implementation in
that essentially the same algorithm is used for both encryption and decryption.

We now look at some design features of Feistel ciphers. We outline only the
barest of statements about each principle, which we will expand in the section
immediately following this list.

@ Feistel Design Principles

1. Block Size: A large blocklength is chosen for increased security, with
a 64-bit blocklength having been common, but blocklengths of 128 bits
or more, becoming standard due to modern demands stemming from in-
creased cryptanalytic developments.

2. Keylength: When first developed, a 64-bit keylength was used, but, as
we have seen, this has not survived the cryptanalytic onslaught. Now
typically 128-bit keylengths are becoming standard.

3. Rounds and Round Functions: More rounds mean more security, with
typically sixteen rounds being most common. A round function with in-
creased complexity adds to the security.
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4. Subkeys: Generation of subkeys from an input key during the operation
of the algorithm aids in thwarting cryptanalysis.

S-DES and DES are examples of Feistel ciphers (with the only deviation
from the above being that DES and S-DES begin and end with permutations).
S-DES has a round function given above with » = 2, and subkey generation
described in the above key schedule. DES is a Feistel cipher with r = 16.

Now we are in a position to explain the intimate details of just how the
substitutions and permutations are used in Feistel ciphers in general, and DES
in particular.

¢ Confusion and Diffusion

DES is basically a block cipher combining fundamental cryptographic tech-
niques, confusion and diffusion. Confusion obscures the relationship between
the plaintext and the ciphertext, which thwarts a cryptanalyst’s attempts to
study the ciphertext by looking for redundancies and statistical patterns. The
best way to cause confusion is through the use of a complex substitution algo-
rithm. (Note that a simple linear substitution such as some we have studied
earlier, would add negligible confusion. It is necessary to have a deeply complex
substitution algorithm in order to cause confusion.)

Diffusion dissipates the redundancy of the plaintext by spreading it over
the ciphertext, which frustrates a cryptanalyst’s attempts to search for redun-
dancies in the plaintext through observations of the ciphertext. The simplest
manner in which we can cause diffusion in a binary block cipher is through re-
peatedly performing a permutation on the data followed by the application of
a function to that permutation. This results in bits from different positions in
the plaintext contributing to the same position in the ciphertext. Since DES in-
volves an initial permutation followed by sixteen rounds of substitution, then a
final permutation, DES essentially employs a sequence of confusion and diffusion
techniques.

In 1949, Shannon published [250] in which the terms “confusion” and “dif-
fusion” were introduced. His idea was to thwart frequency analysis by cryptan-
alysts, such as those we have studied in Chapters 1 and 2. We will learn more
about Shannon later; see Section 11.1, pages 425—426.

The plaintext block size in DES of a 64-bit key input (reduced to 56-bit in
the algorithm, since eight of the bits are parity check bits that are discarded)
proved to be insecure for modern purposes. The new AES, which we will study
in Section 3.5, has a 128-bit keylength, which is common in much of modern-day
cryptosystems. (Many of us will see at the bottom of our browsers, when logging
into a secure Web site such as online banking, something akin to “connection
secure — RC4: 128-bit encrypted.” This is referring to Rivest’s secure 128-bit
RC4 cipher, a “stream” cipher, which we will study in Section 3.7.) The greater
the number of rounds in a Feistel cipher, the greater the security. Today, sixteen
rounds is typical. Of course, the greater the complexity of the round function,
the greater the difficulty for a cryptanalyst & la Shannon [250]. In fact, Shannon
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laid down commandments in the 1940s for secure symmetric-key cryptosystems.
He first echoed Kerchoff’s Principle (see page 76). Furthermore, he stipulated
that any secure cipher must include both confusion and diffusion techniques, as
does DES, for instance.

Let us now review classical ciphers in this light. Monolaphabetic substitution
ciphers fail Shannon’s criterion on both counts since no confusion or diffusion
exists, given that all plaintext symbols are sent to the same ciphertext symbols
and there is no transposition. With polyalphabetic substitution ciphers such as
Vigenere, there is the use of confusion, since plaintext letters do not go to the
same ciphertext letters, but they fail at diffusion since there is no transposition.
Transposition ciphers use diffusion by definition but confusion is not necessarily
employed, certainly not often effectively if it is. Now, we return to to DES.

4 Double DES

One may strengthen DES by multiple encryptions (which means the applica-
tion of the encryption algorithm several times, in the same fashion as we would
compose functions numerous times). For instance, there is double DES wherein
we have two keys k; and ko so that encryption is given by

Ey, o Ey, (m) = Ey,(Ex, (m)) = ¢ for any m € M,

and decrypt via
m = Dy, (Di,(c)) = Di, © D, (c).

On the surface, it would seem that the ostensible keylength in the double DES
scheme involves 2 x 56 = 112 bits, which would be a significant increase in
security over DES. However, reality has a way of interfering with expectations.
Double DES has only a 56-bit keylength security level (which makes it only neg-
ligibly better in use than the original DES, which has 55-bit keylength security
due to the complementation property described on page 127). This weakness
of double DES was proved by Merkle and Hellman [161] in 1981. They show
that the security is reduced from 112 bits to 56 bits by making use of the meet-
in-the-middle attack, which we now describe in the interest of completeness.
Moreover, this form of attack is closely related to another attack (called the
“birthday attack”, which we will study in Section 7.1).

The meet-in-the-middle attack was introduced in 1977 by Diffie and Hellman
[70]. Tt is based upon the following simple observation. Since

Ekz (Ekl (m)) = ¢, then Dkz (C) = Ek1 (m)7

given that Dy, o Ey, is the identity function, by definition. The way the attack
works is that we are given a known plaintext/ciphertext pair (mg,c1), and we
set up a table, which we will call T, of (sorted) values consisting of all 256
possible values of Ej, (m). Now we start calculating another table consisting of
all possible values of Dy, (c), one at a time, checking each one against the values
in table 7. If there is a match, say (K1, Ks), then we take another known
plaintext /ciphertext pair (ms, c2), and check for the equality:

Ek,(m2) = D, (c2).
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If so, we accept this key pair as the legitimate keys.

To see why this works, and to set up our discussion of the so-called birthday
attack later, consider the following. Suppose that we have an N-element set of
values and we want to find a match of two of them. We split the values into two
sets of ny and ny values, say. There are nins pairs of elements and each pair
has a chance of 1/N in matching up. Hence, the match will likely occur when
(n1n2)/N is close to 1. Thus, if we choose

nlzng’*ﬁ\/N,

we achieve maximum efficiency in this search. Now, go back to the specific situ-
ation with double DES. Since N = 212 and /N = 256 we see why the effective
keylength security of double DES is 2°6. This level of multiple encryption is
therefore insufficient. We need more.

At the end of the twentieth century when DES had reached the end of its
reign, and before the AES came into effect, the National Institute of Standards
and Technology (NIST)3® proposed an interim standard as follows; see [94].

# Triple DES

Let E. and D4 denote the DES enciphering and deciphering transformations,
respectively, and let k£ denote a DES key. We employ three keys k; for j = 1,2, 3.
Then enciphering of plaintext is achieved via

Eks (Dkz (Ek1 (m))) =¢
and deciphering occurs via

Dkl (Ekz (Dkz (C))) =m.

Multiple encryptions strengthen the cipher so long as we do not have k1 = ko
or ko = k3, since then,

either Dy, o Ey, or Ey, o Dy, is the identity function

so we are back at square one with single DES. It is allowed that k1 = k3, or
that all are distinct.

It turns out that multiple encryption of DES would be rendered useless if
it were the case that for any given keys ki and ko, there existed a key k3 such
that

Ej, (m) = L, (Ekl (m))

for all plaintext inputs m. (This property, if it held, would be tantamount to
DES permutations being closed under composition, and this would happen if
DES satisfied the property that the set of permutations is closed as a group
under composition.) Then multiple encryptions would be reduced to single
encryptions and again we would be back to square one. However, in 1992

3-5See the NIST homepage: hitp://www.nist.gov/.
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Campbell and Weiner saved the day by proving, in [51], that DES is not a group.
In fact, they showed that a lower bound on the size of the group generated by
composing the set of permutations is 10%4%?. Thus, since we are safe on these
issues, then with the proper choice of three keys triple DES has the effective
keylength of 168 bits, making it a reasonable alternative, and triple DES is
resistant to the meet-in-the-middle attack. That being said, triple DES still
inherits the disadvantages of DES, such as weak keys, semiweak keys, and the
complementation property mentioned earlier. (It should be pointed out, in
anticipation of the next section, that part of the ANSI X59.52 Triple DES
Modes of Operation Standard, involving the CBC mode described on the next
page, was cryptanalyzed in 2002 (see [22]). As a result, ANSI removed this
mode from the proposed standard.)

There are other strengthenings of DES possible. Rivest developed a provably
strong improvement to DES, called DESX. It simply does the following. Choose
three keys kq, ko, k3, and encipher by executing

k1 ® By, (ks ®m).

In other words, we add a 64-bit key k3 modulo 2 to the input plaintext m before
encryption, then we encipher the result with key ko, and lastly add the 64-bit
key ki1, modulo 2, to the ciphertext. In 1996, both Killian and Rogaway [136]
and Rogaway [231] demonstrated the improved security of DESX over DES.
The security of DESX against the DC attack (see Footnote 3.4 on page 127) is
roughly equivalent to that of DES.

An attack developed more recently than DC is one by Matsui [156] in 1994,
called linear cryptanalysis (LC). This is one of the most prominent known-
plaintext attacks3-6 against block ciphers. (See [122] for a nice tutorial treatment
of both LC and DC.) LC uses linear approximations to describe the behavior
of the block cipher under attack. Matsui successfully used LC against DES to
obtain a key with 243 known plaintexts (see [157]).

In general, block ciphers with larger S-boxes are less susceptible to DC and
LC attacks. The next block cipher that we describe is therefore stronger than
DES since it has larger S-boxes. First, we look at “modes of operation” for
block ciphers, which allows us to apply them to a variety of situations.

3:-6 A known-plaintext attack occurs when a cryptanalyst has both ciphertext and plaintext
from intercepted cryptograms as data from which to deduce the plaintext in general, or the
key. In the case of a simple cipher such as the Caesar cipher, for instance, only one plaintext-
ciphertext pair needs to be known to determine the key, which is instantly known to be the
distance the enciphered symbol is shifted from the plaintext symbol, namely 3 units.
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3.3 Modes of Operation

In architecture as in all other operative arts, the end must direct the opera-
tion. The end is to build well. Well building hath three conditions. Commodity,
firmness, and delight.

Henry Wotton (1568-1639), English poet and diplomat
— from Elements of architecture (1624, page 1)

We need to examine how block ciphers, such as DES, may be applied to a
variety of situations, called modes of operation. Symmetric-key block ciphers
have five modes of operation recommended by NIST, and defined in FIPS 81,
December 2, 1980, as well as in ANSI X3.106 — 1983, with the number of modes
expanded from four to five in Special Publication 800 — 38 A, December 2001.
These modes (initially intended for DES) are meant to address every conceivable
application for cryptology to which block ciphers can be applied.

Before describing the formal details of each mode, we present a brief verbal
introduction.

€ Block Cipher Modes — Overview

1. Electronic Codebook (ECB): Each 64-bit block of plaintext is enci-
phered with the same key, albeit independently. This mode is typically
used to send small amounts of data such as a symmetric key.

2. Cipher Block Chaining (CBC): The input is the addition, modulo 2,
of the previous 64 bits of ciphertext with the succeeding 64 bits of plain-
text. Normally, this mode is used as a general-purpose block-transport
mechanism, but also may be employed for authentication purposes.

3. Cipher Feedback Mode (CFB): This mode employs a chaining mecha-
nism similar to CBC. It uses prior ciphertext as input and outputs pseu-
dorandom strings that are added, modulo 2, with plaintext to produce the
next quantity of ciphertext. This mode is employed as a stream-cipher-
oriented means for general-purpose messaging since it processes n € N bits
at a time.

4. Output Feedback (OFB): This is comparable to CFB mode with the
exception that its input is the prior block cipher’s output. This mode is
usually employed for stream-cipher-oriented communications, especially
those requiring message authentication, such as a MAC (see Chapter 7).

5. Counter Mode (CTR): The ciphertext is formed via a modulo 2 addition
of a plaintext block with an enciphered counter, which is updated for each
succeeding block. This mode is remarkably easy to use, and is typically
utilized for high-speed transmission. In fact, this is the least-known of the
modes, but is rapidly gaining ground with working cryptographers in the
field as an excellent means of using block ciphers in a variety of situations.
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@ Block Cipher Modes — Detalils

In what follows E}, is the enciphering function for the block cipher E using
the key k, whereas Dy = E, ! denotes the decryption function.

# Electronic Code Book (ECB)

We begin with the simplest of the modes. In ECB mode, we input a sequence
m; for j > 1, of 64-bit plaintext blocks, each of which is enciphered with the
same key, producing a string of ciphertext blocks c;. In other words,

enciphering is Ej(m;) = ¢; and deciphering is E; ' (¢;) = m;.

The problem with this is that two identical plaintext blocks get sent to identical
ciphertext blocks, which can be exploited by a cryptanalyst. Some experts feel
that this weakness is sufficient to render it insecure for any use, while others
feel that it is ideal for sending small amounts of data such as the sending of a
DES key. It certainly should not be used for sending large amounts of data in
any case. The aforementioned weakness of ECB is overcome in the next mode.

4 Cipher Block Chaining (CBC)

In CBC mode, we first let IV be an initialization vector (meaning a 64-bit
input bitstring), set co = I'V, and let k be the 64-bit input key. Given a sequence
m; of 64-bit plaintext blocks, for j > 1, we recursively define

encryption by ¢; = Ey(cj—1 @ m;), and decryption by m; = E,;l(cj) ®cj_1.

Thus, the weakness of ECB mode is eliminated by the modulo 2 addition of
plaintext blocks with previous ciphertext blocks, thereby randomizing the plain-
text with the previous ciphertext. Essentially, this means that we have “chained
together” the sequence of enciphering plaintext blocks. This obscures the rela-
tionship between the plaintext and ciphertext, substantially reducing the data
for a cryptanalyst to use effectively.

Next is the not-so-obvious problem of how to choose IV. Most texts rec-
ognize the problems with leaking information about IV, and therefore suggest
keeping it as secure as the key, since a cryptanalyst can derive information from
it by posing as a sender using the man-in-the-middle attack.>” However, few
cite the best solution to this problem. We should not have a fized IV or even a
randomized IV since there remains the problem (the one for which it is deemed
necessary to keep I'V a secret), namely, either method requires that the recip-
ient of the message has to know this V. In the case of a fixed IV we return
to the ECB problem in encryption of the first block of each message. With
the randomized IV, we require a secure randomizer at hand, for each message,
which adds more effort in the use of the cipher, since as we will discover later,

3:7To describe this attack, we introduce another of our cryptographic cast of characters,
Mallory, the malicious active attacker. (This is as opposed to Eve, our passive eavesdropper.)
The principal idea in the man-in-the-middle attack is that Mallory assumes a position between
Alice and Bob. Mallory can stop all or parts of messages being sent between them and
substitute his own data. In this way, he impersonates Alice and/or Bob who believe they are
communicating with each other, while they are really talking to Mallory.
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obtaining secure randomizers is a difficult task. There is a better method, which
essentially uses the idea behind the one-time-pad (see page 83).

First, a monce is a unique number used ezxactly once in a given protocol.
(This is derived from number used once.) As with the one-time-pad, a nonce
should never be used more than once. In this fashion, we eliminate the need to
keep the nonce secret. A nonce-generated IV is one where the I'V is enciphered
with the block cipher in CBC mode as follows.

1. Using a counter that starts at 0, assign a number to the message and use
this number to generate a (unique) nonce.

2. Encipher the nonce with the block cipher, such as DES, to generate the I'V.
3. Encipher the message in CBC mode using the IV.

4. Instead of sending ¢y = IV as above, add the message number appended to
the front of the ciphertext.

5. To ensure that there is a safeguard built in to guarantee the nonce is
never accepted more than once by a recipient, the receiver will not accept
messages with an assigned number less than or equal to the previously
assigned message numbers.

If there were a popularity contest among the modes, CBC would probably
win as the most utilized of them all. It certainly is an excellent all-purpose
application for sending block data. However, others are gaining ground.

# Cipher Feedback Mode (CFB)

In CFB mode, again we input IV, m; as above, and set co = I'V. Then we
produce subkeys by enciphering the previous ciphertext block. In other words,
for j > 1,

Ex(cj—1) = kj, then produce ciphertext: ¢; = m; @ k;.

CFB encryption is similar to CBC encryption in that the chaining mechanism
causes ciphertext block ¢; to depend on my, for £ < j. Moreover, the same issues
with the I'V remain.

4 Output Feedback Mode (OFB)

In OFB mode, we input IV, k, m; for j > 1 as above, and set ky = IV.
Then subkeys are computed by repeatedly encrypting the initialization vector,
in a mechanism described by the following.

OFB Feedback Mechanism

kj = Ey(kj-1)

Then m; is enciphered via

c; =m; ®k; for j > 1.
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In ECB and OFB modes, changing one input block m; causes ezactly one
ciphertext block ¢; to be changed. This is valuable in such applications as the
encryption of satellite transmissions. In CBC and CFB modes, a change to
input block m; changes c¢;, cj41,... . This turns out to be useful in applications
involving message authentication. In other words, these latter two modes can
be used to produce a message authentication code (MAC). What this means
is that the MAC can be used as an electronic signature (or digital signature,
which we will study in Section 4.3), that will convince the receiving party of the
authenticity of the message.

In OFB mode, the block cipher is used to generate a pseudorandom stream
of keys. This is an example of a keystream about which we will learn much
more in Section 3.6, when we study stream ciphers. The I'V has to be random,
so it can either be chosen randomly or generated as a nonce as in CBC mode.
Moreover, only the enciphering function is needed since enciphering is exactly
the same method as deciphering. Also, since the keystream is generated in the
above fashion, then there is no padding®® required. In other words, one needs
only send a ciphertext as long as the plaintext (and not have to pad to fill in
the blocklength).

A major weakness of OFB mode is that if the same I'V is ever used for two
different messages, then a cryptanalyst, Eve say, can add ciphertext modulo 2
to recover plaintext. To see why, assume that ¢; and ¢; were enciphered using
the same keystream, k;. Then

ci Dej=m;®k; ©m; & ki =m; &my,

and now Eve has a means of computing the difference between two plaintexts.
This is a disaster if Eve knows one of the plaintexts already since then she
readily gets the other. Moreover, even if she does not know either one, there are
means of recovering both from information about the differences between them
(see [130], as well as [286] for active attacks on OFB). We will return to OFB
when we study stream ciphers in Section 3.6.

4 Counter Mode (CTR)

Counter mode (CTR) has been around since 1980 or so, but was not stan-
dardized until December of 2001 by NIST, as mentioned at the outset of this
section (see [73]). Thus, it has not appeared in most textbooks as a mode of op-
eration. However, it has recently been gaining in popularity and many consider
it to be the best mode. As with OFB, it is a stream cipher, the methodology
for which we now describe.

A nonce n is concatenated with the counter ¢ and enciphered to form a single
block of key for i = 1,2, ...,

ki = Ex(n,1);

3-8 Padding means appending a randomly generated bitstring of suitable length to the plain-
text prior to encryption, a practice also called salting, since we change the “taste” of the
message, so the result is called a salt. Moreover, the random bitstring must be independently
generated for each separate encryption.
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and ciphertext is obtained via
¢; = m; @ k; for given plaintext blocks m;.

Therefore, the counter and nonce must fit into a single block (for instance, a
128-bit block in most modern-day ciphers would not present a problem). For
reasons discussed in above modes, the nonce must be used exactly once for each
plaintext block encrypted.

To decipher, the same set of nonce/counter concatenated values are used as
follows to recover plaintext:

For each 1 = 1,2, ..., execute k; = E(n,i), then m; = ¢; ® k;.

CTR does not suffer the problems cited for other modes because all the k;
are distinct since they are encipherings of a concatenation of nonce and counter,
used only once. Then all plaintext m; get enciphered via k; to distinct ciphertext
values, so two keyblocks (formed by the ciphertext values) are never the same.

CTR is an all-purpose block-oriented method that is highly useful for high
speed transmissions, the reason being that the keystream can be paralleled to
any desired level. The structure of CTR, moreover, ensures that its use is as
secure as that of the underlying block structure.

CTR, as with OFB, does not require padding, whereas CBC does. CTR
may, in fact, be considered to be a simplification of OFB, which solves one of the
problems inherent in the latter. The counter replaces the feedback mechanism
in OFB, discussed earlier, and this provides a formidable feature of CTR.

CTR Random Access Property
A ciphertext block ¢; need not be deciphered in order to decipher c;1.

With the chaining modes such as CBC, one must decipher c; in order to
decipher c;41.

CTR, due to its high speed configurations, is used in network security appli-
cations, such as IPSec, or IP security, which we will study in detail in Section 8.3.
Another palatable feature of CTR is its simple structure in that, unlike ECB and
CBC, CTR requires only the implementation of the enciphering scheme, not the
deciphering algorithm. For instance, if the underlying block cipher were AES,
this matters a lot since the encryption and decryption transformations differ so
greatly, as we will see later in the chapter (see also page 308, where we discuss
the use of AES-CTR in IPSec). This simplifies matters since key scheduling for
deciphering is not needed in the CTR implementation. Perhaps, from a security
viewpoint, the greatest selling feature of CTR is that it is provably secure. For
all these reasons, it appears that CTR is on its way to dominance as the mode
of choice.
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3.4 Blowfish

If plans related to secret operations are prematurely divulged the agent and
all those to whom he spoke of them shall be put to death.

Sun Tzu (ca. 400 B.C.), Chinese warrior and philosopher

— from The Art of War ([279, page 147, no. 15])

In 1994, Bruce Schneier developed the formidable Blowfish cryptosystem.
Schneier obtained his bachelor’s degree in physics from the University of
Rochester, and his master’s degree in computer science from American Uni-
versity. Currently he is president of Counterpane Systems, a consulting firm in
Minneapolis, which essentially deals with computer security, and specializes in
cryptography. He is the author of several books [238]-[240], as well as numer-
ous publications on cryptological issues. He has written a number of articles
for magazines and is a contributing editor to Dr. Dobb’s Journal, editing the
Algorithms Alley column. Additionally, he serves on the boards of directors
of the International Association of Cryptologic Research and the Voter’s Tel-
com Watch. He is considered to be a leading influence in today’s cryptographic
community, with sought-after opinions on cryptological matters.

Below, we will describe the Blowfish cipher briefly without details about,
for instance, the specific initialization strings used and the like. We gave an
exhaustive description of S-DES and its analysis in the previous section to give
us sufficient background to appreciate this symmetric-key block cipher. For
Schneier’s comments see, [235]-[237].

4 The Blowfish Cipher

The Blowfish cipher encrypts 8-byte blocks of plaintext into 8-byte blocks
of ciphertext. It has a key k, with keylength variable from 32 to 448 bits,
namely, from one to fourteen 32-bit strings, stored in a K-array, K1, Ko, ..., K14.
The key k is used to generate eighteen 32-bit subkeys (precomputed before any
encryption or decryption occurs), and stored in a P-array, Py, P, ..., Pig. There
are four 8 x 32 S-boxes with 256 entries each, denoted by S0, 551, ..., 5j,255, for
j=1,2,3,4. These make up the S-array. We let Ep s(m) denote the ciphertext
that results from using Blowfish to encipher m with arrays P and S.

V¥ Subkey Generation

1. Initialize P; and the four S-boxes with a fixed string (in a fashion that
utilizes the fractional part of 7.)

2. Perform P; ® K; for j = 1,2,..., as often as needed to exhaust the P-
array, reusing the elements of the K-array, if necessary. For example, if
the keylength is 448 bits, then the full fourteen units of the K-array will
be utilized as follows. P; ® K; for j = 1,2,...,14, Then reuse the first
four to get, P15 (&) Kl; P16 D KQ, P17 D Kg, and P18 ® K4.

3. Using the subkeys in steps 1 and 2, encrypt the 64-bit block consisting of
all zeros.
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4. Replace Py and P, with the output of step 3, namely, Ep s({0}54) = P, P».

5. Encrypt the output of step 3 with the modified subkeys, namely, the current
P and S arrays.

6. Replace P; and P, with the output of step 5, namely, Ep s(P1P2) = PsPy.

7. Continue the above process until all entries of the P-array have been re-
placed, namely, Ep)s(Pj,]_Sj) = Pj+1Pj+2 for ] = 4,5, ...16. Then re-
place all four S-boxes in order, starting with Epg(Pi7Pis) = 51,051,
EP7S(S1705171) = SLQSL:;, and continue until Epvs(S4725QS47253) =
S4,25454,255.

In total, there are 521 iterations required to generate all the subkeys. Hence,
to test for a single key there would be a total of 522 executions of the encryp-
tion algorithm to test for a single key, making a brute-force attack much more
difficult. In fact, with the use of a 448-bit keylength, the cipher is virtually
unbreakable in the face of brute-force attacks.

Next, as with DES, there is a complicated function to iterate over sixteen
rounds.
V¥ Round Function

The round function F' takes a 32-bit input m that is divided into 4 bytes,
which we will label a,b, c,d. Then F' acts on them as follows:

F(m) = ((S1,4 + S2,5 (mod 232)) @ Ss.c) + S4,q (mod 232).

V¥ Encryption and Decryption

To encipher, we first separate the 64-bit plaintext into 32-bit left and right
blocks L{” and R, respectively. Let R;e) and L;e) be the right and left halves
after round j and execute, for j =1,2,...,16,

1. R =LY &P,
© _ p(REY @ p©
2. L\ = F(RY) & R,.
© 7
3. SW(R\), L{)).

After the sixteenth round is completed, perform a switch on Rﬁ? and Lg%)
e

to undo the last swap. Then execute, Lg;) = REZ) ® Pig and Rg? = Lg(é) @ Pr7.

To decipher, we do the same as we did for enciphering, with the exception
that the P; are used in reverse order. In other words, to decipher, execute the
following (where R§d) and Lgd) are the right and left halves after round j), for
ji=12...,16,

d d
1L RY =LY @ Py_;.
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2. ' = F(R\) & R\".
© 7
3. SW(R\), L').

Lastly, unswap the last pair, then execute, L(IC;) = R%) @ P, and Rgr? =
L%) @ P,. Diagrams 3.4 and 3.5 illustrate Blowfish encryption/decryption.

Diagram 3.4 Blowfish Encryption
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Diagram 3.5 Blowfish Decryption
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V¥ Analysis and Summary

Blowfish differs in its decryption from most block ciphers, such as DES,
in that it does not reverse the order of encryption but follows it. The sub-
keys are, as is usual with most block ciphers, used in reverse order. Also,
unlike DES, the S-boxes in Blowfish are key-dependent, and subkeys as well as
S-boxes are created by repeated execution of the Blowfish enciphering trans-
formation itself. This has proven to be a strength against cryptanalysis. In
comparison with how most Feistel ciphers work on only one half of the blocks
in each round, Blowfish works on both halves in each round, again adding to
strength against cryptanalysis. This would explain why the cipher is being
used in over 150 products thus far. (This is according to Schneier’s Web site
http:/ /www.schneier.com/blowfish.html. The reader may also download a free
source copy of Blowfish from the site, since it is unpatented, royalty-free, and no
license is required, all of which were part of Schneier’s intentions in the design
of Blowfish.) Additionally, Blowfish is extremely fast to execute, much faster
than DES, or triple DES. (To see timings and verify this, see Schneier’s Web
site referenced above.)

There is a notion shared by DES and other block ciphers such as Blowfish,
called the avalanche effect, which means that the change of a single input bit
amplifies into a change in about half the bits of ciphertext. The way this works
in a block cipher with many rounds is that a change in a single bit of input
generally results in many bit changes after one round, even more bit changes
after another round, until, eventually, about half of the block will change. The
analogy from which the name is derived is to an avalanche involving snow, where
a tiny preliminary snowslide can result in a dramatic deluge of snow. Perhaps
Feistel said it best in the 1973 Scientific American article [81, page 22]: “As the
input moves through successive layers the pattern of 1’s generated is amplified
and results in an unpredictable avalanche. In the end the final output will have,
on average, half 0’s and half 1’s...”. Blowfish has a very strong avalanche effect
since, in the jth round, every bit of the left side of the data affects every bit of
the right, and every subkey bit is affected by every key bit. The result is that
the function F has the best possible avalanche effect between the key P; and the
right half of the data after each round. Moreover, Schneier deliberately made
F' independent of the rounds since the P-array already is round-dependent.

Since the Blowfish S-boxes are key-dependent, every bit of the input to F
is used as input to only one S-box. DES, on the other hand, has several inputs
to two S-boxes, but the DES S-boxes are not key-dependent.

From Blowfish evolved a cipher designed by Schneier, and a team of others.
They called it Twofish. It became one of the five finalists for the successor to
AES, announced on August 9, 1999 by NIST (in round two of their competition).
In [85], Schneier and Ferguson (a member of the Twofish design team) make
arguments for the advantages of Twofish. Moreover, the entire team wrote a
book on the cipher [241] to which the reader is referred for details. Yet, it was
not chosen as the AES. That distinction went to a non-Feistel cipher, which we
will present in the next section.
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3.5 = The Advanced Encryption Standard

Not to go back, is somewhat to advance,
And men must walk at least before they dance.
Alexander Pope (1688-1744), English poet
— from Imitations of Horace (1738, Bk. 1, Epistle 1)3-

On November 26, 2001, NIST announced, in FIPS 197 (see [93]), that the
Advanced Encryption Standard (AES) would be Rijndael, and that it would
take effect on May 26, 2002. The name “Rijndael” (just call it “Rain Doll”)
was derived from the names of Rijndael’s Belgian designers, Vincent Rijmen
and Joan Daemen.

Joan Daemen was born in Belgium in 1965. In 1988 as a member of the
research group COmputer Security and Industrial Cryptography (COSIC), he
began a Ph.D. in cryptography, which he completed in 1995. By the spring
of 1998, he joined the newly formed Proton World International, a Brussels-
based company whose focus is on high-level banking security applications, and
he remains there to this day. He is currently designing protocols for smart cards,
and related applications. Moreover, he continues, on occasion, to collaborate
with his former COSIC colleague, Vincent Rijmen.

Vincent Rijmen was born in Belgium in 1970. After obtaining a degree in
electrical engineering at the Katholieke Universiteit Leuven, he joined COSIC,
where he, too, was working on his Ph.D.,; which he obtained in 1997. His
preferred area of research has always been cryptanalysis of block ciphers. In fact,
the title of his Ph.D. thesis is Cryptanalysis and design of iterated block ciphers.
Among his pursuits has been the evolution of computer security systems.

The Rijndael cipher is based upon the 128-bit block cipher, called Square,
which Rijmen and Daemen originally designed with a concentration on resis-
tance against LC (see page 132). Later Lars Knudsen engaged in more crypt-
analysis of the Square cipher. A paper by these three authors, describing the
details of Square, was presented at the workshop for Fast Software Encryption
in the spring of 1997 in Haifa, Israel. (Consequently, Rijndael has been called
Son of Square and alternatively Square has been called Mother of Rijndael by
their creators.) In that spring of 1997, Daemen and Rijmen began working on
a variant of the Square cipher that would allow for key and block lengths of
128, 192, and 256 bits. They called their new cipher design “Rijndael” and
submitted it to NIST by the June 1998 deadline. The rest, as noted above, is
history.

The first item of importance is that Rijndael is not a Feistel cipher. Yet, the
reader will recognize similarities to DES. We will see that the modulo 2 addi-
tions, @, will add key material to the data. As with DES, the S-boxes will add
nonlinearity. However, the S-boxes were designed so that the complementation
property suffered by DES is avoided (see page 127).

We begin by providing a preliminary verbal introduction to the AES cipher,
before presenting the details of the Rijndael mechanisms in action.

3:9The symbol = will denote advanced material henceforth.
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¢ AES — Preliminary Overview

1. Non-Feistel Structure: As noted in the leadup to this overview, AES is
not of a Feistel construction. Instead, the entire data block is processed
in parallel, during each round, using a combination of substitution and
permutation.

2. Keys: The input key, which may be variable in length as we shall see,
will be assumed, for the purposes of this introductory discussion, to be
of keylength 128 bits. This key is expanded into a matrix of forty-four
4-byte words, wherein four distinct words play the role of the round key
for the succeeding round.

3. Rounds: For both encryption and decryption (see Diagrams 3.6 and 3.7
on pages 148 and 149, with Nr = 10), the AES cipher begins with an add
round key stage, followed by nine rounds, each round having four stages,
which in addition to the add round key stage, are called, bytesub, shift
rows, and mix columns (all described in the detailed delineation of AES
below). This is followed by a tenth round having three stages (with the mix
columns eliminated for this round, since its inclusion would unnecessarily
slow the algorithm).

4. Round Stages: Only the add round key stage uses the key. The other three
stages provide confusion (bytesub), diffusion (mix columns), and nonlin-
earity (S-boxes). These three stages do not add security by themselves
since they do not use the key. Moreover all stages are reversible.

5. Decryption: The decryption uses the expanded key in reverse order. How-
ever, the decryption algorithm is not the same as the encryption algo-
rithm. One needs the inverse lookup table of the S-box, and the inverse
mix columns, which is distinct from the enciphering mix column opera-
tion. It is this fact that causes decryption to be slower than encryption,
namely, the inverse mix columns operation is a more complex operation
that can take a third longer than encryption on 8-bit processors. Yet, this
is not seen as a disadvantage since many implementations do not need
deciphering, such as CFB mode (see page 135).

6. S-boxes: The S-boxes are all identical, and map bytes to bytes. The AES
S-box was designed to be highly resistant to cryptanalytic attacks. In
particular, the designers ensured that there is a low correlation between
the input bits and the output bits. This is the reason, cited on page 143,
that AES does not have the DES complementation property. The S-boxes
are also invertible, but not self-inverses.

7. Last Add Round Key Stage: Since only the add round key stage uses
the key, the cipher begins and ends with this stage. By itself, the add
round key stage (a virtual one-time-pad) will not add enough security,
but its interaction with the other three stages provides a highly efficient
and secure cryptosystem.
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¢ AES — Detailed Description

Much of the following description is taken from this author’s book [169], since
we maintain that it remains the best explanation at this level. The mathematics
required for this section is contained in Appendix A.

4 The Advanced Encryption Standard (AES) — Rijndael

In order to give even a brief description of Rijndael, we need to describe the
essential components of it.

V¥V The State

The state is the intermediate cipher resulting from application of the round
function. The state can be depicted as a 4 x Nb matrix, with bytes as entries,
where Nb is the block length divided by 32. For instance, if the input block
has 256 bits, then Nb = 8 = 256/32, and the state would appear as a matrix

(ai,j) S M4><8((Z/2Z)8)

of bytes. In this case, the state has 32 bytes. For an input block of 192 bits,
the state would have 24 bytes as a 4 x Nb = 4 x 6 matrix, and for a block of
length 128, it would have 16 bytes as a 4 X Nb = 4 x 4 matrix. Thus, we have
variable state size.

Note that the input block (or plaintext if the mode of operation is ECB) is
put into the state (matrix) by column: ag g, a1,0,@2,0,@3,0,60,1,01,1 - - ., and at
the end of the execution of the cipher the bytes are taken from the state in the
same order.

V¥ The Cipher Key

As with the state, the cipher key is portrayed as a 4 x Nk matrix of bytes,
where Nk is the keylength divided by 32. For instance, if the key length is 128
bits, then the cipher key is (k; ;) € Max4((Z/2Z)8). Hence, we have variable
key size 16, 24, or 32 bytes, depending on key length 128, 192, or 256 bits.

V¥ Key Schedule and Round Keys

The round keys can be derived from the cipher key by means of the following
key schedule. There are two parts.

(1) The total number of round key bits equals B-(Nr+1), where B is the block
length and Nr is the number of rounds defined for each case in Table 3.1
on page 146. For instance, if the block length is 128 bits and Nr = 12,
then 1664 round key bits are required.

(2) The cipher key is expanded into the expanded key in the following fashion.
The expanded key is a linear array of 4-byte words (i.e. columns of the
key matrix), where the first Nk words contain the cipher key. All other
words are defined recursively in terms of previously defined words.
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V¥ The AES S-Box

For the sake of convenience, ease of presentation, and due to the highly
technical nature of the S-box in AES, the details are in Appendix D on page
527.

V¥ Round Function

Most block ciphers employ the Feistel structure in the round function. How-
ever, the round function used by Rijndael does not have the Feistel structure.
Instead, the round function in Rijndael is comprised of three distinct invertible
functions, the details of which we will learn in what follows.

First, we note that the number of rounds, denoted by Nr, is defined via
Table 3.1.

| Nr [Nb=4|Nb=6]Nb=38]

Nk — 4 10 12 14

Table 3.1
apte Nk =6 12 12 14
Nk = 8 11 14 14

In Table 3.1, we are including the final round, (described below), which
slightly differs from the other rounds in that step (3) below is eliminated.

The round function consists of four steps, each with its own name and its
own particular function.

(1) Bytesub (BSB): In this step, bytes are mapped by an invertible S-box,
and there is only one single S-box for the complete cipher. Thus, for
instance, the state (position) matrix,

(@) =8i+7j—9) (for 1 <i<32,1<;<8)

would be mapped, elementwise, by the S-box to the state matrix (b; ;) via

@i j —— — bij.

This guarantees a high degree of nonlinearity by operating on each of the
state bytes a; ; independently.

(2) Shift Row (SR): In this step, depending upon the value of Nb, row j for
Jj = 2,3,4 of the state matrix is shifted x; units to the right, where z; is
defined by Table 3.2.

[ Nb [ [ 23 [ @4 |
1 1]2]3
6 |12 3
§ |13 4

Table 3.2




3.5. The Advanced Encryption Standard 147

For instance, if Nb = 4, then

ap,0 @o,1 Qo2 Qo3 ap,0 @o,1 Qo2 o3

—

aio ail ai2 1.3 a13 aio aiil a2
azo0 a1 a2 G23 a22 Aa23 a0 G271
azo as;1 az2 as;s aszi asz 33 aspo

The SR step introduces high diffusion over multiple rounds and interacts
with the next step.

(3) Mix Column (MC): As with the S-box description, the MC description is
given in Appendix D on page 529 for the sake of simplicity of presentation.
All one needs to know about this step, at this juncture, is that it linearly
combines bytes in the columns, and creates high intracolumn diffusion.

(4) Round Key Addition (RKA): In this step, a round key is added modulo
2 to the state. For example,

(aij) @ (kij) = (i),

where & is addition modulo 2, (a; ;) is the state matrix, (k; ;) is the round
key matrix, and (b; ;) is the resulting state matrix. Thus, this step makes
the round function key dependent.

There is significant parallelism in the round function. All four steps of a
given round operate in parallel on bytes, rows, or columns of the state.

Then round keys are extracted from the expanded key as follows. The first
round key consists of the first Nb words, the second round key consists of the
following Nb words, and so on.

€ Stepwise Description of the Rijndael Cipher

Step 1 (Initial Addition Round) There is an initial RKA step.
Step 2 (Rounds) There are Nr — 1 rounds executed.
Step 3 (Final Round) A final round is executed (omitting the MC step).

Hence, the detailed sequence of steps for Rijndael is an initial round key
addition, then Nr — 1 rounds of BSB, SR, MC, RKA each, followed by a final
round consisting of BSB, SR, RKA. Unlike DES, Rijndael does not require a
“swapping step” in its rounds since the M C step causes every byte in a column
to alter every other byte in the column.

Deciphering Rijndael is executed by reversing the steps using inverses and
a modified key schedule. Encryption and decryption diagrams are given in
Diagrams 3.6 and 3.7.
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Diagram 3.6 AES Encryption
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Diagram 3.7 AES Decryption
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V¥ Security of Rijndael

The design of Rijndael practically eliminates the possibility of weak or semi-
weak keys, which exist for DES. Moreover, the design of the key schedule vir-
tually eliminates the possibility of equivalent keys. Although the mechanisms
of LC and DC can be adjusted to present attacks on Rijndael, it appears that
Rijndael’s design is sufficient to withstand these cryptanalytic onslaughts, since
its S-box is nearly perfect for resistance to DC and the Fos equivalent of LC.

A chosen plaintext attack, called the square attack, which is a dedicated
attack on the Square cipher, can be used as well, since Rijndael inherited many
features from Square. However, for seven or more rounds in Rijndael, no such
attack, faster than exhaustive key search,!? has been found. Other attacks,
such as Biham’s related-key attack, or the interpolation attacks introduced by
Jakobsen and Knudsen have little chance of success against Rijndael due to
the diffusion and nonlinearity of Rijndael’s key schedule and the complicated
construction of the S-box.

The S-box was designed to avoid any suspicions of a trapdoor being built
into the cryptosystem. (Recall that this was a problem with DES; see page 98).

V¥ Concluding Comments

Unlike the Feistel structure of the round function, such as in DES, where
some of the bits of the intermediate state are simply put into a different po-
sition unchanged, the Rijndael round function is comprised of three different
invertible transformations, called layers, through which every bit of the state
is treated in a similar fashion, called uniformity. The BSB step in each round
is a nonlinear mizing layer (confusion). SR is a linear mizing layer (inter-
column diffusion), and MC is also a linear mixing layer (interbyte diffusion
within columns). Then there is the key addition layer. These layers ensure that
the Rijndael round does not have a Feistel structure. The layers are predom-
inantly based upon the application of what the designers call the Wide Trail
Strategy, which is a devised system for providing resistance against LC and DC,
discussed in Daemen’s doctoral dissertation of March 1995. Essentially this
strategy means that MC makes it impossible to find LC and DC attacks that
involve “few” active S-boxes.

For further information on Rijndael, such as attacks on reduced rounds and
alternative mathematical methods for describing AES, see [83] and [84]. Also,
for further, relatively recent research on security of AES against LC, see [132].

Rijndael is well tailored to modern processors (Pentium, RISC, and parallel
processors). It is also ideally suited for ATM, HDTV, Voice, and Satellite. Uses
for Rijndael include MAC by employing it in a CBC-MAC algorithm. It is
also possible to use it as a synchronous stream cipher, a pseudorandom number
generator, or a self-synchronizing stream cipher (the latter, by using it in CFB
mode), and we will learn about all of these concepts in the next section.

3-10An ezhaustive search of the keyspace or brute force attack, means that all possible keys
are tried to see which one is being used by communicating parties.
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3.6 Stream Ciphers

Some people seem to think that stream ciphers are bad in some way. Not at
all! Stream ciphers are extremely useful, and do their work very well.

Neils Ferguson and Bruce Schneier

— from Practical Cryptography (see [85, page 73])

Up to this juncture, we have studied the first kind of symmetric-key cryp-
tosystem, the block cipher. This section is devoted to the second kind, stream
ciphers. First, we need the following.

€ Keystreams, Seeds, and Generators

If K is the keyspace for a set of enciphering transformations, then a sequence
kiks--- € K is called a keystream. A keystream is either randomly chosen, or
is generated by an algorithm, called a keystream generator, which generates
the keystream from an initial small input keystream called a seed. Keystream
generators that eventually repeat their output are called periodic.

Finding sources of truly random numbers is a difficult task at best. In
fact, it is impossible to generate arbitrarily long bitstrings and prove they are
random. Hence, we settle for what computers can give us. Pseudorandom
(recall the discussion on page 83) number generators (PRNG)s are a topic for
an entire text. However, we will not be concerned with the intricacies of such
investigations. We will assume that we have at our disposal a cryptographically

secure pseudorandom number generator (CSPRNG) ; see Appendix B on page
506.

4 Cryptographically Secure Pseudorandom Number Generators

A bit-producing number generator algorithm is a CSPRNG if the sequences
of bits produced satisfy the following properties.

1. The sequence of bits must be statistically random. One way of stating
this mathematically is that no polynomial-time algorithm can distinguish
the output of this number generator from that of a truly random num-
ber generator with probability greater than 1/2. This makes the number
generator a PRNG.

2. For every given output bit, the next output bit must be computationally
infeasible (see page 99) to predict, even given knowledge of all previous
bits, knowledge of the algorithm being used, and knowledge of the hard-
ware. This is the property that make the PRNG cryptographically secure,
so this turns it into a CSPRNG.

With truly random sequences of numbers, each number is statistically inde-
pendent of other numbers in the sequence, so they are unpredictable. However,
with PRNGs, care must be taken to ensure that they are cryptographically se-
cure, namely, that they are unpredictable in the sense of property 2 above. We
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will assume henceforth, that this has been done. Hence all of our keystreams
will be assumed to be generated by keystream generators that are CSPRNGs.

Now we are ready to look at the topic of this section. Before the formal
definition, think of a stream cipher as a cryptosystem where plaintext messages
are encrypted character by character, just before sending the cryptogram.

€ Stream Ciphers

Let X be a keyspace for a cryptosystem and let k1 ks - -+ € K be a keystream.
A cryptosystem is called a stream cipher if encryption upon plaintext strings
myme - - - is achieved by repeated application of the enciphering transformation
for j > 1,
By, (mj) = ¢,

and deciphering occurs as repeated application of the deciphering transforma-
tion for j > 1,
ij—l(Cj) = mj.

If there exists an ¢ € N such that k;, = k; for all j € N, then we say that the
stream cipher is periodic with period /.

Generally speaking, stream ciphers are faster than block ciphers, and are
easier to describe, since stream ciphers encrypt individual plaintext message
units, usually one bit at a time.

All keystream generators are periodic except for one-time pads. This is the
cryptosystem where the (randomly generated) key (used only once) is the size
of the plaintext. (Recall the discussion on pages 83 and 84).

¢ The One-Time-Pad

The one-time-pad is a stream cipher with alphabet of definition A = {0,1}
that enciphers in the following fashion.

Given a bitstring mims - --my € M, and a keystream kiks--- ks € K,
the enciphering transformation is given by

Ey;(mj) =m; @ k; = ¢; € €,

3J

and the deciphering transformation is given by
Dy, (¢j) = ¢; @ kj = my,

for all 5 = 1,2,...,¢ € N. The keystream is randomly chosen and never used
again.

The one-time-pad is a stream cipher wherein the keystream does not repeat,
o it is not periodic. Moreover, it is an example of another notion we encountered
on page 83, namely, that of a running-key, a notion shared by a cipher we
described on page 56, namely, the Vigenere cipher (translated into arithmetic
modulo n). Recall that this is the cryptosystem where there is a keyphrase used
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as a priming key with which to encipher the plaintext. Formally, this is given
as follows.

€ Vigenére Ciphers

Fix r,n € N, and let M = C = (Z/nZ)?, the elements of which are ordered s-
tuples from Z/nZ, and K = (Z/nZ)" where s > r. For e = (e, ea,...,6,) € K,
and m = (my,ma,...,ms) € M, let

E.,(mj) =mj + €; (mod r) (mod n) for all j =1,2,...,s,
and for ¢ = (¢, ¢a,...,¢5) € C, let
Dy, (c;) = ¢j = €j (mod r) (mod n) for all j =1,2,...,s.

This cryptosystem is called the Vigenére cipher with period r, which is why
the subscript on the key is taken modulo r (where we choose r rather than 0 in
order to keep all subscripts positive). If »r = s, then this cipher is an example
of a running-key cipher.

Thus, the one-time-pad is an simple example of a running-key cipher. (Note
that this also says that the Vignere cipher becomes a Vernam cipher if we
assume that the keystream is truly randomly generated and never repeated.)
The Vigenere cipher is an example of a stream cipher with period length r,
where the key e = (e1, eq,...,¢€,) provides the first r elements of the keystream
kj = e; for 1 < j < r, after which the keystream repeats itself, until the
plaintext is exhausted. Now, we turn to a general discussion of stream ciphers,
but will revisit our two examples later. Typically, stream ciphers are classified
as follows.

€ Synchronous and Asynchronous Ciphers

A stream cipher is said to be synchronous if the keystream is generated
without use of the plaintext or of the ciphertext. This is called keystream
generation independent of the plaintext and ciphertext. A stream cipher is
called self-synchronizing (or asynchronous) if the keystream is generated as a
function of the key and a fixed number of previous ciphertext units. If the
stream cipher utilizes plaintext in the keystream generation, then it is called
nonsynchronous.

The distinctions between block and stream ciphers are more readily seen in
practice than in theory. Stream ciphers encrypting one bit at a time are not
suitable for software implementation since bit manipulation is time-consuming.
Where stream ciphers win out is in the arena of error propagation. Obviously,
with a block cipher, a single error will corrupt at least a block’s worth of data,
whereas implementation of a synchronous stream cipher can guarantee that a
single bit error will result in only a single bit of corrupted plaintext. Thus,
synchronous stream ciphers would be useful where lack of error propagation is
critical. However, use of self-synchronizing stream ciphers can result in error
propagation. If the keystream is acting on the nth ciphertext digit and an error
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occurs, then the deciphering of up to n subsequent ciphertext digits may be
incorrect.

An example of a synchronous stream cipher is DES operating in OFB mode,
whereas an example of an asynchronous stream cipher is DES in CFB mode.
An example of a nonsynchronous cipher is given by reinterpreting an idea of
Vigenere.

& The Autokey Vigenere Cipher
Let n = |A| where A is the alphabet of definition. We call k1ks - - - k. for 1 <

r < n a priming key. Then given a plaintext message unit m = (my, ma, ..., my)
where s > r, we generate a keystream as follows:
k= ]411]()2 e k‘,'mlm2 Mgy

Then we encipher via

Ey,;(mj) = mj + k; (mod n) = ¢; for j =1,2,...,7,
and

Ey,(m;) = mj +m;_, (mod n) = ¢; for j > r,

and decipher via

Dy, (¢cj) =c¢j —kj (mod n) =m; for j =1,2,...,r,
and

Dy, (¢j) = ¢j —mj_, (mod n) = m; for j > r.

This cipher is nonsynchronous since the plaintext serves as the key from the
(r 4+ 1)th position onward, with the simplest case being r = 1. Here is a simple
example.

Example 3.5 Given a priming key k = k1ko = 72 and n = 26 in the autokey
Vigeneére cipher, suppose we want to decrypt the Vigeneére ciphertext

LPXEHGM,

using Table 1.3 on page 11. Converting ciphertext to numerical equivalents, we
have

11,15,23,4,7,6,12.
Thus, we compute the following:
my=c1— ki1 =11—-7=4, mgog=co—ky=15—-—2=13,
mz=c3—mp3 =23—4=19, my=c4—mg=4—13 =17 (mod 26),
ms =c5 —m3 =7—19 = 14 (mod 26), mg=cg—my =6—17 =15 (mod 26),

and
my = cy —my = 12 — 14 = 24 (mod 26).

Via Table 1.3, the letter equivalents give us
ENTROPY
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This now gives us the opportunity to see the formulation of the notion of an
autokey cipher that we first discussed when we met Cardano on page 55.

€ Autokey Ciphers

An autokey cipher is a cryptosystem wherein the plaintext itself (in whole
or in part) serves as the key (usually after the use of an initial priming key).

As is the case with the autokey Vigenere cipher, the plaintext is introduced
into the key generation after the priming key has been exhausted.
Perhaps the most common of the stream ciphers is the following type.

€ Binary Additive Stream Ciphers

A binary additive stream cipher is a synchronous stream cipher for which all
of the digits in the ciphertext, keystream, and plaintext are binary, and output
is achieved by addition modulo 2.

Many, if not most, keystream generators have the following as their basic
component. We will discuss the uses for the following after we have described
and illustrated the concept. The following notion is a mechanism for sender and
receiver to agree upon an easy way to generate long bitstrings.

€ Linear Feedback Shift Registers

A linear feedback shift register (LFSR) is a mechanism for providing fast
number generation, but is not cryptographically secure. We provide a brief de-
scription here for completeness and to illustrate why it is both fast and insecure,
yet is a building block for more secure schemes. An LFSR is comprised of three
parts.

1. A shift register of length ¢ € N, consists of a sequence of £ registers (memory
cells) labelled 0,1,2,...,¢ — 1, each capable of holding one bit and each
having one input and one output.

2. A tap sequence is an f-tuple of bits:

((31,02, . .,Cg),
with ¢, = 1.

3. A state s;, of the LFSR is the bitstring describing the contents of the
registers for states numbered, j € {0,1,...,¢ — 1}, given by

sj = (k@-1,)k@—2.4) ---k©.5));

namely, register i has bit k(; ;) in state j, so the first coordinate of the
subscript denotes the register, and the second coordinate determines the
state of the bit. For instance, the initial state is given by the bitstring,

s0 = (k@—1,00k@=2,0) - - - k(0,0))>

called the seed.
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0. Input the seed, and set j = 1.

1. The bit, k1), in register 0 is output as the next bit in the keystream.
In other words, k( j_1) is tapped as the next keystream bit, and becomes
part of the output sequence, and we store it with the label K,;_;.

2. The bit in register ¢, for ¢ = 0,1,...,¢ — 2, is shifted one register to the
right, namely, the contents of register i becomes k(;_1 ;j_1)-

3. Register £ — 1 is given as the following input,
k-1 = cik—1,j—1) © c2ke—2,j—1) © - - @ cek(oj—1)- (3.6)
This step is called the linear feedback.

4. If sg # s;, set i = i+1 and go to step 1. Otherwise, set ¢ = L, and terminate
the algorithm, with output keystream given by

k= (Kr1Kp_o...Kp),

which is said to have period length L.
Diagram 3.8 shows the re